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Quantum Computing Essentials



Three Key Concepts

• Quantum computation
• Massive speedup of certain types of 

computation
• Quantum bits (qubits)
• Building block of quantum 

computers…
• …and quantum matter

• Quantum matter
• Form the basis of all qubits

Quantum 
BitsQuantum Matter

Quantum Computation
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Start with big picture…



Information and the Universe



What is information?



Bits of Information
• All digital information stored as bit sequences



Information is Physical
--Rolf Landauer

• Information is inseparable from its physical embodiment

1

0

§ Biological example: DNA
2 bits per base pair



Best Bits of Today

Dynamic Random Access 
Memory (DRAM)

FLASH Memory

Magnetic hard disk drive

Others: optical (CD/DVD/Bluray), MRAM, Ferroelectric RAM,…

Electric Magnetic



Symmetry Breaking and Information

Circle has high symmetry (looks same if rotated)



Symmetry Breaking and Information

Ellipse has reduced symmetry: can store information!

0 1



Water Drops and 
Snow flakes

SnowCrystals.com

“Snowpocalypse, 2/5/2010”

http://www.its.caltech.edu/~atomic/snowcrystals/


Information Processing

• Need logic to process information

CPU (Central Processing Unit) 
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Universal Logic

P Q P  NAND  Q

H H L

H L H

L H H

L L H

P NAND Q

P

Q

NAND=“not and”

All computations can be built from 
this single type of logic gate



Information in the Universe

• Fundamental forces
• Arise from symmetry breaking of Higgs 

field

• Symmetry breaking leads to 
information capacity

• Estimated* information capacity of 
the Universe: 10120 logic operations 
on 1090 bits

*S. Lloyd, Phys. Rev. Lett. 88, 237901 (2002).

Four fundamental forces in nature:
Weak, ElectroMagnetic, Strong, Gravity

googol = 10100 =  google/



Universe as computational engine, computing our future

“Matrix” Epiphany



“Matrix” Analogy

Past FutureLaws of physics

Memory state Processor Memory state



But the universe is quantum…
Can we use the laws of quantum mechanics to build a better computer?



Quantum Computation



What is a Quantum Computer?

• Computers process information
• Quantum computers process quantum information



What is quantum information?

• Information is stored in bits: 0,1
• Quantum information is stored in quantum bits (qubits)



What is quantum information?
• Information is stored in bits: 0,1
• Quantum information is stored in quantum bits (qubits)

|0>
|1>

Qubit can be in a quantum superposition of |0> and |1>

http://www.qubit.org/

<P|Q|I>
same notation!



123018668453011775513049495838496272077

28535695953347921973224521517264005 

072636575187452021997864693899564749427

74063845925192557326303453731548268 

507917026122142913461670429214311602221

24047927473779408066535141959745985 

6902143413

=
334780716989568987860441698482126908177

04794983713768568912431388982883793 

878002287614711652531743087737814467999

489 

X
367460436667995904282446337996279526322

79158164343087642676032283815739666 

511279233373417143396810270092798736308

917

= “RSA-768“

What can quantum computers do?

• Nothing that computers cannot do

• Some things faster (new complexity class QP)

• Example: quantum computers can factor 
numbers exponentially faster than 
classical computers (Shor, 1994)

Difficulty of factoring numbers is 

foundation of public key encryption



Database Search
Telephone book

with N=1,000,000 entries

Task: find name of person 
whose number is:      (412) 
275-0032

Ordinary Phonebook

Number found after 
~N/2=500,000 attempts

Quantum Phonebook

Number found after
~N1/2 =1000 attempts



Why are quantum 
computers so much faster?



• A single qubit exists in a 2-dimensional space

• For n-qubit system, 2n complex numbers required

Qubit Phase Space

2 2
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• A single qubit exists in a 2-dimensional space

• For n-qubit system, 2n complex numbers required

A state with n=300 qubits is specified by 2300 � 10100 coefficients ! 

Qubit Phase Space

A quantum program is specified by (2300)2 � 10100 coefficients !! 

(Final answer is a string of n=300 classical bits)

! >= $% 000…00 > +$) 000…01 > +$+ 000…10 > +⋯+$+-.)|111…11 >

! >= $% 0 > +$)|1 >, $% + + $) + = 1



How do quantum computers 
work?



General Structure of Computer Programs

S

0 1 2 2 1n -

1
Step 1: Initialize (boot) computer.

(0) 1S =

Step 2: Gating

S
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Step 3: Read out answer a
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General Structure of Quantum Computer Programs
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Step 1: Initialize quantum computer.
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Step 3: Quantum measurement
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Quantum
Coherence

Quantum
Coherence

Quantum CPU

Five Requirements for Quantum Computation
Divincenzo, Fortschr. Phys. 48, 771 (2000)

Quantum I/O

Quantum Memory



NMR Quantum Computing

• Use nuclear spins on molecules for QC
• Nuclear Magnetic Resonance techniques 

for manipulating, reading spin
• Large ensembles of spins

http://www.research.ibm.com/resources/news/200112
19_quantum.shtml



Shor's algorithm: factorization of N = 15 
(whose prime factors are 3 and 5).



Quantum Materials and Approaches



Quantum Materials and Approaches



Quantum Cryptography
Secure communication using the laws of physics

https://spectrum
.ieee.org/tech-talk/com

puting/ 
netw

orks/quantum
-cryptography-w

ith-conventional-lasers



Alice, Bob and Eve

• Alice and Bob want to communicate securely.  
• In order to prevent Eve from eavesdropping, they must encode their data.

Alice BobEve



Encryption and Decryption with a Shared Key

• With a shared encryption key K=0100110101011010 (random string 
of 0 and 1), secure communication over public channels is possible
• Bob encodes message M=1010110100101101 by XOR-ing (    ) with K

• M    K = 1110000001110111 = M’
• Bob sends message M’ over internet to Alice
• Alice decodes message

• M’     K = 1010110100101101

• This method works if Alice and Bob have the ability to pre-share K.  

⨁

⨁

⨁

Alice BobEve



Key Distribution

• Quantum mechanics offers a way to distribute a secure key.

Alice BobEve



How Not to Share a Key

• Alice sends a string of orthogonally polarized photons
• Bob, knowing the two possible choices, uses a polarizing beamsplitter

and measures the polarization of the transmitted photon
• Problem: Eve can intercept the photon and send a duplicate, without 

Bob and Alice realizing.

, , , , , ,...H H V H V V



Bennett& Brassard Two-State Protocol

Original version “BB84” described in IEEE conference proceedings



Quantum Key Distribution



What about Eve?
• Because photon polarizations are non-orthogonal, 

Eve must guess what kind of photon to “replace”
• Will introduce errors at 25% rate minimum

• After Alice and Bob have their keys, they can 
compare the parity P of both keys
• P(011010101)=1 ; P(011010100)=0
• Discard one bit after each parity check

• If Eve is replacing photons, a detectable error rate 
between two keys will be measured, foiling Eve



Fiber-Optic Quantum Cryptography
• D. S. Bethune and W. P. Risk, "An autocompensating fiber-optic 

quantum cryptography system based on polarization splitting of light," 
IEEE Journal of Quantum Electronics 36 (3), 340-7 (2000). 



Limits of Fiber-Based Quantum Communication

• Attenuation of optical fibers limits max distance 
• ~10km for l=1.55µm

• Need quantum repeaters
• Accept photon qubits
• Correct errors without “measuring” state
• Regenerate photons with high quantum efficiency

https://www.dreamstime.com/stock-photos-global-telecommunications-background-design-image8982023

Sept. 2000 issue of Physics Today



China’s “Quantum” Satellite

• Entangled photon pairs 
detected 1200 km apart 
(record)
• Can be used for quantum key 

distribution

https://doi.org/10.1103/PhysRevLett.120.030501



Pittsburgh Quantum Institute

UNIFYING AND PROMOTING
QUANTUM SCIENCE AND ENGINEERING 

IN PITTSBURGH SINCE 2012



To help unify and promote quantum science and engineering in Pittsburgh

PQI Mission



The Quantum Frontier
A vision for quantum science and engineering in the 21st century

https://www .kitp .ucsb .edu/activities/qinfo-c17



“Two of the great scientific and technical revolutions of the 20th century were the discovery of the
quantum nature of the submicroscopic world, and the advent of information science and engineering.

Both of these have had a profound effect not only on our daily lives but on our worldview. Now, at the beginning of the

21st century, we see a marriage of quantum mechanics and information science in a new revolution:
quantum information. Quantum computation and quantum communication are two aspects of this revolution. The

first is highly speculative: a new paradigm more different from today’s digital computers than those computers are

from the ancient abacus. The second is already a reality, providing information transmission whose security is

guaranteed by the laws of physics.”

"Quantum Information: 
a scientific and technological 

revolution for the 21st century”

Bill Phillips, Nobel Laureate, 1997

Inaugural PQI Public Lecture



Two Quantum Revolutions

First Quantum Revolution (20th century): understanding of 
quantum phenomena that brought about semiconductor devices, 
microprocessors, lasers, nuclear energy, …

Second Quantum Revolution (21st century): manipulation of 
quantum phenomena; actively creating, manipulating and 
probing quantum states of matter, often using superposition and 
entanglement for sensing, simulation, computing, information
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