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Abstract:	
   New	
   computing	
   technologies	
   and	
   applications	
   introduce	
   new	
   security	
  
vulnerabilities	
   that	
   often	
   require	
   a	
   re-­‐definition	
   of	
   the	
   adversary.	
   Hence	
   that	
  
question	
  of	
  whether	
  an	
  adversary	
  model	
  is	
  robust	
  enough	
  to	
  be	
  reused	
  for	
  multiple	
  
applications	
   and	
   technologies	
   arises	
   naturally.	
   	
   In	
   this	
   talk	
   I	
   will	
   also	
   show	
   that	
  
adversary	
   definitions	
   can	
   be	
   fragile;	
   i.e.,	
   restrictions	
   placed	
   on	
   the	
   adversary	
  
behavior	
   in	
   theory	
   can	
   be	
   circumvented	
   in	
   practice.	
   Fragility	
   is	
   caused	
   by	
  
mismatches	
  between	
  the	
  adversary	
  models,	
  and	
  the	
  practical	
  realities	
  of	
  large-­‐scale	
  
networks,	
  such	
  as	
  the	
  Internet.	
   I	
   illustrate	
  these	
  mismatches	
  with	
  two	
  examples	
  of	
  
new	
  adversaries:	
   a	
   "concurrent"	
   and	
   a	
   "network"	
   adversary.	
  	
   In	
   the	
   first	
   example,	
  
bounds	
  placed	
  on	
   the	
  number	
  of	
   attack	
  queries	
   launched	
  by	
   an	
   adversary	
   against	
  
password-­‐based	
   authenticated	
   key	
   exchange	
   (PAKE)	
   protocols,	
   whose	
   security	
   is	
  
correctly	
   proven	
   in	
   either	
   the	
   standard	
   or	
   the	
   random	
   oracle	
   models,	
   can	
   be	
  
circumvented	
   by	
   multi-­‐threaded,	
   client-­‐server	
   models	
   of	
   computation	
   in	
   the	
  
Internet.	
  In	
  the	
  second	
  example,	
  I	
  argue	
  that	
  a	
  PPT	
  adversary	
  with	
  access	
  to	
  a	
  large,	
  
but	
  bounded,	
  number	
  of	
  different	
  oracles	
  can	
  break	
  encryption-­‐scheme	
  properties	
  
with	
   non-­‐negligible	
   probability.	
   I	
   conclude	
   that	
   security	
   proofs	
   must	
   come	
   with	
  
"warning	
   labels"	
  regarding	
   the	
  adversary	
  definitions	
  and	
  models	
  assumed	
  and	
  the	
  
security	
  vulnerabilities	
  that	
  might	
  arise	
  in	
  practice.	
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