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Objectives

 To understand Cloud Computing Issues
 Foundational Elements of Cloud Computing
 Security & Privacy
 Cloud Migration Paths
 Risks in Cloud
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What is Cloud Computing
 NIST definition:

 Cloud computing is a model for enabling convenient, on-
demand network access to a shared pool of configurabledemand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, 
applications, and services) that can be rapidly provisioned 
and released with minimal management effort or serviceand released with minimal management effort or service 
provider interaction. 

 Has 
5 K h t i ti 5 Key characteristics

 3 service models
 4 deployment models



Key Characteristics
 On-demand self-service

 Get computing capabilities as needed automatically

 Broad network access Broad network access
 Services availability over the net using desktop, laptop, PDA, 

mobile phone

 Resource pooling Resource pooling
 Location independence
 Resource pooling at provider resources to serve multiple clients

Rapid elasticity Rapid elasticity
 Ability to quickly add or remove services

 Measured service
C t l ti i i b d t i / t / t i Control, optimize services based on metering/measurements/metric



Unique Features

 Outsourcing Data and Applications 
 Extensibility and Shared Responsibilityy p y
 Multi-tenancy 
 Service-Level Agreements Service Level Agreements 
 Virtualization and Hypervisors 
 Heterogeneity Heterogeneity 
 Compliance and Regulations  
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Service Models
 Cloud Software as a Service (SaaS)

 Providers provide software applications over networks
 Client doesn’t manage or control the network, servers, OS, storage 

or applicationsor applications
 Cloud Platform as a Service (PaaS)

 Users deploy their own applications on a cloud
 Users control their software/applications/ pp
 Users don’t manage servers, storage, etc.

 Cloud Infrastructure as a Service (IaaS)
 Provider provides processing, storage, network, and other key 

computing resourcescomputing resources
 Clients get access to the infrastructure to deploy their 

platform/software
 Client do not manage or control the infrastructure but do manage 

o ont ol the OS to ge pp ele ted net o k omponentor control the OS, storage, apps, selected network components



Service Model Architectures
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Scope and Control -
differences

Heating, Ventilation AC (HVAC),
Power, Comm. and other physical plant



Cloud Deployment Models
 Public cloud

 Sold to the public, mega-scale infrastructure
available to the general public available to the general public

 Private cloud 
 single org only; managed by the org or a 3rd party; on or off 

ipremise

 Community cloud
 shared infrastructure for a specific community with shared p y

concerns; managed by org or a 3rd party

 Hybrid cloud
 composition of two or more cloudsp
 bound by standard or proprietary technology
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Common Cloud Characteristics

• Cloud computing often leverages:
– Massive scale
– Homogeneity
– Virtualization
– Resilient computing
– Low cost software

h d b– Geographic distribution
– Service orientation

Advanced security technologies– Advanced security technologies
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The NIST Clo d Definition F ame o kThe NIST Cloud Definition Framework
Hybrid Clouds
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Common 
Characteristics

Low Cost Software

Virtualization Service Orientation

Advanced Security



Outsourcing and Availability Issue

 Outsourcing parts of Org computing is a key thrust
 Security & privacy implications if the public cloud is 

used
 Cost and efficiency motivation for move 

Org is responsible for S&P of outsourced services Org is responsible for S&P of outsourced services
 Org should oversee and manage how the provider 

secures the environment



Majo Iss e?Major Issue?
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General Security Advantages

 Shifting public data to a external cloud 
 reduces the exposure of the internal sensitive data

 Cloud homogeneity 
 makes security auditing/testing simpler

 Clouds can enable automated security 
management

 Redundancy / Disaster Recovery
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Cloud Security Advantages

 NIST 800-144 (Security Upside)
 Staff Specialization (in Cloud Providers)
 Platform Strength – greater homogeneity
 Resource Availability – scalability help!
 Backup and recovery – may be superior
 Mobile Endpoints – heterogeneous devices

Data concentration specifically for an org with Data concentration- specifically for an org with 
mobile workforce



Cloud Security Advantages
 Other

 Data Fragmentation and Dispersal
 Greater Investment in Security Infrastructure – hence availability
 Fault Tolerance and Reliability; Greater Resiliency
 Hypervisor Protection Against Network Attacks
 Possible Reduction of C&A Activities (Access to Pre-Accredited Clouds)

Si lifi ti f C li A l i Simplification of Compliance Analysis
 Data Held by Unbiased Party (cloud vendor assertion)
 Low-Cost Disaster Recovery and Data Storage Solutions
 On-Demand Security Controls On Demand Security Controls
 Real-Time Detection of System Tampering
 Rapid Re-Constitution of Services
 Advanced Honeynet Capabilities



Cloud Security Downside

 NIST 800-144
 System complexity –

 e.g., public cloud is complex; attack surface increased

 Shared Multi-tenancy
Logical separation instead of physical Logical separation instead of physical

 Internet facing services
 Exposure of admin/service interfacesp

 Loss of control – S&P are amplified!
 On both physical/logical aspects; legal aspects



Security Relevant CloudSecurity Relevant Cloud 
Components

 Cloud Provisioning Services
 Cloud Data Storage Services g
 Cloud Processing Infrastructure
 Cloud Support Services Cloud Support Services 
 Cloud Network and Perimeter Security
 Elastic Elements: Storage Processing and Elastic Elements: Storage, Processing, and 

Virtual Networks
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Provisioning Service

 Advantages
 Rapid reconstitution of services 
 Enables availability

 multiple data centers 
multiple instances multiple instances

 Advanced honey net capabilities

 Challenges Challenges
 Impact of compromising the provisioning service
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Data Storage Services
 Advantages

 Data fragmentation and dispersal
 Automated replication Automated replication
 Provision of data zones (e.g., by country)
 Encryption at rest and in transit

Automated data retention Automated data retention
 Challenges

 Isolation management / data multi-tenancy
 Storage controller

 Single point of failure / compromise?
 Exposure of data to foreign governments
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Cloud Processing 
Infrastructure

 Advantages
 Ability to secure masters and Ability to secure masters and 
 Push out secure images

Challenges Challenges
 Application multi-tenancy

R li h i Reliance on hypervisors
 Process isolation / Application sandboxes
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Cloud Support Services

 Advantages
 On demand security controls 

(e.g., authentication, logging, firewalls…)

 Challenges
 Additional risk when integrated with customer 

applications
Needs certification and accreditation as a separate Needs certification and accreditation as a separate 
application

 Code updatesp
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Cloud Network and Perimeter 
Security

 Advantages
 Distributed denial of service protection
 VLAN capabilities
 Perimeter security (IDS, firewall, authentication)

 Challenges
 Virtual zoning with application mobility
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Other issues
 Issues with moving PII and sensitive data to 

the cloud
Privacy impact assessments Privacy impact assessments

 Using SLAs to obtain cloud security
 Suggested requirements for cloud SLAs
 Issues with cloud forensics

 Contingency planning and disaster recovery 
for cloud implementationsfor cloud implementations

 Handling compliance
 FISMA; HIPAA; SOX; PCI ; SAS 70 Audits



Obstacles & Opportunities
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Security Implications
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Security and Privacy Challenges y y g
(Takabi et al.) 

 Authentication and Identity Management
 interoperability 
 password-based: inherited limitation 
 How multi-tenancy can affect the privacy of 

id tit i f ti i ’t t ll d t d?identity information isn’t yet well understood? 
 multi-jurisdiction issue 
 integrated with other security components integrated with other security components. 
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Security and Privacy 
Challenges (cont.) 

 Access Control and Accounting
 Heterogeneity and diversity of services, as well as 

the domains’ diverse access requirements 
 capture dynamic, context, or attribute- or 

credential based access requirementscredential-based access requirements 
 integrate privacy-protection requirements 
 interoperability interoperability 
 capture relevant aspects of SLAs 
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Security and Privacy 
Challenges (cont.) 

 Trust Management and Policy Integration
 compose multiple services to enable bigger 

application services 
 efficiently capturing a generic set of parameters 

required for establishing trust and to managerequired for establishing trust and to manage 
evolving trust and interaction/sharing 
requirements

 address challenges such as semantic 
heterogeneity, secure interoperability, and policy-
evolution managementevolution management. 

31



Security and Privacy 
Challenges (cont.) 

 Secure-Service Management
 WSDL can’t fully meet the requirements of cloud y q

computing services description 
 issues such as quality of service, price, and SLAs
 automatic and systematic service provisioning and 

composition framework that considers security 
and privacy issuesand privacy issues 
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Security and Privacy 
Challenges (cont.) 

 Privacy and Data Protection
 storing data and applications on systems that 

reside outside of on-premise datacenters
 shared infrastructure, risk of potential 

unauthorized access and exposureunauthorized access and exposure.
 Privacy-protection mechanisms must be 

embedded in all security solutions.y
 Provenance 

 Balancing between data provenance and privacy 
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Security and Privacy 
Challenges (cont.) 

 Organizational Security Management
 shared governance can become a shared governance can become a 

significant issue if not properly addressed 
 Dependence on external entitiesDependence on external entities 
 the possibility of an insider threat is 

significantly extended when outsourcing g y g
data and processes to clouds.
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Security and Privacy 
Approaches (Takabi et al.)

 Authentication and Identity Management
 User-centric IDM
 users control their digital identities and takes away 

the complexity of IDM from the enterprises
f d t d IDM l ti federated IDM solutions

 privacy-preserving protocols to verify various 
identity attributes by using, for example, zero-identity attributes by using, for example, zero
knowledge proof-based techniques

35



Security and Privacy 
Approaches (Takabi et al.)

 Access Control Needs
 RBAC RBAC
 policy-integration needs

 Cross domain accesses Cross domain accesses

 credential-based RBAC, GTRBAC, location-
based RBAC 
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Security and Privacy 
Approaches (Takabi et al.)

 Secure Interoperation
 Multi-domain Multi domain
 centralized approaches
 decentralized approaches decentralized approaches
 specification frameworks to ensure that the 

cross-domain accesses are properlycross domain accesses are properly 
specified, verified, and enforced

 Policy engineering mechanisms Policy engineering mechanisms
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Security and Privacy 
Approaches (Takabi et al.)

 Secure-Service Provisioning and Composition
 Open Services Gateway Initiative (OSGi)
 Declarative OWL-based language can be used to 

provide a service definition manifest, including 
a list of distinct component types that make up the a list of distinct component types that make up the 
service, 

 functional requirements, 
d l component grouping and topology instructions
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Security and Privacy 
Approaches (Takabi et al.)

 Trust Management Framework
 trust-based policy integration trust based policy integration
 Delegation
 must be incorporated in service must be incorporated in service 

composition framework
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Security and Privacy 
Approaches (Takabi et al.)

 Data-Centric Security and Privacy
 shifts data protection from systems and shifts data protection from systems and 

applications
 documents must be self-describing anddocuments must be self describing and 

defending regardless of their 
environments.
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Security and Privacy 
Approaches (Takabi et al.)

 Managing Semantic Heterogeneity
 semantic heterogeneity among policies semantic heterogeneity among policies
 Use of an ontology is the most promising 

approachapproach
 policy framework and a policy enforcement 

architecture
 inference engines
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Key S&P Issues (NIST 800-144)

 Governance – amplifies this need!
 Control and oversight challenging

O h ld i t t l tit Org programs should incorporate external entity
 Role and responsibilities for risk mgmt

 Compliancep
 Law and regulations
 Data location – in multiple physical locations? Disclosures? 

Cross border risks?Cross border risks?

 Electronic Discovery
 Does provider provide adequate e-discovery capabilities



Key S&P Issues (NIST 800-144)

 Trust
 Insider access

D t hi i ht t b fi l t bli h d i SLA Data ownership – rights must be firmly established in SLA 
(e.g., controversy in SN related data ownership)

 Composite Services
 Composed through nesting and layering (e.g., SaaS, PaaS, etc.)
 Compatibility, performance guarantees?

 Visibility – of Provider’s security measures
 Ancillary data – accounts of consumers (payment info, client 

activity; access patterns; ..)!
 Risk management



Key S&P Issues (NIST 800-144)

 Architecture
 Attack surface – VM/hypervisor introduce new attack surface

Vi t l t k t ti Virtual network protection
 Software-based switches and network configurations
 Potential loss of separation of duty in admin roles

Vi t l M hi i Virtual Machine images
 Must be up-to-date with patches

 Client Side Protection – do not overlook this! 
I l bil d i Involves mobile devices



Key S&P Issues (NIST 800-144)

 Identity and Access Management
 Org’s IAM framework may not extend to public cloud

Maintaining two may not be scalable/workable Maintaining two may not be scalable/workable

 Some form of identity federation is needed – SAML, OpenID 
standards

 Authentication  - SAML Standard
 Access Control – XACML standard

 Software Isolation



Key S&P Issues (NIST 800-144)

 Software Isolation  - to support multitenancy!
 Hypervisor complexity

Att k V t ? M li i d b ki Attack Vectors  -- new ones? Malicious code breaking 
isolation?

 Data Protection - Data in cloud exist in shared env 
 Value concentration
 Data isolation 
 Data sanitization Data sanitization

 Availability – accessible and usable
 Temporary,  Prolonged/Permanent Outages
 Denial of Service attacks



Key S&P Issues (NIST 800-144)

 Incidence Response
 Data availability

 Clients may not see event logs and viln info under provider
 Complex when several providers are involved; multi-tenancy

 Incident analysis and resolutiony
 Lack of detailed info regarding architecture/mechanisms
 Forensic copies may be difficult to create – multitenant?
 How to contain an attack?o to co ta a attac



Summary of 
Recommendations



Summary of 
Recommendations



Outsourcing in Public Cloud -
General Concerns

 Inadequate policies and practices
 Undetected violations

L k f ffi i t d t / fi ti i t it Lack of sufficient data/configuration integrity
 Loss of privacy – non-rigourous mechanisms?

 Weak confidentiality, Integrity, availability suretiesy, g y, y
 Need ways to establish assurances

 Other concerns
l bl d k f Principle-agent problem – need to make sure interest of 

the provider is consistent

 Attenuation of expertisep
 Organization may slowly lose expertise 



Outsourcing in Public Cloud –
Preliminary activities
 Specify requirements 

 Choice of deployment models; responsibilities
E it t t t f i t l i l t t IR Exit strategy – as part of requirement analysis; relates to IR, 
DR, BC plans

 Review common outsourcing provisions (standards, laws and 
l ti )regulations)

 Assess S&P risks
 Emphasize flexible & adaptable risk mgmt programp p g p g
 Need Privacy Threshold analysis (PTA)
 Need to understand underlying technologies by CSP



Outsourcing in Public Cloud –
Preliminary activities
 Assess the competency of the 

CSP
 CSP’s ability, commitment
 Evaluate levels of S&P provided

 Initiating and Coincident 
activities
 Establish contractual activities Establish contractual activities 

(SLAs)
 Assess Performance - continuous

 Concluding Activities 
(terminating)(terminating)
 Reaffirm contractual obligations
 Eliminate Physical and electronic 

Access Rights
R O i i l Recover Organizational resources 
and Data



Cloud Accelerants 
(Ernst&Young)
 Elasticity
 Pay-as-you-go
 Cost savings Cost savings

 25%-50 savings (Brookings report)

 Market Barrier reduction
 Eases market entry!

 Infrastructure utilization 
 better efficiency; lower power consumption; global load balancing

 Public investment – worldwide
 Security as a service
 Standardization efforts
 Cloud brokers with expertise to help transition
 Risk of missing out



Drill-down discussion (E&Y)
 Pricing and business models
 Vendor Management and strategic sourcing – need to rethink; 

new skills!new skills!
 Inner working not known; Sourcing parts – interdependencies & data S&P
 Cloud brokers/aggregators; SLA standardization

 Availability and interoperability Availability and interoperability
 Between yours and CSPs

 Security and privacy
Standards and risk management Standards and risk management
 Cloud standards are in infancy

 Accounting and regulatory compliance
C id t iti ll h ll Can provide opportunities as well as challenges

 Cross border taxation and arrangements



Pricing and Business model 
considerations



Standards and Risk Mgmt



Federal Cloud Computing 
strategy



Benefits of CC



Framework for migration



Value and readiness for migrationg

 Identify source of valueIdentify source of value
 Efficiency; Agility – in client’s hand; Innovation

 Determine cloud readiness
 Make risk based decisions

 Security/privacy requirements(FISMA)
 Access control policies; Statutory compliance; Data 

characteristics; Governance – transparency of CSPs

 Service characteristics 
I bili f l bili hi Interoperability, performance, scalability, architecture 
compatibility

 Market Characteristics
 Infrastructure readiness – (mission criticality)
 Government readiness and technology life cycle



COSO’s Risk Mgmt for Clouds
 Key risks associated with Cloud Computing

 Disruptive force
I d i ti ld b i k f Increased innovation could be risky for some org

 Disrupt business models

 CSPs and tenants create a risk ecosystem – for all
 Liability; risk universe/escalation – different Orgs may have 

different risk mgmt programs

 Lack of transparency
 Reliability and transparency issues



COSO’s Risk Mgmt for Clouds
 Key risks associated with Cloud Computing

 Vendor lock-in and portability/interoperability issues
CSPs may provide proprietary tools CSPs may provide proprietary tools

 Security/Compliance issue
 High value cyber attack targets
 Risk of Data leakage 
 IT Organizational Changes
 Cloud servicer provider viabilityp y

 Their continuity may depend on evolving business models



Risk Relationship p
(source: COSO report)



(source: COSO report)



COSO Recommended Risk 
Responses

Risk Response

Unauthorized cloud activities Cloud policies & controlsUnauthorized cloud activities Cloud policies & controls

Lack of transparency Assessments of CSP control environment

Security, Compliance, Data leakage 
& data jurisdiction

Data classification policies and processes
& data jurisdiction

Transparency and relinquishing 
direct control

Management oversight and operations monitoring 
controls

Reliability, performance, high-value Incident management (should not completely rely on y, p , g
cyber attack target

g ( p y y
CSP’s)

Non compliance with regulation Monitoring of external environment

Vendor lock-in Preparation for exist strategy

Non compliance with disclosure
requirements

New disclosures in financial reporting (maybe 
required)



COSO CC Governance


