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ibjective

s Understand Take-Grant model
» Specific, restricted

= Analyze
= Right Sharing
= Stealing/Theft
= conspiracy



Take-Grant Protection Model

= System is represented as a directed graph
« Subject: @  FEither:
= Object:

= Labeled edge indicate the rights that the source object has on the
destination object

s Four graph rewriting rules (“de jure”, “by law”, “by rights”)
= The graph changes as the protection state changes according to

1. Take rule: if £ ey, the take rule produces another graph with a

transitive edge g < S added.
a

P AN B Q  f ¥ % B
4 y X Z
x takes (g to y) from z



Take-Grant Protection Model

2. Grant rule: if g ey, the take rule produces another graph with a
transitive edge g c [ added.

a
z grants (atoy) to x
' —@—F o A
X z y X z
x creates (@ to new vertex) o
3. Create rule: ' @ - o ")
X X y
X removes (gto) y
B B -a
4. Remove rule: @ Q| @ %Y

X y X y



Take-Grant Protection Model:

i Sharing

s Given G,, can vertex x obtain a rights over y?
« Can_share(q,x, y,G) is true iff
« Gy }* G, using the four rules, &
= There is an a edge from x to y in G,
s lg-path. v,,...,v, with t or g edge between
any pair of vertices v, v,
» Vertices fg-connected if tg-path between them

= Theorem: Any two subjects with tg-path of
length 1 can share rights
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Any two subjects with fg-path of length
i 1 can share rights

Can_share(a, X, y,Gy)

= Four possible length 1

{g-paths
o U p£29 3 1. Take rule
Re— % g F20 o 2. Grant rule
o U @ F20 3. Lemma 3.1
4. Lemma 3.2

. {g} »‘ /82 a @




Any two subjects with fg-path of length

i 1 can share rights

Can_share(a, X, y,Gy)

= Lemma 3.1

= Sequence:
o @ £=27,y . Create
X yi y = Take
=« Grant
a « Take




i Other definitions

= [sland: Maximal fg-connected subject-
only subgraph
« Can_share all rights in island
= Proof: Induction from previous theorem

s Bridge: f{g-path between subjects v, and
v, with edges of the following form:




By lemma 3.1

-  Bytake



Theorem: Can_share(a,x,y, G;)
(for subjects)

b

s Subject_can_share(q, x,y, &) is true iff if x and y are
subjects and
« there is an a edge from x to y in G,

OR if:
= 1 asubject s € G, with an s-to-y a edge, and
« Jislands |, ..., I, such that X € I, s € |, and there is a

bridge from I, to I;,,




What about objects?
i Initial, terminal spans

m X /nitially spans to vy if x is a subject and
there is a {g-path between them with ¢
edges ending in a gedge (i.e., £, *g )
= X can grant a rightto y

m X terminally spanstoy if x is a subject and
there is a {g-path between them with ¢
edges (i.e., £ 7

= X can take a right fromy
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Theorem: Can_share(a,X,y, G;)

= Can_share(q,x, y,G,) iff there is an a edge from x to y in
G, or if:
= JavertexS € G, with an S to Yy a edge,
= 3 a subject X’ such that X’=X or X’ /nitially spansto X,
= 3 asubjects’ such that S’=S or S’ ferminally spansto S, and

= Jislands |, ..., |, such that X’ € |, S’ € |, and there is a bridge
from Z:to 1,4

/ y
X’ can grant a right to x S’ can take a right from s



Theorem: Can_share(a,X,y, G;)

= Corollary: Thereis an (| N+]£]) algorithm to test
can_share: Decidable in linear time!!

= Theorem:
= Let G, contain exactly one vertex and no edges,
= Ra set of rights.
= Gy |*Giff Gis a finite directed acyclic graph, with edges
labeled from R, and at least one subject with no incoming edge.
« Only ifpart: v is initial subject and G, |* G;
= No rule allows the deletion of a vertex

= No rule allows an incoming edge to be added to a vertex
without any incoming edges. Hence, as v has no incoming
edges, it cannot be assigned any
13



Theorem:
i Can_share(a,x,y, G,)

= [fpart: G meets the requirement
= Assume v is the vertex with no incoming edge and
apply rules

1. Perform “v creates (a u {g} to) new x.” for all 2<=i
<= n, and a is union of all labels on the incoming
edges going into x; in G

2. For all pairs x, y with x having a over y in G, perform
“v grants (a to y) to x”

. If Bis the set of rights x has over y in G, perform “v
removes ((a u {g}) - f) to y”
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2

V1 is the vertex with no incoming edge

Perform “v creates (a U {g} to) new x." for all
2<=i <=n, and a is union of all labels on the
incoming edges going into x, in G

For all pairs x, y with x having a over y in G,
perform “v grants (a to y) to x”

If Bis the set of rights x has over y in G,
perform “v removes ((a u {g}) - ) toy”

@ oy, og, {9} B
R

\(X’ZI Olg, Olg, Oz, {g}
OL3l O('GI {g} OL4
S {9}
Olg 247
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Take-Grant Model:
i Sharing through a Trusted Entity

= Let pand gbe two processes
= Let b be a buffer that they share to communicate
= Let sbe third party (e.g. operating system) that

controls b
P
w
q Witness
e S creates ({r, w}, to new
S object) b

e Sgrants ({r, w}, b)top

W e Sgrants ({r, w}, b)toq
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i Theft in Take-Grant Model

= Can_steal(q,x,y, &) is true if there is no a edge from
x toy in G, and 3 sequence G, ..., G,S. t.:

= Jaedge fromxtoyin G,,
= 3 rules py,..., p, that take G, } p; G;, and

= VV,We G4, 15/<n,if 3aedge fromvtoyin G,
then p;is not “v grants (a to y) to w”

- Disallows owners of a rights to y from transferring
those rights

- Does not disallow them to transfer other rights
- This models a Trojan horse
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i A witness to theft

ugrants (ttov) tos

s takes (t to u) from v

s takes (a to w) from u
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Conspiracy

= Theft indicates cooperation: which subjects are
actors in a transfer of rights, and which are not?
= Next question is

= How many subjects are needed to enable
Can_share(a,x,y,G,)?

= Note that a vertex y
=« Can take rights from any vertex to which it terminally spans
= Can grant rights to any vertex to which it initially spans

= Access set A(y) with focus y (y is subject) is union of
= set of vertices vy,
= Vvertices to which vy initially spans, and
= Vertices to which y terminally spans
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Conspiracy

= Deletion set o(y,y"): All z € A(y) N A(y’) for
which
= Y initially spans to z and y’ terminally spans to z
= y terminally spans to z and y’ initially spans to z
m /=Y &
s Z=Y'

s Conspiracy graph H of Gg:

= Represents the paths along which subjects can transfer
rights

g !:Olr-l each subject in G, there is a corresponding vertex h(x)
in

= if 8(y,y’) not empty, edge from h(y) to h(y’)
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Find the conspiracy graph!!
And the witness!!
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Conspiracy graph H of Gy:

For each subject in G, there is a corresponding

Exa m p I e vertex h(x) in H

if d(y,y’) not empty, edge from h(y) to h(y’)

A(X) A(b) o A(d)

n(e)

n(y) (f) A(h)
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Theorems

= I(p) =

= contains the vertex h(p) and the set of all vertices h(p”) such
that p’ initially spans to p
= T(q) =
= contains the vertex h(qg) and the se t of all vertices h(q")
such that g’ terminally spans to g
= Theorem 3-13:

« Can_share(a,x,y, &) iff there is a path from some h(p) in I(x) to
some h(q) in T(y)

= [Theorem 3-14:

=« Let L be the number of vertices on a shortest path between h(p)
and h(q) (as in theorem 3-13), then L conspirators are necessary
and sufficient to produce a witness to Can_share(a,x,y, &)
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Conspiracy graph H of G:

For each subject in G, there is a corresponding

Exa m p I e vertex h(x) in H

if 0(y,y’) not empty, edge from h(y) to h(y’)

9
AX)

I(x) = {Ax)}

O O

n(y) (f)

A(b) H(c) M(d)
T(x) = {Ae)}
ne)
O Shortest path: A(x), Ab), Ac), Ae)
2Q)
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i Summary

= Take-Grant model —
= Specific system
= Restricted

= Safety question is not undecidable
= Linear to the size of the graph

= Theft and conspiracy issues
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