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Chapter 1
Introduction to the Management of Information Security
Chapter Overview

The opening chapter establishes the foundation for understanding the field of Information Security. This is accomplished by explaining the importance of information technology and defining who is responsible for protecting an organization’s information assets. In this chapter the student will come to know and understand the definition and key characteristics of information security as well as the come to recognize the characteristics that differentiate information security management from general management.
Chapter Objectives

When you complete this chapter, you will be able to:

· Recognize the importance of information technology and understand who is responsible for protecting an organization’s information assets

· Know and understand the definition and key characteristics of information security

· Know and understand the definition and key characteristics of leadership and management

· Recognize the characteristics that differentiate information security management from general management
INTRODUCTION

Information technology is the vehicle that stores and transports information—a company’s most valuable resource—from one business unit to another. 

But what happens if the vehicle breaks down, even for a little while? 

As businesses have become more fluid, the concept of computer security has been replaced by the concept of information security. 

Because this new concept covers a broader range of issues, from the protection of data to the protection of human resources, information security is no longer the sole responsibility of a discrete group of people in the company; rather, it is the responsibility of every employee, and especially managers.

Organizations must realize that information security funding and planning decisions involve more than just technical managers:

Rather, the process should involve three distinct groups of decision makers, or communities of interest:

· Information security managers and professionals 

· Information technology managers and professionals 

· Nontechnical business managers and professionals 

These communities of interest fulfill the following roles:

· The information security community protects the organization’s information assets from the many threats they face.

· The information technology community supports the business objectives of the organization by supplying and supporting information technology appropriate to the business’ needs.

· The nontechnical general business community articulates and communicates organizational policy and objectives and allocates resources to the other groups.

WHAT IS SECURITY?

Understanding the technical aspects of information security requires that you know the definitions of certain information technology terms and concepts. 

In general, security is defined as “the quality or state of being secure—to be free from danger.” 

Security is often achieved by means of several strategies usually undertaken simultaneously or used in combination with one another. 

Specialized areas of security

· Physical security, which encompasses strategies to protect people, physical assets, and the workplace from various threats including fire, unauthorized access, or natural disasters

· Personal security, which overlaps with physical security in the protection of the people within the organization

· Operations security, which focuses on securing the organization’s ability to carry out its operational activities without interruption or compromise

· Communications security, which encompasses the protection of an organization’s communications media, technology, and content, and its ability to use these tools to achieve the organization’s objectives

· Network security, which addresses the protection of an organization’s data networking devices, connections, and contents, and the ability to use that network to accomplish the organization’s data communication functions

Information security includes the broad areas of information security management, computer and data security, and network security. 

At the heart of the study of information security is the concept of policy. Policy, awareness, training, education, and technology are vital concepts for the protection of information and for keeping information systems from danger.
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CIA Triangle

The C.I.A. triangle - confidentiality, integrity, and availability - has expanded into a more comprehensive list of critical characteristics of information.

NSTISSC Security Model 

The NSTISSC Security Model provides a more detailed perspective on security.

While the NSTISSC model covers the three dimensions of information security, it omits discussion of detailed guidelines and policies that direct the implementation of controls. 

Another weakness of using this model with too limited an approach is to view it from a single perspective. 

NSTISSC Security Model 
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Key Concepts of Information Security 

Confidentiality

Confidentiality of information ensures that only those with sufficient privileges may access certain information. When unauthorized individuals or systems can access information, confidentiality is breached. To protect the confidentiality of information, a number of measures are used:

· Information classification

· Secure document storage

· Application of general security policies

· Education of information custodians and end users

Integrity

Integrity is the quality or state of being whole, complete, and uncorrupted. The integrity of information is threatened when it is exposed to corruption, damage, destruction, or other disruption of its authentic state. Corruption can occur while information is being compiled, stored, or transmitted. 

Availability

Availability is the characteristic of information that enables user access to information without interference or obstruction and in a required format. A user in this definition may be either a person or another computer system. Availability does not imply that the information is accessible to any user; rather, it means availability to authorized users. 

Privacy

The information that is collected, used, and stored by an organization is to be used only for the purposes stated to the data owner at the time it was collected. This definition of privacy does focus on freedom from observation (the meaning usually associated with the word), but rather means that information will be used only in ways known to the person providing it. 

Identification

An information system possesses the characteristic of identification when it is able to recognize individual users. Identification and authentication are essential to establishing the level of access or authorization that an individual is granted. 

Authentication

Authentication occurs when a control provides proof that a user possesses the identity that he or she claims. 

Authorization

After the identity of a user is authenticated, a process called authorization provides assurance that the user (whether a person or a computer) has been specifically and explicitly authorized by the proper authority to access, update, or delete the contents of an information asset. 

Accountability

The characteristic of accountability exists when a control provides assurance that every activity undertaken can be attributed to a named person or automated process. For example, audit logs that track user activity on an information system provide accountability.

WHAT IS MANAGEMENT?

Management is the process of achieving objectives using a given set of resources. 

To make the information security process more effective, it is important to understand certain core principles of management. 

A manager is “someone who works with and through other people by coordinating their work activities in order to accomplish organizational goals.” 

A manager has many roles to play within organizations, including the following:

· Informational role: Collecting, processing, and using information that can affect the completion of the objective

· Interpersonal role: Interacting with superiors, subordinates, outside stakeholders, and other parties that influence or are influenced by the completion of the task

· Decisional role: Selecting from among alternative approaches, and resolving conflicts, dilemmas, or challenges.

The Difference between Leadership and Management

The distinction between a leader and a manager arises in the execution of organizational tasks. The leader influences employees so that they are willing to accomplish objectives. He or she is expected to lead by example and demonstrate personal traits that instill a desire in others to follow. In other words, leadership provides purpose, direction, and motivation to those that follow.

By comparison, a manager administers the resources of the organization. 

Characteristics of a Leader

What makes a good leader? 

· Bearing – appearance and how one carries oneself 

· Courage – proceeding in the face of adversity

· Decisiveness – making and expressing decisions in a clear and authoritative manner

· Dependability – performing and completing tasks in a reliable and predictable manner

· Endurance – withstanding mental, physical, and emotional hardship

· Enthusiasm – displaying sincere interest in and exuberance for the accomplishment of tasks

· Initiative – identifying and accomplishing tasks in the absence of specific guidance

· Integrity – being of sound moral fiber and good ethical worth

· Judgment – using sound personal decision making to determine effective and appropriate solutions

· Justice – being impartial and fair in exercising authority

· Knowledge – possessing a base of information gained through experience or education

· Loyalty – expressing open support and faithfulness to one’s organization and fellow employees

· Tact – dealing with a situation without undue personal bias or creating offense

· Unselfishness – performing duties by placing the welfare of others and the accomplishment of the mission first

Action plan for improvement of leadership abilities:

· Know yourself and seek self-improvement.

· Be technically and tactically proficient.

· Seek responsibility and take responsibility for your actions.

· Make sound and timely decisions.

· Set the example.

· Know your [subordinates] and look out for their well-being.

· Keep your subordinates informed.

· Develop a sense of responsibility in your subordinates.

· Ensure the task is understood, supervised, and accomplished.

· Build the team.

· Employ your [team] in accordance with its capabilities.

Be…Know…Do…

As a leader you must BE a person of strong and honorable character; committed to professional ethics; an example of individual values; and able to resolve complex ethical dilemmas. You must KNOW the details of your situation, the standards to which you work, yourself, human nature, and your team. You must DO by providing purpose, direction, and motivation to your teams.

Behavioral Types of Leaders

There are three basic behavioral types of leaders: the autocratic, the democratic, and the laissez-faire. 

Autocratic leaders reserve all decision-making responsibility for themselves, and are more “do as I say” types of managers. 

The democratic leader works in the opposite way, typically seeking input from all interested parties, requesting ideas and suggestions, and then formulating a position for which they seek the support of a majority opinion. 

While both autocratic and democratic leaders tend to be action-oriented, the laissez-faire leader tends to sit back and allow the process to develop as it goes, only making minimal decisions to avoid bringing the process to a complete halt. 

Characteristics of Management

Two basic approaches to management exist: 

· Traditional management theory uses the core principles of planning, organizing, staffing, directing, and controlling (POSDC). 

· Popular management theory categorizes the principles of management into planning, organizing, leading, and controlling (POLC). 
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Planning

The process that develops, creates, and implements strategies for the accomplishment of objectives is called planning. There are three levels of planning: 

· Strategic planning occurs at the highest levels of the organization and for a longer period of time, usually five or more years. 

· Tactical planning focuses on production planning and integrates organizational resources at a level below the entire enterprise and for an intermediate duration (such as one to five years). 

· Operational planning focuses on the day-to-day operation of local resources, and occurs in the short or immediate term. 

Planning

The general approach to planning begins with the creation of strategic plans for the entire organization. 

To better understand the planning process, an organization must thoroughly define its goals and objectives. 

Project management is the management of all aspects of a project from inception, through organization and start-up, task completion, and eventual wrap-up. 

Organization

The principle of management dedicated to the structuring of resources to support the accomplishment of objectives.

Organizing tasks requires determining what is to be done, in what order, by whom, by which methods, and according to what timeline. 

Leadership

As noted earlier, leadership encourages the implementation of the planning and organizing functions. It includes supervising employee behavior, performance, attendance, and attitude. Leadership generally addresses the direction and motivation of the human resource.

Control 

Monitoring progress toward completion, and making necessary adjustments to achieve the desired objectives, requires the exercise of control. In general, the control function serves to assure the organization of the validity of the plan. 

The controlling function also determines what must be monitored as well as applies specific control tools to gather and evaluate information.

Control Tools

There are four categories of control tools:

· Information control tools. 

· Financial control tools.

· Operational control tools.

· Behavioral control tools
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Solving Problems

Step 1: Recognize and Define the Problem

Step 2: Gather Facts and Make Assumptions

Step 3: Develop Possible Solutions

Step 4: Analyze and Compare the Possible Solutions 

Step 5: Select, Implement, and Evaluate a Solution 

Feasibility Analyses:

· To review economic feasibility, you compare the costs and benefits of possible solutions. 

· To review technological feasibility, you address the organization’s ability to acquire the technology needed to implement a candidate solution. 

· To review behavioral feasibility, you assess a candidate solution according to the likelihood that subordinates will adopt and support a solution, rather than resisting it. 

· To review operational feasibility, you assess the organization’s ability to integrate a candidate solution into its current business processes. 

Principles of Information Security Management

Because information security management is charged with taking responsibility for a specialized program, certain characteristics of its management are unique to this community of interest. 

The extended characteristics of information security are known as the six Ps. 

· Planning

· Policy

· Programs

· Protection

· People

· Project Management

InfoSec Planning

Planning as part of InfoSec management is an extension of the basic planning model discussed earlier in this chapter. Included in the InfoSec planning model are activities necessary to support the design, creation, and implementation of information security strategies, as they exist within the IT planning environment 

Several types of InfoSec plans exist:

· incident response planning, 

· business continuity planning, 

· disaster recovery planning, 

· policy planning, 

· personnel planning, 

· technology rollout planning, 

· risk management planning, and 

· security program planning including education, training and awareness. 

Policy

The set of organizational guidelines that dictates certain behavior within the organization is called policy. 

In InfoSec, there are three general categories of policy: 

· General program policy (Enterprise Security Policy)

· An issue-specific security policy (ISSP) 

· System-specific policies (SSSPs) 

Programs

Specific entities managed in the information security domain.

A security education training and awareness (SETA) program is one such entity. 

Other programs that may emerge include a physical security program, complete with fire, physical access, gates, guards, and so on. 

Protection

The protection function is executed via a set of risk management activities, including risk assessment and control, as well as protection mechanisms, technologies, and tools. 

Each of these mechanisms represents some aspect of the management of specific controls in the overall information security plan.

People

People are the most critical link in the information security program. As discussed in the Viewpoint section, it is imperative that managers continuously recognize the crucial role that people play in the information security program. 

This aspect of InfoSec includes security personnel and the security of personnel, as well as aspects of the SETA program mentioned earlier.

Project Management

The final component is the application of thorough project management discipline to all elements of the information security program.  

This effort involves identifying and controlling the resources applied to the project, as well as measuring progress and adjusting the process as progress is made toward the goal.

Discussion Topics

1. What is the defining difference between computer security and information security? ANSWER: The focus on all levels of management, not only the technical professionals.

2. Why can we argue that information security is really an application of social science? ANSWER: It relies on altering human behavior and making members of the organization aware of the new expected behaviors.
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