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Abstract- Wireless sensor networks are widely used in data
acquisition frameworks. Unlike conventional networked devices,
wireless sensors run on low power energy sources, and have
limited memory buffers, minimal computational complexity, and
low processing speeds. As such, the complexities involved with
conventional network protocols cannot be realized in wireless
sensors. A data dissemination protocol for wireless sensor
network should be well aware of sensor limitations. In addition, it
should also take into consideration, the unique aspects of
applications running over wireless sensor networks. In this
paper, we propose a new network protocol, Simple Wireless
Sensor Protocol (SWSP) for wireless sensors which provides a
reliable data communication between wireless sensors with
minimum resource overhead
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L INTRODUCTION

Wireless sensor networks are a judicious choice for data
acquisition frameworks as wireless sensors can be
conveniently placed in non-accessible places, support mobility
and dynamic topology and can scale better than their wired
counterparts. As such, they are widely used in sensing
applications like temperature, pressure, acoustics, motion
detection as well as for data acquisition in monitoring,
manufacturing, biodevices etc. A wireless sensor network is a
collection of wireless sensors covering a small area, typically
less than 10m. Every sensor performs independent sensing,
processing and transmission of data over wireless link to a
data collection node. The data collection node aggregates data
from multiple sensors and processes it.

In general, wireless sensor networks are deployed for data

\\acqulsltlon purposes. They have a fixed pattern of data flow.

Sensors transmit small amount of data at periodic intervals of
time. The data may be as small as few bytes. Usually the data
contains the value of one or more sensed attributes. The time
interval between successive data transmission by a sensor
depends on the requirement of the application. For example,
for a sensor for surveillance purposes, the data transmission
can be quite frequent while for environment monitoring it
could be significantly infrequent.
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Several low power wireless sensor designs have been
proposed in literature [1][2][3][S]. A wireless sensor can have
size of the order of millimetres. In this, resides a transducer
unit that converts the sensed analog signals to digital, a control
unit that receives digital input from the sensing unit and
perform protocol operations, a radio unit which transmits the
packet over wireless link and a battery which is the power
source of the entire device. The control unit can function at
micro-watts level while the radio transmissions typically
require energy in miliwatts. The focus of our attention is the
control unit which hosts network protocol. Although the
control unit consumes energy of the orders of magnitude less
than radio unit, the complexities involved with the
conventional network protocol stack like TCP/IP largely
determine the behaviour of radio transmissions and also
increase the cost of a sensor node.

Wireless sensor networks are expected to support dynamic
join and leave of the sensors, service discovery and device
auto- conﬁguratlon At present, these features form a part of
higher layer services which function over TCP/IP. This makes
it difficult to eliminate TCP/IP from sensor protocol stack.
Also, there are a number of legacy implementation of such
services but none of them is adopted as a standard.

The characteristics of wireless sensor networks are highly
related to their topological configuration. A wireless sensor
network can be an ad-hoc network or a fixed network. In an
ad-hoc network, sensors can organize themselves in clusters of
subnetworks and perform higher level functions of routing or
mobility management between themselves. In the fixed
network, a higher peer usually called an access point, manages
communication between a group of sensors. Sensors of
different groups communicate via their access points. Thus,
for fixed wireless sensor networks, much of the functionality
of IP layer may be redundant.

In the above discussion, we see that TCP/IP protocol stack
does not fit well into the requirements and limitations imposed
by wireless sensor design, wireless sensor network and
wireless sensor data transmission.
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In this paper, we discuss the design considerations of an
alternative network protocol for wireless sensors which we
name as Simple Wireless Sensor Protocol (SWSP). We then
present the syntax and semantics for the same. The rest of
the paper is organized as follows. In Section II, we discuss
the wireless sensor mnetwork design for SWSP
implementation. In Section III, we present a formal
introduction of SWSP and describe the semantics of the
protocol. In Section IV, we give the performance analysis of
SWSP.

1. WIRELESS SENSOR NETWORK SYSTEM DESIGN

As discussed before, the major challenges in the design
of a wireless sensor network are the power, storage,
processing and computing limitations of the sensor. In this
section, we present the wireless sensor and wireless sensor
network architectures for our system as they bear a direct
relationship with the network protocol design. Our system
design gathers results from prior research works [4][5][6]
done in this area. Whereas [4],[5] gives a hardware
perspective, [6] gives a topological view of system design.

Figure 1 gives a schematic diagram of the functional
components of a typical wireless sensor. We envision a
wireless sensor node with on-chip configuration information
about the applications. The network protocol is realized in
the control unit which is a microcontroller. The network
protocol runs through the information and configures the
sensor dynamically. The data flows unidirectionally from
transducer unit to the control unit. The control unit contains
memory units to save data, an Arithmetic and Logic Unit
(ALU) to do calculations, comparisons and other data
manipulations, a timer unit to schedule data transmissions, a
protocol unit to implement the network protocol functions,
and finally a CPU to control all the above units. For low
power consumption, the CPU should function at low speeds.
The radio unit hosts the MAC protocol functionality. The
MAC protocol handles data transmission over wireless link.
Again, low power demands low duty cycle transmissions.

Control Unit

Figure 1. Functional Components of a typical wireless sensor

reception in sensor networks is nearly the same. Thus, eve
the receptions—are—fairly—expensive. If the sensors areAo
implement routing, they are required to process every packet
they receive even when it is not the destination.”If no
routing is present, they may shut down their radios when
they do not expect any packets destined to them. Since, in a
data acquisition framework, sensors are data relay units and
do not directly communicate with each other, they can be
organized in a fixed network topology. In a fixed network o
topology, routing decisions can be relegated to the access
point, thus giving major power benefits. Hence we advocate ij
fixed wireless network topology for our system.

Again, for wireless sensor networks for data acquisition
purposes, a hierarchy of devices is recommended. As the
sensors are short of computational capabilities and storage,
the data collection points cannot be the sensors themselves.
In our system, the Access Points for wireless
communication are also the data collection nodes. However,
there always exists a trade-off between the limits to  »
processing at the sensor and the amount of data
transmission.

Since we contend that TCP/IP is not a necessity for
sensor communication and the data relayed by wireless
sensors is relevant only to the local network, IP addressing
is not required for the sensors. Instead, we propose a
dynamic addressing scheme wherein every sensor is
assigned a unique identifier when it joins the network. The
identifier is taken back when the sensor leaves the network,
and is reassigned to new sensors. The benefits of IP
addressing are not apparent in sensor networks as we do not
take routing into consideration. On the other hand, using
identifiers facilitates better management of the system.
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ensure proper bandwidth utilization as well as low aggregate
processing cost for the acknowledgements.

Since the applications hosted by a sensor are limited and
fairly descriptive in nature, every sensor can be considered a
unique service point. Thus, sensors are suitable for future
communication models, where devices are recognized by
the services they offer. In a managed network, sensors act as
service providers and not service consumers. They need to
broadcast their services to a central server which, in our
model, happen to be the access point of wireless network. In
our system, we combine this sensor functionality with the

TCP requires retransmission timers for every data packet
sent. If no acknowledgement is received before the timer
times out, the packet is retransmitted. A sensor is incapable
of maintaining timer for every data segments of every
connection. In [8], retransmission is replaced by negative
acknowledgements from the requester. However, sensors
may also send unsolicited data to the data collection point.

N network protocol. In our design, a retransmission counter is maintained for x
‘(\ . every data packet sent. The counter is incremented each T
X L. SWSP : DESIGN AND SEMANTICS time a group acknowledgement is received from the data \c\*‘\

i~ In this section, we discuss the basics of SWSP design collection point. The data is retransmitted if the counter %
&~ and compare them with TCP. We then describe the protocol exceeds retransmission counts. S

) <
- semantics. Having discussed the foundations of the protocol, we

now describe SWSP in detail. SWSP is an event driven” {__‘"'l \f
protocol. Figure 2 gives the state transitions for the sensor. \@\4
There are six states to which the sensor can transition: .3
connecting, connected, requested, ack wait, disconnecting, Q‘
disconnected. The first state and the last two of the states 7 A
relate to the entry and exit of the sensor in the network. A

TCP is a widely used transport layer protocol. Its
strengths are efficient congestion control, flow control and
reliable communication. However, it also has some
drawbacks when implemented in wireless networks.
Significant research work has been done in congestion
avoidance mechanisms of TCP and their impact on wireless

lossy links. If TCP is to be implemented in wireless sensor
networks, the congestion avoidance algorithms can be
disabled as they are low bandwidth networks. However, as
discussed in [7][8], there are some additional issues in
implementing TCP in a chip or in a microcontroller.

One of the issues is the availability of buffers. A node
may have several simultaneously active TCP connections. If

sensor spends most of its time in the second, third and
fourth state. The events governing the state transitions are
simple and do not require timers or extensive input/output
communications. We now describe each of the state and
their related protocol aspects.

A non-powered sensor is always in a 'disconnected’
state. When a sensor powers on, it enters in the ‘connecting'

Y

every connection has a large number of packets to send or state. It reads the on-chip application and configuration ,g\

receive, the buffer space required may exceed available

”

sensor resources. In TCP, reducing the window size will
ensure less buffer space requirement. We follow the same
model with a very small window size.

As opposed to multiple connections in TCP, our system
relies on a single connection between the sensor and data

" collection node. The connection is established when a

> sensor registers itself (explained later) with the data

collection node and is released after the device is powered
off. In order to maintain the liveliness of connection, keep-
alive (KA) messages are exchanged between the sensor and
data collection node. Failure to receive keep-alive message
invokes failure recovery mechanisms in data collection
node. In a similar manner, every data collection node
broadcasts a 'Ready to Receive' (RR) message to the
network. A sensor node which does not receive RR message
cannot communicate with the data collection node and is
unregistered by itself. In such a case, if a mobile sensor
receives RR message from another data collection node, it
registers itself again to that node.

For reliability, /eVe’rmy ‘\%;m\(p;%ket sent requires an
acknowledgement. In a standard TCP implementation,
group acknowledgement is sent for a sequence of segments.
Since in our system, a single data collection node sends
acknowledgement to multiple sensors, we can have a single
acknowledgement packet for data from all sensors. This will

information. The protocol unit prepares a 'register’ message 3 \,

and broadcasts it to the network. The broadcast address of ~
the radio interface hardware is used for this purpose. The
‘register’ message contains services (applications) it supports
and the hardware address of its MAC interface. The former
is a unique identifier of the service as suggested by SWSP.
The latter has to be obtained from the radio unit. Such
information is sufficient enough to identify the device and
its services.

Since many data collection nodes may receive the 'register’
message, they need to be synchronized so that only one
acknowledges the message. The 'register' message is
retransmitted if not acknowledged after receipt of a RR
message. On receipt of acknowledgement, the sensor goes
in 'connected' state. The acknowledgement assigns an
identifier to the sensor which is maintained throughout its
connection with the data collection node. A sensor in
'connected’ state may self transmit the data or require a
request from the data collection node. In the latter case, the
sensor enters into ‘requested’ state, wherein, it gathers the
data and sends it to the data collection node.

After the data is ’%E‘I\l&: the sensor is in 'ack wait' state
wherein it waits for the acknowledgement. In order to
reduce the number of message exchanges, we piggyback the
data acknowledgements on RR message.

[7/
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If the acknowledgement is not received after 3 RR
messages, the data is retransmitted. SWSP can support a
maximum of 2 simultaneous outstanding
acknowledgements. This accounts for limited buffer space
and less state maintenance overhead. Since the sensors are
low duty cycle devices, processing more connection states
simultaneously is a drain on resources.

A sensor may voluntarily disconnect itself from the
network by sending 'disconnect’ message and entering in
'disconnecting' state. Otherwise, it may be disconnected by
the mechanisms described above.

Figure 3 shows the Protocol Header of SWSP. The 4 bit
‘Msg Type’ defines the type of message viz KA, RR, Data,
Data Acknowledgement etc. The 2 bit ‘B. type’ in SWSP
header denotes the direction of broadcast (sensor-to-access
point or access point-to-sensor). The 2 bit ‘S. No.” is the
sequence number of the data packet received. This implies
that the sensor can, at most, maintain the states for 4 parallel
data transmissions. Finally, the SWSP header contains 16
bit sender index. The SWSP header is significantly smaller
than the combined TCP/IP header. The most complex
operation in generating outgoing packets in TCP/IP are the
checksum, and generation of sequence and
acknowledgement numbers[7]. By assigning limited and
reusable numbers, this operation overhead can be reduced.
The reduction in packet size is advantageous as it reduces
the probability of errors due to lossy wireless link.

<+ §—————— 4 —Pd )P>d )P

Total Data Length Msg Type l B type | S No
Sender Index

Figure 3 : SWSP Header

v SWSP ANALY SIS AND PERFORMANCE

SWSP is an asymmetric, light-weight, reliable protocol
for wireless sensor networks. From the perspective of a
wireless network, the evaluation criteria of such a protocol

Data sent
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Figure 2. SWSP State Transition diagram

are the total energy consumption, cost and size of the
sensor, network configuration time and time for failure
recovery. From the perspective of protocol performance, the
relevant criteria are network throughput, latency, control
packet overhead and header overhead.

We incorporated a number of low-power, low
computation considerations in the design of SWSP.
However, for reliability and fast failure recovery, we
introduced the KA and RR messages in SWSP. These
messages require the sensor radios to be in the ‘ON’ state
for most of the period of their operation. The frequency of
KA and RR messages may be adjusted as per the application
requirements, thus giving some = een_power
consumption _and failure recovery. Network configuration
fime is the measure of how fast the network responses to the
changes in its configuration, for example, add or join of
sensors. Since, registering a sensor in the network requires
the data collection nodes to be synchronized, the time
required to synchronize the data collection nodes is the main
bottleneck and is dependent on the scale of the data
collection node network.

Reducing the window size to 2 will increase the queuing
delay of the packets when more than 2 packets are waiting
for transmission. The acknowledgement is piggybacked on
the RR message which is transmitted at fixed time intervals.
By fine tuning the frequency of RR messages, the delay can
be minimized. Again, this may increase the reception cost of
messages and needs a trade-off.

By reducing the size of SWSP header, we tend to reduce
the processing overhead related to the header. By
eliminating some of the non-essential features of TCP, like
congestion control and slow start mechanisms we downsize
the protocol complexity. The overhead related to KA and
RR control packets seems quite significant. For a sensor
with frequent data transmission, these control packets are
used for piggybacking data and acknowledgements
respectively. Sensors with infrequent data transmissions can
shut down their radios in the idle period.
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t(w or the same. This is
because of the small window size and group
acknowledgement mechanism. Due to low-bandwidth
requirements of sensor networks, the low throughput is
acceptable. In the later part of this section, we examine the
relation of throughput with the number of sensors in the
network. This is relevant as we wish to study the effect of
increase in the number of sensors on the throughput and
delay characteristics of the network. We apprehend some
degradation in the system performance as sensors are
increased. We will then analyze if SWSP has any role to
play in it.

To begin with the SWSP performance evaluation, we
implemented the protocol on a PC running Linux operating
system. We studied some of the existing light-weight
implementations of TCP, Tiny-TCP and LwIP[9]. These
implementations gave us useful directions to prepare the
source code for SWSP. Unfortunately, we do not have the
resources to port the protocol implementation on hardware.
Since we presume the present day PC processors to be quite
fast in comparison with the sensor processing, we did not
make efforts to optimize the code for processing gains.
Also, since we wished to simulate a number of sensor
devices, we run them as independent processes on a single
PC. We believe that because of the fast network cards and
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high processing speeds, there will not be any performance
bottleneck by doing so. The data collection node or the
access point of wireless network resides in another PC. The
two PCs communicate through a wireless channel. The
network interfaces are 802.11b compatible wavelan cards.

We performed a series of performance tests. In each test,
we are interested in the throughput and round trip delays of
the network. We defined throughput as the total number of
bytes received by the access point per unit time. The round
trip delay was calculated as the time elapsed at the sender
between a packet sent and its acknowledgement received. In
each run, the length of data was fixed and the number of
sensors was varied from 20 to 80 with an increment of 10
each time. Initially, the wavelan card was set at 1 Mbps
bandwidth. Later we repeated the whole set of experiments
with 2 Mbps bandwidth.

Figure 4 (a) shows the plot of the throughput of the network
vs number of sensors at data length of 60 bytes. The
throughput is observed to increase to a maximum value and
decrease thereafter. The increase in throughput is obvious as
the number of sensors is increased. When the number of
sensors are increased beyond a threshold, the access point is
unable to receive the deluge of packets. Thus many data
packets need to be retransmitted. This is reflected in the
increase in retransmissions from almost zero to a non-trivial
value in Figure 4 (c). "Q
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Figure 4. Performance of SWSP






4

e

Interestingly, the value of the number of sensors where the
throughput reaches a maximum is almost the same i.e. 50 for
the two bandwidths. Also, for our series of experiments for
different data lengths, it remains the same. However, the peak
throughput value is different for each case. We observed
frequent re-setting of the wireless interface card at the receiver
due to buffer overflow problems. Thus we conclude that the
throughput behaviour as observed in the above test cases is a
result of wireless interface characteristics.

Figure 4(b) shows a plot for the number of total as well as
data packets received per second at the access point. The plot
shows that the number of data packets received drop
significantly as the number of sensors are increased. However,
the total number of packets received did not decrease in that
proportion. This implies that the number of control packets
increased sharply. This is expected since the sensors are kept
waiting for a period of 3 RR before they can retransmit the
packet.

Finally, we also plot the round trip delay for the network in
Figure 4 (d) at data length of 60 bytes. The round trip delay is
minimum at 50 sensors when the throughput is maximum. It
then increases gradually with the increase in the number of
sensors. The maximum RTT delay observed was 800 ms (not
shown in figure). For sensors with very high data transmission
rates, this may not be a suitable value. We regard this as a
limitation of our protocol. Given the constraints, we are unable
to sacrifice other benefits of the protocol for improvement in
latency beyond this value.

v SUMMARY

TCP is unsuitable for wireless sensor networks which are
constrained by their size, memory, power and speed. We
proposed an alternative network protocol which inherits the
basic characteristics of TCP but is significantly less complex
and less resource demanding than TCP. We justified various
aspects of the design of this protocol. Our performance
analysis show that the protocol does not significantly
influence the throughput behaviour. The average round trip
delay time for a packet can be very high. However, given the
resource limitations, we cannot reduce it appreciably.
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