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Abatract

In thic paper, we consider the routing problem for traffic restoration after a fallure in a virtual cireoit packet
ewitched wide ares network. We zseume cource node routing of virtual circuite, A major factor on network
performance after a faijlure 3 the transient congection period that resulte from restored virtual circuite attempting
to eend out the backlog of packets accumulated for retranemicsion cince the failure. Standard routing alporithme
based on mininuzmg the steady etate network delay may not be appropriate for rerouting the calle after a failure,
in view of the trancient congestion resulting from the packet backlog. Here we gtudy alternative routing echemes
to control the congestion after a faihire. Ome approach ie to uee Minimum Hop routing to restore connectione in
crder to encure that the number of nodee directly effected by the rerouting ie himited to 2 minimum. Thie method
attempie to icclate and recirict the physical area of the conpestion occurring due to the rerouting from a failure.
An aliernate approach ie to dictribute the potential congestion caneed by the rerouting among the various links
in the network, to take advaniage of residual network capacty. Thie method allowe the backlog of traffic to be
potentially epread out over the varouws links m the neiwork in order to not deprade the performance eeriouely
at any particular link. Thie Load Dietribution routing can be either acrcee all the poesible routes between the
source-dectination nodes or acroge all the linke leading cut of the eource nodee. A precice formulation of the fault
recovery routing problem ie given and the implementation of the various algorithme je diecuseed. The reculic of 2
simulation etudy of 2 10 node network comparing the performance of the different routing algorithme ic precented.
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I Introduction

Due to the rapidly prowing demand for information transfer, euch as voice, data, and video acroes commu-
nication networks, the need for reliable communication eervice has become increasingly important. This has
lead to a growing mterest m the design of eurvivable netwerks 2e well as studies of fault recovery techniques to
be employed in the event of 2 network outage (such 25 2 cable eut, node failure or line card failure). Several
survivahility techniques [, 21] have been diccusced in the Iierature to minimie the effect of failures, commen
cnes being multiple homing nodes and users, trunk diversity, digital crcee connect systems, and eelf healing rmg
architectures.

The topic of fault recovery in the event of 2 network cutage in ATM netwerke hae received epecial attention
recently [1, 3, 11, 13, 12, 21] . Thie work focuses primarily on facibty (tranemiesion) level restoration or virtual
path layer restoration, and primarily for a link failure (such a& a fiker cable cut). At the facility layer most of
the work hac been on the provisioning of epare network capacity in the form of SONET ringe and digital croee-
comnect eysteme to provide recovery from single link fadlures in backbone networks. Note that thie epare capacity
15 unueed during normal network operation. In the area of virtual path reetoration eeveral different alporithme
for fault recovery have been proposed. Theee algorithme differ by how the locue of rerouting and the rerouting
procedure are epecified. The locue of rerouting determines which network node in the virtual paih 1= reeponsikle
for rerouting. For example in [7] the node adjacent to a failed link % responsible for rerouting, where as in [11]
the scurce node of the virtual path deades the new route. Several different route selection procedures have been
propoeed ranging from precelected backup routes to dynamic routing celection bazed on the path load.

Here we forue on fault recovery routing at the individual virtual cireuit level in connection criented wide area
packet ewitched networke. In many networks it may not be coet effective to provide for factlity level restoration
{e.p. network k baced on leaced capacity from varioue vendors, all of whom may not have facility restoration),
or faclity level restoration may not be applicable in certain failure ecenarice (e.g. line card failure}. Aleo, virtual
path level rectoration may not be able to connect all ¥Cs (in them) in certain faihire ecenarios emce it & reroutmg
a bundle of commectione simultanecusly, and the epare bandwidth needed can be higher than available. Hence
a multi-layer fault recovery procedure ic needed wherein a procedure of mdividual virtual areuit restoration &
poesible, espedally when the virtual path level or tranemicsion network level can not addrees a particular failure.
Furthermore, fault recovery at the virtual circuit level has the advantages of making maamum use of network
recources gince the demand i being restored in emall unite of bandwidth and it ie eacy to provide priority for
individual comnections.

A weaknese of virtually all of the hiterature on both eurvivable network design and traffic recovery procedures
ie that they are conducted ueing eteady etate analyeic even though a traneient or nonstationary congestion period
will occur in the network afier a failure. Our etudies [19] indicate that for packet ewitched networks the dominant



factor on network performance after a failure ie in fact this transient or nonstationary congestion period triggered
by the backlog of packeie needing retranemicsion after a failure. The onport ance of the transient congestion has
been independently verified by Kobza [§]. In [§] he develope a lower bound on the length of the trancient following
traffic reetoration after a failure in a queueing model of a window flow contral virtual cireust in a packet ewaiched
network. Kobza’s reculie taken along with [19] indicate ceveral realistic eituaions where eteady etate aseumptione
are inapproprizie. Note that a etudy ehowing the need for transient analysie in a cirenit switching network fault
recovery context ie given in [1(]. Hence, traffic restoration techniquee desipned and evaluated via eteady etate
analye® may not make optimum uese of network resources after a faillure,

Coneider an arbitrary connnection oriented packet ewitched wide area network such 2 an ATM network or
an IBM NBBS network [B]. We assume that the network uses virtual eircuit (V) service to transport packets
and source node routing of the virtual circuite. In source node routing, each network node maintame a databaze
of the network topology and determines the route through the network for all virtual circuite origmaiing at the
node. The PNNI routing proposed by the ATM Forum for ewitched VO routing adopte thie approach [22]. The
impact of a failure on the network performance will depend on a complex interaction of eeveral factors, scme of
which are the kocation and type of fault, network topdogy, network load, error control procedures, congestion
control mechanieme and the routing alporthm. Certain acpecte of the generic effecte of fallures on the behavice
of the network can be determined by analysing the general etepe of the network m reacting to failures.

Coneider the epecific ecenario of a link failure. In the event of euch a failure we assume that all the virtual
circutte ueing the failed device are dicrupted and need to be reconnected if possible. ¥We agcume that the cource
nodes for the virtual circuite that were traversing the failed device are responeible for the restoration of the
affected virtual drenite. The reconnection of the virtual circuite takes place only afier a time delay which consiets
of the time tzke to detect the failure and eet alarme, the time to diceemmmate knowledge of the failure to the
fault recovery mechaniem, the time to reroute and eetup the circwit. In order to provide cervice contmuity it
15 recommended that thie reconnection time oceur within two eeconde for a voice connection and ten seconde
for data connections [6]. During the time delay taken to restore the connection, packets/celle will be lost from
the dicrupted virtual circuite and depending on the application they may require retranemission from the ecurce.
These retranemitted packets/celle can create a backlog of at the traffic source that can result in congestion in
the network. As noted in [19], congestion control echemes are not entirely effective in preventing congestion afier
a major failure cince the overload at neiwork nodee i& mainly due to the rerouted virtual cirenite needing to
simultanecucly work off their backloge.

In the framework propeeed in [19] for etudying link failures, the eource nodee of dierupted virtual circuite are
called ‘primary nodee’ and links which emanate from a primary node are referred to az primary links. Afier a

failure, congestion can oecur at & primary node due to virtual circuite being rerouted acroee a particular ink at



that node. Ae each virtual drcuit ¥ rerouted, it starte tranemitting ite entire backlog along 1e accese link into
the primary node. The link buffer at the primary node, being of a finite cize, can quickly become conpested.
Any cell arriving at the network bink quene and finding the buffer full ie dropped. These celk may need to be
retranemit ted from the ecurce depending on the actual application. Note that a dropped cell may trigger a packet
retranem¥eicn at a higher kvel consequently the number of retranemitted celle may be lazger then the number
dropped. Theee retransmiccione add a positive feedback to the eource, further woreening the congestion. Thue,
the cell Joes rate at the network node can become high, exceeding the grade of service (GOS) level, possibly until
the backloge of each of the restored virtual circuite ie completely transmitted. A device failure will typically result
in eeveral primary nodes with each having many virtual circuite to rectore and a critical jseue in the restoration
ie the path chogen for rerouting. We claceify other nodee affected by the trancient conpgeetion into secondary and
tertiary nodee, where secondary nodes are nodes which act z& relay nodes for rerouted virtual dreuite and tertiary
nodes are nodee which handle traffic that eharee a common link with the rerouted traffic. Linke emanating from
thege nodes are referred to as secondary and tertiary links respectively (gee [19] for further details). The number
of eecondary and tertiary nodee that occur after a failure will depend largely cn the restoration routing algorithm
and network topclogy. Ae diecueced in [19], the congestion after a failure will start at the primary nodes and
spread to the secondary and tertiary nodee.

The et andard routing algorithme are normally baced on minimizing the steady state network delay and euch
alporithmie may be inappropriate for rerouting the calle after a failure, cince ai the time, the conpeetion is 2
paramount iesue. Our preliminary etudy [2] of eeveral algorithme has indicated that depending on the routmg
algorithm, the transient behavior can be noticeably different. In the paper, we present an optinmization formula-
ticn of the rerouting problem by coneidering residual capacity in the network as well 22 the decicion on whether
or not to recormect & dierupted VO, Our formulation allows we to consider several routing echemes in 2 unified
framework. Note that after a failure many virtual circuite will eimultanecuely need restoration, thus we formulate
the restoration problem as a bandwidth packing problem. Thie formulation ie based on preciee information on the
network link etatue and the dedsion ie done in a centralised manner. In an actual implementation in 2 network,
sourcenode based routing makee decision in & dietributed manner bazed on delayed information about network
Ik et atue (due to periodic update} — we describe how thic can be done. In a network simulation environment,
we consider the echution from the optimization model a& well a= the sclution due to distnibuted implementation
to cbeerve ther differences. Through extensive simmulation under different network doad conditions, we precent
gome interesting reculte on the inter-relation between acceptance (or denial) of recomnection of affected VCe and
transient clearance of packet backlog. The reet of the paper i organized as followe: in eection 2, we present the
cptinizatiocn mode] for the reroutmg problem, while in section 3, we present the network performance study for

solution of the optimEation model a& well as for digtributed implementation.



II The Rerouting Problem

Coneider an arbitrary connection orented packet ewitched network consisting of # nodee reprecented by the
ordered eet . Let L denote the ordered set of network lmke and € the caparity of nk £ € L. Let &£} and
Z{£) denote the start and end nodes of directed bink £. Also we let A denote the eet of source-destination pairs
(A C N x N); note that at maxinmm there are 2 % ( — 1) elements in A. Foreach (i, j) € A. let 7;; dencte the
numhber of poesible loop free paths from { to § that are considered. Note that 7% ; mayhe less then the number of
poesible paths that can be found in the topdogy. A common approach to imiting the pathe considered & to usze
all poesibke pathe subject to a masxamum hop count [11]. Note that all the terme defined above can be determined
from the topology of the neiwork under etudy.

Ae virtual circuite arrive to the networke they are aszigned a unique virtual circuit identifier v. Let 4, dencte
the equivalent bandwidth (i.e., capacity) of virtual circuit v with source node snfv) and destination node dafv).
Let & dencte the set of virtual circuite dierupted by the failure of a specific device (e.g., ink) or group of devices.
Let the residual capacity of each link £ £ L after a failure be dencted by #y. In general a certain portion of
the bandwidih +y of each bnk £ maybe reserved for control traffic and to ahecrb fuctuations in traffic. Thue the
usable free capacity for rerouting of connections cn link £ 3= given by 8y — «¢. The number of possible paths
for restoring disrupted virtual dreuit £ is denoted by Py where Py € Poni) auik)- We define the path indicator
deciion variable to be 3;3;; thic ic get to 1 i the jth path ic choosen for restoring virtual crcuit £ (; = 0
otherwize). The ccet of rerouting a dierupted virtual dreuit £ on it’s jth path ic defined by the path cost ;.
Similarly we define link indicator functions Efj = 1 if the jth path for virtual arcwt £ uses link £ {Efj =1
ctherwise) and the cost of using link £ is given by .

Since there may not be enough residual capacity in the network to restore all the virtual circuite that are
affected by the failure we define a eet of variables corresponding to rejecting each dierupted virtual cirenit k. The
deckion variable for rejection ie given by rj and % et to one if the connection ie not restored, otherwice it =
gero, The coet of failing to restore (i.e., rejecting) the connection is given by Q. Given the definitions/notation
above, the rerouting of virtual circuite &£ € X can be determined in a optimal faghion by eclving the followmg

cptimization problem for yi;, 23
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vi;j=0orl, zp=00arl. {4}

In (1}, the first texrm i the objective function % the cost of choosing the jth path for virtual areuit £, The right
moet term in (1) ic the coet of rejecting virtual circuit £ The eet of constrainte (2) epecifies that either a path
or comnection rejection muet be choosen for each virtual cirenit. The cet of constrainte (3) requires that the load
offered to each link be feazible in terme of any residual capacty and eubject to any additional impesition ¢ to
maintain link st ability. The last eet of constrainte (4) ensuree that only one route & choceen for a virtual circuit.
Note that the optimization problem defined by (1) - (4) is & special case integer programming problem termed a
General Assipnment Enapeack problem and eeveral algorithme exit for eclving the clase of problems [17].

The formulation above allowe ue to consider various restoration ecenarioe by epecfying an appropriate path,
Ik and rejection coet. Normally the path coet & the sum of link coete on the paih and thie can be used to define

geveral interecting routing options by epecifying the link cost. Thue, we can write

L
Wis = 3 65 ur (3)
=1

where Efj valuee are determined by the ecurce and destinaiion node of the virtual cirewit £ and the linke ueed,
and ic known ahead of time for a given number of pathe for all cource dectination paire in the network.

We concider the behavior of four different routing algerithme and their effecte on call blocking, route gelection
and network congestion. Standard routing algorithme are normally based on mininuzimg the steady etate network
delay. Mimimum Delay (MD) routing schemee have been proposed for virtual cireuit based networks weing a
delay coet on each network link proportional io the derivative of the link queueing delay baced on an M /M1
type model 2z diecuesed in [4]. However, rerouting connectione based on minimiing the steady etate network
delay may not be appropriate for restoring calle after a failure, in view of the transient congestion. We propcee
alternatve routing echemes to control the congestion after a failure. Ome approach ie to use Minimum Hop (M H)
routing to restore connectione in order to ensure that the number of nodes directly effected by the rerouting &
lmited to 2 minimum. This method attempts to isclate and restrict the phyeical area of the conpestion cecurring
due to the rerouting from a failure. An alternate approach ie to distribute the potential conpestion caused by the
rercuting among the various links in the network, to take advant age of residual network capacity. Thie method
allowe the backlog of traffic to be potentially epread out over the varjoue lnks in the network in crder to not
degrade the performance seriouely at any particular Imk. One approach to Joad dietribution i to epread the load
acroee all the possible routes between ecurce-destimation node paire by selecling the route with the maxinum
residual capacity. We call this approach Load Detribution Among Pathe (LDAP). An alternate approach to load
distribution is to concentrate on the primary nodes (ie., eource nodes) and attempt to balance the load on all the
linke leading out of a primary node. Thic technique ic termed Load Dictribution among Primary Links (LDFL).
Link coste vy for theee four different routing algorithme are given below.



1. Minimum Delay (MD) - assuming steady state M/M/1 queneing model for each link

Cy
=ty
Uy (BeF L (6)
2. Minimum Hop (MH)
w=1 ¥ (7)
3. Load Dietribution Among Pathe (LDAF)
w=—R; ¥l (E)

4. Load Distribution among Primary (source) Links (LDPL) - weight ic given to both the etatus of the primary
Imk 2z well a5 the number of hope to reach the destination

w = g—": where £ : sn(k) = (£} w=1, WE:snlk) £E£) (%

The coet for rejecting the kth wvirtual circuit can be specified in eeveral ways. Obviously if the rejection eoet
€33 ie large for all virtual circuite then Vs will be rejected only when there i no way to reronte all Vs under
the constrainte (in particular {3)). On other hand, if the rejection cost & too emall, then all VCe will be rejected.
Here we precent resultc for the case where all Vs have the same large rejection coet (e.g., Oy = 1000V £). An
analyek of the affect of varying the rejection coet on comnection blocking and the routee celected ie given in the
extended versicn of thie paper [20]

The fault recovery restoration routing optimization problem ie defined by (13-(4) together with a epecific lmk
coet formula (i.e., one of (57 - (§7) and a rejection cost. For the eolution to the optimization problem we adopt the
branch and bound approach diecuseed in [17], which was implemented in MATLAB. The approxdmate branch and
bound algorithm given in [17] for the General Assignment Knapeack problem has an overall time complexaty of
O{PElogK + P%). Here K dencies the number of ¥Ce affected by the failure and P denctes the average number
of paths for rerouting the affected Vs (1.6, P = %Zfﬂ Py). Several numerical comput ational experiments are
given in [2(] confirming the complexaty cost.

The eclution to the optimEation problem above requires global knowledge of the network after the failure,
and hence can only be implemented in a centralized fachion. For example, a central network control center could

obiain knowledge of the fallure and the current link ccet m the network and eclve the above optimization problem



and dietribute the eet of optimum recovery routes to the nodes. This & difficult to mplement in practice since a
quick colution ic required for rerouting.

We propeee a suboptimal distributed rerouting approach that & coneistent with ATM PNNI routing [23]. Each
node maintaine topology databaze of the network contaiming the ccet of uveimg each link in the network. Aleo,
to epeed up the rerouting computation each node maintaine a precomputed eet of routes between each cource
destination pair that 3= determined from the topology of the network and ic reetricted by a hop count lmmit. The
database of link ccet & updated periodically with each node notifying the other network nodes of ite current ooet
at the update times usmg a flooding approach. Aleo, asynchronoue updating of the link coet occure whenever a
Iink utilization changes by an amount exceeding a predefined threchold. Routing ie accompliched at connection
setup time by the source node of the connection ueing it's local coet database and the cet of predefined pathe to
select the munimum coet path from the eource to destination nodes. A connection eetup requeet ie then forwarded
along the minimum ccet path to ensure that the necceseary reccurces edet along the path and to modify routing
tables. If the necescary recources are available (e.g., epare capacity > equivalent bandwidth of VC request) at
every node cn the path, then the destination node will issne a connection acceptance meesage back to the scurce
recerving the resources and the connection bepine working, When the resources are unavailable along the path
selected, the cource node muet try an aliernate route or block the V.

The fault recovery routing echemee propeeed above will easily fit into thie format with a eimple change (if
neceseary | in the link coet used for caleulation of the route. Note that an interesting issue aries in fanlt recovery
routing that doee not occur in the normal operation of the network namely that a primary node {i.e., source node
of YV needing restoration) will typically have many Ve to rercute all at once. Thus the order in which they are
processed will affect the routes nsed and, thue, connection blocking. Here we consider two eimiple approaches to
crdering the connections for restoration processing: 1) increasing amount of bandwidth and 2} decreasing amount
of bandwidth. In the firct echeme the connecticne are eorted in increasing crder of the VC bandwidth required
{1.e., increasing order of d;). Thie approach ehould result in the loweet call Blocking rate. The second approach
15 to eoxt the WCe in decreasing order of the VO bandwidth required, thue maxdmeing the amount of demand
rectored.

IITI Performance Evaluation

A eimulation based performance et udy wae condurcted to evaluate the restoration routing echemee defined above
in terms of V¢ call blocking, the amount of congestion ereated (both length of time and spatial ditribution)
and the pathe eelected. In order to study the transient congestion, we adopt the nonstationary emnulation
methodology of [14] to cbeerve the behavicr of the average number im the queuveing eystem versue time for all

Inks in the network. The basic approach ie to run the eimulation a number of times and average the quantities of



interest acrces the encemble of independent rune at a particular time instant. Many euch pointe may be obt ained
at different time metante and the behavior of the eystem studied a: & function of time.

The ten node, # = 10, network with |L] = 42 linke chown m Figure 1 was choeen for etudy. The connectivity
of the network topokogy as measured by the average node degree D) in the network (D = |Z|/2) 15 42 and 1&in
the range of many exdeting networks [11]. The topolopy was selected in part due to the large number of alternate
pathe between any pair of nodes in the network. A eimulation model of the network wae developed using SLAM
focusing on a comparative analyeie of the routing echemes during fault recovery under a common eet of eimplified
assumptione. The routing alporithme were implemented in the simulationin a distributed fashion with each node
maintaining a local coet table of the network binks with perodic cost updates. A hop count limit of four (1.e., four
linke) was ueed in the simulation to restrict the number of feazible pathe and epeed up the route selection. In the
simulation model the capacity of each link wae one, all packete/celle are of fixed length one, and the buffer cize at
each link ic 20 (the syetem cge i 21). Thue, the cervice rate of each link ic one packet feell per simulation time
unit. The packet frell arrival processes for each ¥V were modeled 2c independent Poiseon processes with fixed
mean rate. A maximum eteady-state link utilization threshold of 0.9 was ueed for all linke (ie., 7 = 0.1 ¥ I).
The time to detect a failure and begin notification of the eource nodes was aseumed to be one gecond. It &
aceumed thai all dropped packete/celle need retranemission from the cource and the resulting backloge ai the
virtual crenit eources was determined using the normalization approach given in our earher work [14]. Several
different eimulation cazee were performed with different network loading and faslure ecenarice. Here we report
sample resulie with additional results given i [20].

In the experimental resulie ehown here 50 virtual circuite between varioue eource-destination nodee were work-
ing in the network before the ink 3-4 failure which affecte & = 9 Ve from ecurce node § with an agprepate load
of (.34 (see [20] for details). Two cases of background boading are discussed here: LITE - average link utilization
in the network of {334 before failure, and HEAVY - average link utilization in the network of 0.746 before failure,
The traffic rates gy, number of poecible rectoration pathe Py and the paths celected by the four rerouting echemes
for the § affected Vs in the LITE load cace are given in Table 1. In the LITE load caze the routee celected
by eclving the cptimization problem of Section IT are identical to those determined by the diciributed scheme
regardkes of cxdermg of connections in the dietributed echeme. From Table 1 it ie dear that the routee eelected
by the four echemes are az expected from their definition. Spectfically, the MH echeme picke 1 and 2 hop pathe
resulting in the feweet number of linke uced. Where as, the LDAP algerithm uees four hop paths for all ¥Ce and
affecte the preatest number of nodes. The LDPL echeme balancee the load on the outgoing primary node links
better than MH and uces fewer links then the LDAP and MD echemes. The MT} approach prefers shorter paths
whik awiding heavily Joaded Imke.

Ae one would expect in the LITE load case since spare capacity is plentiful all ¥Cs are restored regardleses
of the routing echeme used. Thus by the standard metries for survivability ench ae %eall blocking or %demand



rectored, all the echemee are equivalent. However the transient congestion mduced in the network dlustrates
marked differences between schemes. That the amount of congestion varies with the echeme adopied can clearly
be eeen in Figure 2 which chows for each routing echeme the average number m the eystem versue time after
traffic restczation for eelected network bnks. Consider the plot for link -1 shown in Figure 2. Ome can eee thai
after the restoration of V& the buffer at link &1 quickly caturates under all four echemes, but the amount of
time the link ie cverloaded varies with the routing echeme. Specifically, the MH approach congest link §-1 much
lenger than the other techniques. The resulic ehown in Figure 2 for each echeme are the result of an encemble
average of 400 seimulation runs. During the congestion periods there 1e very little variance m the resulie obt ained
from the simulation and the resuliing confidence mtervak on the eonulation resulte are very narrow and have
been left off the plote for the cake of clarity.

By examming plote [20] sinular to Figure 2 for all the knke in the network effected by traffic restoration, we can
identify the hnks thai become conpgested and the length of time congestion lact for the different routing cirategies.
Here o link wae considered congested if the average nuniber in the queveing system at a link exceeded the netwerk
buffer size (i.e., 20}, and congestion was deemed over when the number in system fell below 5. The right hand
column of the row marked LITE in Table § chowe the number of linke uced in traffic restoration for each echeme
and the number of links that become congested ie given in parenthesee. Aleo hieted in the table & the average
compestion time which £ the mean of the time each link ic conpested for those that become congested. Similarly,
the maxamum congestion time given in the tablk ie the length of time for all linke that become conpested to cear.

The came experiments, plotting and tabulation procedure was repeated for the HEAVY load caze with the
reculte given in Tables 3-6. The routes eelected with the four rerouting alperit hme when connections are processed
for restoration in distributed fashion in crder of increasing amount of bandwidth, in crder of decreasing amount of
bandwidih, and the centralized eclution of the the optinuzation problem of Section II are given in Tables 2, 3, and
4 respectively. Notice that the routes celected and the Ve rejected for the came routing algorithm (e.g., MD) are
different in all three implementations. Tablee 5 and & chow the survivability metrice and congeetion metrice for the
three different implement atione of the four routing echemee, Note that for the HEAVY-OPTIMIZATION resulis
ghown, the routec were computed shead of time with the optinuzation problem and Joaded into the eimulation
when node § detected the failure. Ae one would expect the call blocking of the centralized optimization approach &
lese and the demand restored 35 more than that resulting from the distributed implementations. In comparing the
two approaches to ordering the commections m the digtributed implementations one can clearly cee the trade-off in
call Mocking versus demand rectored. Aleo 2& expected the implementatione (decreasing crder and optimization)
that restore more demand generally result in higher lengthe of congestion time for each echeme.

Considering Tables 5 and § together (and other resulis in [20]), one can eee the the following. For lite to medium

loade when all demand & recoverable, the MH approach resulte in fewest number of nke becoming conpgected.

L)



However, MH results in the largest time period of congestion. In contrast, the load distribution echemee resulted
in & greater number of linke becommng congested but for 2 much shorter time period. Hence, at loads where the
demand reetored ie the same, there ic a clear trade off between constricting the region effected by congestion
versue congesting a lazger regicn for a poesibly emaller amount of time. For the HEAVY load case the resulte are
reversed with the LDAP echeme congesting the network for the maximum amount of time, however it providee 2
lower call Blocking. Selecting which echeme ie preferred will depend on the need to restrict the effecte of faillures
locally to the region of the faillure, the need to recomnect ae many virtual drevite as possible and the need to
minimie congestion in the network., Obviouely, additicnal work needs to be conducted to precieely quantify the
tradecff among the echemes. Aleo, since the Minimum Delay echeme & optimal under steady etate conditions,
cne may want to restructure the pathe of the virtual circuite after the congestion period ie over.

IV  Summary

In thic paper we have presented a optimiation based foemulation of the virtual crenit fanlt recovery routmg
problem in wide area packet networks. Routing algerithme euitable for traffic restoration after a failure are pro-
posed and ther implementation diecucced. Specifically we studied, the Minimum Hop echeme — which encuree
that the number of nodee directly effected by the reroutmg & minimied, the Load Distribution Among Pathe
echeme — which picke the scurce-destination route that has the maximum residual capacity, and the Load Dhetri
bution among Primary Links echeme — which balances the load on the outpoing linke of node that muet reroute
eeveral comnections. The relative performance of the routing algorithme (along with Minimum Delay routing)
was etudied veing a simulation model of 2 10 node eample network. We have chown that the choice of routing
algorithm hae eigmificant effect on network performance during fault recovery. Futhermore, it was illustrated that
in addition to etandard network curvivability metrice, an important criterion & controling the trancient network

ccmpeetion occurring after restoration both epatially and in terme of duration.
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Figure 1: Ten node network topology

Tabk 1: Comparieon of pathe eelected in the LITE load case

di | P | MD MH LDAF LDFL
0.15 | 12 | 9-1-10 §-1-10 | 9-3-5-3-10 | 9-1-10
0.14 | 17 | 9-1-8 9-1-8 | -1-10—+4-8 | §-1-8
012 | 17 | 9-14 9-1-4 | 9-E-9-H—¢ | 51+
011 | 21 | 535 035 | 2-1-8H | 535
0.09 | 17 | 9554 9-1-4 | 7654 |51+
003 | & | 921 -1 o-T-32-1 | 5321
0.06 | 21 | 935 9-3-5 | 135 9-3-5
0.05 | 17 | 9-76-H-8 | 918 | -1—4-H-6 |[D-21-§
0.04 | 17 | 976 D36 | 1276 | -7

Table 2: Comparicon of pathe celected in the HEAVY INCREASING caze

dip | A | MD MH LDAP LDFL
0.4 | 17 | 93276 | 936 9-3-7-346 | 936
0.05 | 17 | 918 0-1-3 9-3-1-4-§ | 9-2-1-§
0.06 | 21 | 5-3-5 9—-3-9 9-2-7-3-5 | 9-3-5
0.08 | 8 | 91 9-1 §-3-7-2-1 | 9-2-1
0.0o | 17 | 5214 | §=2-14 0-3-3-54 | 9-3-54
0.11 | 21 | 5-3-5 9—-3-9 9-3-7-3-5 | 9-2-3-5
0.12 | 17 | Rejected | 97654 | 9-1-10-¢ | 9-1-4
0.14 | 17 | Rejected | Rejected Rejected Rejected
0.15 | 12 | Rejected | Rejected Rejected Rejected
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Table 3: Comparieon of pathe eelected in the HEAVY-DECREASING case

di | A | MD MH LDAP LDPL
0.15 | 12 | 110 9-1-10 | §9-9-4-10 | $-1-10
0.14 | 17 | 9-2-1-8 9-2-1-8 | §-2-1-4-8 | -2-1-§
0.1z | 17 | 35— 9-3-5-4 | §-1-10+ G354
011 21 | %35 9-3-5 9-2-T-3-5 | 9-3-5
0058 | 17 | Reected Rejected | Hejected Rejected
003 | 8 | Beected Rejected | Hejected Rejected
006 | 21 | 29465 | 9365 | 92769 | 2560
005 | 17 | Reected Rejected | §-1-10—4-§ | Rejected
0nd | 17 | 936 976 927946 | 2790

Table 4: Comparieon of pathe eelected in the HEAVY-OPTIMIZATION caze

di F | MD MH LDAP LDFL
0.15 | 12 | Rejected §-2-1-10 | Rejected | Hejected
0.14 | 17 | 9-3-5—4-5 | Hejected 92148 | 93043
0.12 | 17 | 914 g-1-4 9-1-10+4 | 9-1-4
0.11 | 21 | 9-3-9 9765 9-2-7-6-5 | 935
009 17 | 92-1-4 9-3-04 03354 | 92-14
008 | 3 9-1 9-1 9-1 9-1
0.06 | 21 | 9-2-7-6-5 | 9-3-5 9-2-7-3-5 | 365
0.05 | 17 | 92-1-8 93-04-3F | 935043 | 218
004 | 17 | 9276 536 5-2-T-36 | %6

Table 5: Companeon of %call blocking and %demand restored

Network Load - % Call Blocking % Demand Bestored
commection order MD/MH/LDAP/LDPL | MD/MH/LDAP/LDPL
LITE 0.0/0.0/0.0/0.0 100,/ 100,100,/ 100
HEAVY- INCREASING | 33.3/22.2/2232/22.2 51/66 /66,66
HEAVY-DECREASING | 33.3/33.3/222/313.3 T4/74,/80/74
HEAVY-QPTIMIZATION | 1L1/11.1/11.1/11.1 52/89,82/82

Table 6: Conpgestion metrice (Congested: number in system > 20, congestion over: number in system < 5)

Network Load - Avg Time Congested Max Time Congested Linke used (Congested)
connection order MD/MH/LDAF/LDPL | MD/MH/LDAF/LDPL | MD/MH/LDAF/LDPL

LITE 483/1300/518 /507 850,/2250,/600,/1150 13(3)/7(2)/23(5)/10(3)

HEAVY-INCREASING | 630,/2988/1890,/2600 700/ 10000, 3000,/ 4000 8(5)/12(4) /16(5)/10(4)
HEAVY-DECREASING | 2520/3533,/80000+/3100 | 4700,/4000/30000+,4000 12(5)/12(3)/16(5)/13(5)
HEAVY-OPTIMIZATION | 7880/3960,/475004-/18900 | 12700,/8400/800004-/39000 | 12{5)/13(5)/16(2)/11(5)
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