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Abstract— Mix-zones are recognized as an alternative and the location privacy of mobile clients [13], [2].
complementary approach to spatial cloaking based approacho Location privacy is a particular type of information privacy.
location privacy protection. Mix-zones break the continuty of According to [5], location privacy is defined as the ability t

location exposure by ensuring that users’ movements canndie t oth thorized ties f | . )
traced while they reside in a mix-zone. In this paper we proule prevent other unauthorized parties from learning one’secur

an overview of various known attacks that make mix-zones on OF past location. In LBSs, there are conceivably two types of
road networks vulnerable and illustrate a set of counter meaures location privacy— personal subscriber level privacy and corpo-

to make road network mix-zones attack resilient. Concretel, we rate enterprise-level privacy. Personal subscribertjgsieacy
categorize the vulnerabilities of road network mix-zones rito must supply rights and options to individuals to control whe

two classes: one due to the road network characteristics and h dh their | tion i db licati With
user mobility, and the other due to the temporal, spatial and why, anad how their location IS used by an application. Wi

semantic correlations of location queries. For instance he timing persona! subscriber-level privacy, e_ach individual hiasrties
information of users’ entry and exit into a mix-zone provides to “opt in” and “opt out” of services that take advantage

information to launch a timing attack. The non-uniformity i n the  of their mobile location. Corporate enterprise-level pdy is
transitions taken at the road intersection may lead to tran&ion fundamentally different in that corporate IT managersaay

attack. An example query correlation attack is the basic cotinual trol wh h d h bile | i biliti
query (CQ) attacks, which attempt to break the anonymity of control-when, why, an ow mobile localion capabiliies

road network aware mix-zones by performing query correlaton ~Provide application benefits to the organization as a whole.
based inference. The CQ-timing attacks carry out inference  Location privacy threats refer to the risks that an adversary

attacks based on both query correlation and timing correlaton,  can obtain unauthorized access to raw location data, derive
and the CQ-transition attacks execute inference attacks tsed on or computed location information by locating a transmitin

both query correlation and transition correlation. We study the - L - 7. -
factors that impact on the effectiveness of each of these attks device, hijacking the location transmission channel, aedii-

and evaluate the efficiency of the counter measures, such asfying the subject (person) using a mobile device. In the &thit
non-rectangle mix-zones and delay tolerant mix-zones, tlugh States, privacy risks related to location information hbeen

extensive experiments on traces produced by GTMobiSim at identified in the Location Privacy Protection Act of 2001.[3]
different scales of geographic maps. On one hand, public disclosure of location information desb
many useful services such as improved emergency assistance
Mobile users can obtain a wide variety of location-basedrinf
Advances in sensing and positioning technology, fueled Ioyation services, and businesses can extend their competiti
wide deployment of wireless local area networks (WLAN)edges to mobile commerce and ubiquitous service provisions
have made many devices location-aware. Location-based $@n the other hand, without safeguards, extensive deploymen
vices (applications that require geographic location rimf@ of location based services may risk location privacy of nebi
tion as input) are becoming increasingly common. The celleasers and to expose LBSs to significant vulnerabilities for
tion and transfer of location information about a particulaabuse. For example, location information can be used to
subject can have important privacy implications. Concregpam users with unwanted advertisements or draw unwanted
examples of location-based services (LBSs) include s@aychinferences from victims’ visits to clinics, doctors’ offee
nearest points of interestWhere is the nearest gas stationentertainment districts, church activities or politicalests.
to my current location?), spatial alerts Remind me when In extreme cases, unauthorized disclosure of private ilmtat
| drive close to the grocery stdie, location-based social information can lead to physical harm, for example in stajki
networking (s my colleague Tom currently at his offi€e? or domestic abuse scenarios.
Such services require the Location-based Service ProvideA fair amount of research efforts have been dedicated to
to track the location information of their mobile users improtecting location privacy of mobile travelers. While 8ph
order to deliver location based services. Continuous iocat location cloaking typically adds uncertainty to the looati
based services represent queries thatcarginuously evalu- information exposed to the location query services by iasre
ated along the trajectory of a mobile user either periodicalling the spatial resolution of a mobile user’s locations whil
or aperiodically. Examples of continuous queries (CQs) aneeeting locationk-anonymity and/or locatiom-diversity [4],
“informing me the nearest gas stations coming up along thEQ], [11], [12], [18], mix-zone based techniques anonyeniz
highway 1-85 south every 3 minutes in the next 30 minutesiser identity by restricting when and where the exposure of
or “show me the restaurants on highway 185 north within Bsers’ positions are allowed [5Mix-zones are regions in
miles every two minutes during the next hour”. Although LBSspace where no applications can trace user movements. The
offer users many interesting and life enhancing experigncanonymity in mix-zones is guaranteed by enforcing that a
they also open doors for new security risks that can endanget of users enter, change pseudonyms and exit a mix-zone

|. INTRODUCTION



in a way such that the mapping between their old and nevansition attacks in which inference attack is performasdul
pseudonyms is not revealed [5]. The idea of building mien both query correlation and transition correlation. Wevgh
zones at road intersections was first proposed in [8] and\i©]. how the anonymity of mix-zone based techniques breaks under
optimal placement of mix-zones on a road map was formulatdtese attack models and review the existing counter measure
in [9]. These earlier techniques for road network mix-zondgs deal with them. We study the effectiveness of the mix-
follow a straight forward refinement of basic mix-zones [$] bzones attacks through extensive experiments conductad usi
using rectangular or circular shaped zones. Both the definit traces produced by GTMobiSim [17] on different scales of
and the construction methodologies of these mix-zonegddailgeographic maps.

take into account the effect of timing and transition atsack The rest of the paper is organized as follows: We first
The MobiMix road network mix-zones [14] are the firsintroduce the concept and definition of mix-zones in Sedfion
to define and promote attack resilient road network miand provide an overview of various attacks to mix-zones in
zones. The mix-zone construction process of MobiMix trieSection Ill. Then we introduce attack resilient mix-zonsida

to minimize the effect of attacks based on the charactesistand construction techniques and analyze the privacy streng
of the underlying road network and at the same time providé these attack resilient mix-zones against the set of lattac
an expected level of anonymity guarantee by taking intnodels described in Section Ill, including non-rectangula
consideration of the statistics of user arrival rates arteot road-network mix-zones and delay-tolerant mix-zones. We
factors of the road network and mobility patterns. Finalfye highlight the effectiveness of our attack resilient mixaee
delay-tolerant mix-zones proposed in [15] is the first d@ffothrough experimental evaluation in Section V and conclude i
that identifies the vulnerabilities of existing road netiworSection VI.
mix-zones in the presence of continuous query correlation

attacks (CQ attacks for short) and introduces techniques to Il Mix-zONES
effectively anonymize continuous location-based queniiis In this section we introduce the concept and notations for
delay-tolerant road network mix-zones. basic mix-zones and road network mix-zones.

Several factors impact on the effectiveness of mix—zor}g
approaches, such as user population, mix-zone geometry, 16 ) o .
cation sensing rate and spatial resolution, spatial angoeah A Mix-zone of k participants refers to &-anonymizaton
constraints on user movement patterns as well as semaf@ion in which users can change their pseudonyms such that
continuity of the information requested by the LBSs. Mixthe€ mapping between their old and new pseudonyms is not
zones constructed on the road networks are vulnerable gy€@led. In a mix-zone, a set bfusers enter in some order
timing and transition attacks due to the inherent nature 8Pd change pseudonyms but none leave before all users enter
the road network and the mobility patterns of the userd!® Mix-zone. Inside the mix-zone, the users do not repeit th
Concretely, the timing information of users’ entry and exjcations and they exit the mix-zone in an order differeatrr
into the mix-zone provides information to launch a timinﬁhe!r order of arrival, thus, providing unlinkability beeen
attack and the non-uniformity in the transitions taken at tHneir entering and exiting events. The properties of a mix-
road intersection provides valuable information for a $iion
attack. Both of these attacks aid the attacker in guessiag th
mapping between the old and new pseudonyms.

Mix-zones are also prone to CQ-attacks when the mobile
clients obtain continuous query services. The CQ-attafekse
to the risk that an adversary can perform inference attacks
by correlating the semantic continuity in the time series of
query evaluations of the same CQ and the inherent trajectory P
of locations. We note that neither spatial cloaking nor mix-
zone techniques are inherently resilient to CQ attackshib t
paper, we introduce the various attacks that road netwo@@ne can be formally stated as follows:
are vulnerable to and illustrate the possible counter measu Definition 1: A mix-zoneZ is said to provide:-anonymity
to deal with them. We first describe and analyze the timiri§ @ set of users! iff
and transition attacks on road network mix-zones and thenl) The set4 hask or more members, i.elA| > k.
study the continuous query correlation attacks (CQ-atlack 2) All users in A must enter the mix-zon& before any
that perform query correlation based inference to break the useri € A exits. Thus, there exists a point in time where
anonymity of road network-aware mix-zones. We describe all & users ofA are inside the zone.
three types of the continuous query correlation attacks (CQ3) Each user € A, entering the mix-zong’ through an
attacks for short): (i) the basic CQ attacks in which only entry pointe; € E and leaving at an exit point; € O,
query correlation based inference is performed, (i) the- CQ spends a completely random duration of time inside.
timing attacks in which inference attack is performed based4) The probability of transition between any point of entry
on both query correlation and timing correlation, and @ip- to any point of exit follows a uniform distribution. i.e.,

Mix-zone concepts

Fig. 1. Mix-zone Model
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Fig. 2: Road Network Mix-zone Approaches

a user entering through an entry poiat: F, is equally pseudonyms, say andj, the attacker tries to map their new
likely to exit in any of the exit pointsy € O. pseudonymsy and 3 to some of the old pseudonymg, c,
Figure 1 shows a mix-zone with three users entering witindd of the same users. The new pseudonyis more likely
pseudonyms, b andc and exiting with new pseudonyms,q to be mapped to two of the old pseudonymr b, than the
andr. Here, given any user exiting with a new pseudonym, tr@her pseudonyms because useendb entered the mix-zone
adversary has equal probability of associating it with eaich well ahead of users and d and it is thus less probable for
the old pseudonyms, b andc and thus the mix-zone providesc andd to leave the mix-zone before usersandb given the
an anonymity ofk = 3. Therefore, the uncertainty of anspeed and trajectory of travel. Here, the limited randorsioes
adversary to associate a new pseudonym of an outgoing utsertime spent inside a road network mix-zone introducegmor
' to its old pseudonym is captured by Entrogy(:’) which challenges to construct efficient mix-zones. Similarlyfigure
is the amount of information required to break the anonymit2(a), in order for the attacker to mapand g to ¢ andd, the
, old pseudonyms, usersandd should have taken a left turn
H(i") = - Zpi’—m‘ x loga (pir—;) from segmentl to segmentt and users: andb should have
jeAa taken al/ —turn on segmen®. Based on common knowledge
where p;_,; denotes the probability of mapping the newef inference, the attacker knows that the transition prdibab
pseudonymj’ to an old pseudonym;. Here note that when of a U — turn is small and the mapping ef and to c and
users change pseudonyms inside mix-zones along theic4rajé is very less probable. Thus, an efficient road network mix-
tories, an adversary observing them loses the ability tcktrazone should be resilient to such transition attacks. Next, w
their movements. introduce the attack models related to the limitations @& th

) road network mix-zones.
B. Road Network Mix-zones

Unlike the theoretical mix-zones, mix-zones constructed a . THREAT MODELS AND ATTACKS

road intersections (Figure 2(a)) may violate some conustio  This section is dedicated to illustrate the vulnerab#itie
For instance, in a road network mix-zone, users do not staf basic mix-zones, such as road network based timing and
random time inside while entering and exiting the mix-zongansition attacks and continuous query correlation k#tac
[8], [14]. Such violations provide additional informatitmthe (CQ-attack$ and present a formal analysis of the mix-zone
adversary in inferring the mapping between the old and nemonymization problem.
pseudonyms. Mix-zones constructed at road intersectians h o
a limited number of ingress and egress points corresponding®: Attacks based on Road Network Characteristics
the incoming and outgoing road segments of the intersectionWe describe three attack models based on the characteristic
Furthermore, users in a road network mix-zone are als road networks: (1) Timing Attack, (2) Transition Attack
constrained by the limited trajectory paths and speed wétraand (3) Combined timing and transition attack. The effect
that are limited by the underlying road segments and theltrawf attacks based on real world constraints had been studied
speed designated by their road class category [1]. Thuss ussver since Beresford et.al. [5] proposed the mix-zone model
are not able to stay random time inside a road network mikreudiger et. al. [8] studied the effectiveness of the nures
zone and no longer follow uniform transition probabilityeh on road networks and identified that the timing information
entering and exiting the mix-zone. and transition probability at the road intersection previd
For example, in Figure 2(a), usessand b enter the road valuable information to the attacker for mapping the new
intersection from segmer2t and turn on to segment Users pseudonym to the old pseudonym. Similarly, Buttyan et. al.
¢ andd enter from segment and leave on segmefit When [6] showed that the privacy obtained in the road network mix-
usera andb exit the mix-zone on segmedtwith their new zones is impacted by attacks related to the timing of theyentr
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Fig. 3: Mix-zone anonymization and its risks under CQ-&tac

and exit events in a road network. The MobiMix road networis often more powerful than the timing and transition atsack
mix-zone framework [14] developed a formal model of thesa isolation as it utilizes the information leaked by botimitng
attacks in road network mix-zones which are described heloand transition attacks.

1) Timing Attack: In timing attack, the attacker observes _ _
the time of entry,t;,(i) and time of exitt,,.(i) for each B. Continuous Query Correlation Attacks

user entering and exiting the mix-zone. When the attackerRoad network mix-zones are also prone to CQ attacks when
R . .
sees an usef exiting, he tries to map' to one of the USers ., ije sers obtain continuous query services. When a user

of the anonymity set/;. The attacker assigns a probabilityjs oyecyting a continuous query, even though her pseudonym
pi—; that corresponds to the probability of mappiiigo j, g changed whenever she enters a road network mix-zone,

yv?erej € ﬁ Thg mapp;llngl_ir(l)_zablgtlesfarﬁ comput?drtlhrouggn adversary may simply utilize the consecutive snapsHots o
Inference based on the fikelihoods of the rest of the usg query to reveal the correlation between the old and new

. . - -/ -/
to exit at the exit time ofi’, denoted byt,,(i'). Once the s 4onyms. To the best of our knowledge, all road network
mapping probabilities are computed, the attacker Canzet"'mix-zones are prone to CQ-attacks

the skewness in the distribution of the mapping probaeiti 1) Basic CQ-attack:We first illustrate the basic CQ-attack

to eliminate some low probable mappings from consideratiork . .
. . ich uses only query correlation between the consecutive
and narrow down his inference to only the high probab?’é’

mappings. Consider an example anonymity get {a, b, c} shapshots of the continuous query to infer the mapping be-

ppINgs. %.on X ymity , €5 yween the old and new pseudonyms. Consider the example in
l?t usera exit with a new pfsfaudonymf &t out (,a ) and let the Figure 3(a) where three users enter with pseudonynhsand
likelihoods ofa, b andc exiting at timet,,:(a’) be 0.1, 0.09 " i o pseudonyms ¢ andr. The attacker finds
and 0.05 respectively. In this case, we show that it is easy

0 ; . i
compute the mapping probabilities based on these Iikedjboothat before entering the mix-zone, userandb run continuous
0.1

- ] — 0416 o 0.09 T queries on obtaining nearest drug store and shortest path
Pa’~a = 5170.00+0.05 0.05 » Pa’=b = §130.0940.05 —  driving directions to the airport respectively. Upon thesits,
0.375 and Pa’—c = m = 0.208. ThUS, with the

A ¢ . . .~ the attacker again finds more instances of their correspgndi
timing information, the at.tacker is ablle to find thét— a is continuous queries with different pseudonymsndr. Here,
the most probable mapping ant— ¢ is least probable. although users: and ¢ change their pseudonyms to and

2) Transition Attack:In transition attaCk, the attacker eSti-T’ the continuous exposure of their CQ information breaks
mates the transition probability for each possible turnhie t their anonymity. Similar attack can happen in a road network
intersection based on previous observations. On seeingian enix-zone as shown in Figure 3(b) where three users with
ing user,i’, the attacker assigns the mapping probabjlity.; pseudonymsg, b and ¢ enter and leave the mix-zone. As
for eachj € A based on the conditional transitional probabiliysers; andb are running continuous queries, the attacker finds
tiesT'((ingress(j), egress(i’)). Transition attack can equally an instance ofi's continuous query before entering the mix-
affect the effectiveness of road network mix-zones as mione and when user exits with a new pseudonym, say
attack if not handled with care. and receives another instance of the same query, the attacke

3) Combined Timing and Transition Attackn the com- infers that the new pseudonym must correspond to the
bined timing and transition attack model, the attacker iaraw old pseudonynu. To the best of our knowledge, no existing
of both the entry and exit timing of the users and as well thead network mix-zone technique is free from CQ-attacks. Fo
transition probabilities at the road intersection for aegivoad instance, we find in Figure 3(c) that even the non-rectamgula
network mix-zone. One can estimate the mapping probadslitimix-zone [14] that is most effective against road network
pi—; for eachj € A based on both the likelihoods of everytiming attack is also prone to the CQ-attack. Next we briefly
userj exiting at timet,,.(i') and the conditional transition discuss the CQ-attacks on Spatial cloaking based solutiods
probabilitiesT (ingress(j), egress(i’)). This combined attack describe how Spatial and temporal cloaking based techsique
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Fig. 4: Continuous Query: Spatial cloaking based techrique

over Mix-zone networks lead to CQ-timing and CQ-transitiotransition attack.

attacks. Consider the example shown in Figure 4(c) where we
2) Spatial Cloaking:In the spatial cloaking technique, thehave a CQ labeled as star. The square nodes represent road
granularity of location exposure is reduced by exposing reetwork mix-zones. We observe the star CQ trace starting
larger spatial region containing the locations lofmobile from the mix-zone at road junctions. Each star represents
users instead of the user's actual location [10], [11], |4]. one snapshot execution of the corresponding CQ. Intuytivel
other words, the exposed location is indistinguishablenfroif we delay the execution of the individual CQ snapshots
the locations ofk or more users. However, for continuou®f CQ users starting at mix-zones such that at least.
queries, the spatial cloaking technique is vulnerable tergu users leave the mix-zone within the temporal delay, it will
correlation based on the information across different shap make it harder for an adversary to associate the CQ-induced
instances of the continuous query. For example in Figurg 4(ttajectory with the corresponding CQ user. For instance, in
we find usersa and b asking continuous queries for nearestigure 4(c), if the continuous query on the shortest path to
drug store and shortest path to airport at some time instancéhe airport (marked by stars) originating from the mix-zone
The conventional spatial cloaking algorithm finds a clogkinne is perturbed spatially or temporally in such a way that
box encompassing the locations ofindb with the locations there arek or more users coming out of the mix-zone at
of three other users, d ande so that the users obtalocation road junctionns within the continuous query’s spatial cloaking
k-anonymitycorresponding to & value of 5. As the spatial region (or temporal cloaking window), then from the attatke
cloaking algorithm lacks knowledge of the continuous quemerspective, the query could have originated from any ofthe
correlation attack, at a later point in time, say timedt, when users who entered the mix-zone within the time window. Both
usersa andb have moved far from each other, it may cloalkcQ-spatial cloaking (CQ-s) and CQ-temporal cloaking (CQ-
usersa andb using different cloaking boxes that only ensurety are similar in principle, however in CQ-spatial cloaking
location & anonymity (Figure 4(b)). Therefore, we find useinstead of delaying the snapshots, the CQ exposes a larger
a’s location is cloaked with the locations &fm, n ando and spatial region such that there akeor more users within the
similarly, the location of useb is cloaked using the locationsspatial region.
of usersr, s, v andw. Using query correlation, the attacker CQ-timing Attack: CQ-cloaking techniques are vulnerable
will be able to compare consecutive cloaking boxes and infey CQ-timing attack when users in the anonymity set violate
that usemw is issuing the continuous query to nearest drug stotiee steady motion assumption, i.e., if all users do not trave
asa is the only common user between the two cloaking boxeie imposed speed of the road segment. In the example shown
Similarly the adversary can infer thatis the user executing in Figure 4(c), we find that users with pseudonyms, c,
the continuous query on the shortest path driving direstion d, ¢, f, ¢ and h enter the mix-zone during the continuous
the airport. Next we discuss a similar cloaking based amroequery’s temporal cloaking windowl;,,..... When the steady
for anonymizing continuous queries in a mix-zone frameworkotion assumption fails, user travels slowly and stays on
and show how it leads to CQ-timing and CQ-transition attacksegmentizng while other users move ahead of the segment,
3) Mix-zone based CQ Anonymizatioim the CQ-cloaking 7s76. If usera is the issuer of the continuous query, then the
approach in a mix-zone framework, the continuous queriggntinuous query would stay on segmemizi; even though
are either temporally or spatially perturbed while the shap it is executed with a temporal delay while other users of the
queries continue to be unperturbed. The locations used &yonymity set move ahead. By observing this, the attacker ca
the CQ is perturbed such that a continuous query originatigjminate the low probable members and identify the issdier o
from a mix-zone is indistinguishable from at ledstusers the continuous query with high confidence.
traversing the mix-zone. While this technique does not makeCQ-transition Attack: CQ-cloaking techniques are prone
changes to the mix-zone model, we show that it makes tte another vulnerability namely CQ-transition attack. \Whe
CQ anonymization susceptible to CQ-timing attack and C@he transitions taken by a subset of the users in the anopymit



set differ from that of the user executing the query, thers¢hoincluding [8], [6], [9] where a default value of time window
members can be eliminated from consideration. For exampke,assumed for the junctions and accordingly, the anonymity
in Figure 4(c), at road intersectiom;, usersc and h take a set for each usel, is assumed to comprise of users who had
left turn on to the road segmemntzn; whereas userg and entered within a time window in the intervat,, (i) — 71| to
¢ move straight on segment;n; and userd, e andd turn |t;,(i) + 72|. Here,t;,(¢) is the arrival time of usei and;
right on to segmentasng. When the continuous query useandr, are chosen to be small values so that the time window
CQ-temporal cloaking or CQ-spatial cloaking and follows thensures that the anonymity setiafomprises only of the users
querying user after a temporal delay or using a spatial ahgak entering the mix-zone with a closely similar arrival timetlaat
region, from the transition taken by the continuous quegmf of i. The Time window bounded (TWB) rectangular approach
segmentngns to mgms, the adversary will be able to eliminatein MobiMix [14] adopts a similar time window, however, the
the usersg, h, f andg from consideration as their transitionssize of the time window is decided based on the arrival rate
differ from that of the continuous query. of users so that or more users enter within the time window.
The Time window bounded (TWB) shifted rectangular mix-
zone (Figure 2(b)) is similar to the TWB rectangular mix-epn

In this section, we discuss the state of the art techniques fiowever, the rectangle in this case is not centered at thteecen
mix-zone construction that are resilient to the above no@etl  of the junction, instead it is shifted in such a way that from
attacks. Before presenting the details of the constructiany point of entry into the mix-zone, it takes the same amount
techniques, we define the road network mix-zone as proposggdime to reach the centre of the road junction when tradelle

IV. ATTACK-RESILIENT MIX-ZONE TECHNIQUES

by the MobiMix road network model [14]: at the mean speed.
Definition 2: A road network mix-zone offerg-anonymity ~ The Mobimix construction algorithms[14] proposed an ef-
to a setA of users if and only if: fective way of constructing mix-zone by having the mix-
1) There are: or more users in the anonymity st zone region start from the centre of the junction only on the

2) Given any two users, j € A and assuming exiting at outgoing road segments as shown in Figure 2(c). We refer to
time t, the pairwise entropy after timing attack shouldhis technique as the non-rectangular approach. The TWB non
satisfy the conditionH . (7, j,t) > a. rectangular approach is free from timing attacks causedéy t

3) For any two usersi,j € A, the pairwise en- heterogeneity in the speed distributions on the road setgmen
tropy after transition attack should meet the conditio¥e note that in the time window bounded non-rectangular
Hpair(i,7) > B. approach, the anonymity set for each usgeis assumed to

The pairwise entropyH,..-(i,j) between users and j is comprise only of users who had entered within a time window
the entropy obtained by consideririgand j to be the only in the interval,[t;, (i) — 71| tO |t;, (i) + T2|. Here,t;, (i) is the
members of the anonymity set. In comparison, a theoretigarival time of useri and 7; and 7, are chosen to be small
mix-zone (recall Definition 1) ensures a uniform distribati values so that the time window ensures that the anonymity
for all possible mappings between old and new pseudonysg of i comprises only of the users entering the mix-zone
and therefore ensures a high pairwise entropy of 1.0 for alith a closely similar arrival time as that of Hence, when
pairs of users in the anonymity set. However, mix-zones orexits out asi’, the attacker would be unable to differentiate
road networks may not achieve ideal pairwise entropy of 1i0from all members ofi's anonymity set,A; as they are all

due to road network constraints and motion constraints fikely to exit at the same time whenexits. The length of the
traveling on road networks. Thus we consider an effectiael romix-zone along each outgoing segment is chosen based on the
network mix-zone as the one that provides a pairwise entromean speed of the road segment, the size of the chosen time

close to 1.0 for all pairs of users in the anonymity set. window and the minimum pairwise entropy required. Thus
- o the TWB non-rectangular mix-zones make guarantees on the
A. Resilience to Timing attack lower bound pairwise Entropy between the users.

Many existing mix-zone proposals adopt a straight forward - .
approach to construct mix-zones around the road junctifih Resilience to Transition attack
using a rectangular or circular region centered at the roadAs discussed earlier, in a road network, it is possible to
junction as shown in figure 2(a). However, such a straigl#unch transition attack to guess the linking between the
forward approach has detrimental effects on the obtainpdeudonyms. For each exiting uséithe attacker observes the
privacy. In a naive rectangular mix-zone, for each exitingxiting segment of’ and tries to map$ to one of the users,
useri’, the set of users that were inside the mix-zone at ariyin the anonymity set based on the conditional transitional
given time during usei’’s presence in the mix-zone formsprobability of exiting in the outgoing segmeniseg(i) given
its anonymity setA;. Therefore, although the anonymity sethat; entered from the incoming segmefi¢g(j). In order to
size is typically large in these mix-zones, a large number pfotect against transition attack in cases where the transi
members of the anonymity set become low probable undmobability is skewed, the transition attack resilienthieicue
the timing attack if the arrival times of the users differ by @ [16] proposed that the mix-zone time window should be
large value. To address this problem, the notion of mix-zom@osen in such a way that for each outgoing segmniettiere
time window has been adopted in existing mix-zone proposase enough number of userg 6r more) entering the mix-



zone from the road segments that have similar transitioni@ur experimentation uses maps from three geographic region
probability to the outgoing segmenifand hence have a highemamely that of Chamblee and Northwest Atlanta regions of
pairwise entropy, say greater than or equabtdherefore, the Georgia and San Jose West region of California to generate
attacker will have at leagt users in the anonymity set that heraces for a two hour duration. We generate a set of 10,000

cannot ignore from consideration. cars on the road network that are randomly placed on the road
- network according to a uniform distribution. Cars generate
C. Resilience to CQ-attacks random trips with source and destination chosen randondy an

CQ-attack by far is the most challenging attack in ahortest path routing is used to route the cars for the random
road network mix-zone. To the best of our knowledge, noips. The speed of the cars are distributed based on the road
road network mix-zone is completely free from CQ-attackslass categories as shown in Table I.

However, the goal for designing CQ-attack resilient solusi

is to increase the anonymity strengths of the mix-zones hyRoad type | Expressway | Arterial | Collector |

considering the fact that the attacker has the continuoasyqu| Mean speed(mph) 60 50 25

correlation information at the intermediate mix-zonesrttei | Std- dev.(mph) 20 > 110
+>peed Distribution Gaussian Gaussian Gaussian

and associate the CQ induced trajectory with its user. N
that the initial anonymity forms the major component of the TABLE I: Motion Parameters

anonymity under the CQ-attack model as the attacker breaks _ -

the anonymity obtained in the intermediate mix-zones artl Effectiveness of timing attack

therefore it is important that the mix-zones provide high We first measure the resilience of the various techniques to
initial anonymity for the continuous queries so that eveltming attacks based on road network characteristics.reigu
when the attacker breaks the anonymity in the subsequéhews the average and worst-case pairwise entropy of the mix
mix-zones, the initial anonymity remains sufficient to meeones for various values df, the size of the anonymity set.
the required privacy level. The Delay-tolerant mix-zonek§ Figure 5(a), we observe that the effect of timing attack is
proposed in [15] combine mix-zone based identity privadgjifferentacross various approaches: we find that the TWB non
protection with location mixing to achieve high anonymityectangular mix-zones perform the best under timing attack
that is otherwise not possible with conventional mix-zonewith the average pairwise entropy close to 1.0. Here, thgtten

In the delay-tolerant mix-zone model, users expose spatia®f the non-rectangular mix-zone is computed so as to ensure a
or temporally perturbed locations outside the mix-zoneardower bound pairwise entropy ef = 0.9 for the chosen time
However, on the exit of each delay tolerant mix-zone, thgindow size,r which is computed based on the user arrival
mix-zone changes their perturbed locations by introducirigte in the road junction to ensure the expected valug of

a random temporal shift (temporal delay-tolerant mix-z)newith a high probability ofp = 0.9. In order to compare the

or a random spatial shift (spatial delay-tolerant mix-z)ne€effectiveness of the other mix-zone approaches with the TWB
to their already perturbed locations. While conventionai-m non-rectangular approach, the TWB rectangular and TWB
zones only change pseudonyms inside them, the additiofBifted rectangular mix-zones are also constructed wigh th
ability of delay-tolerant mix-zones to change and mix us@@me length and time window as used by the non-rectangular
locations brings greater opportunities for creating amaity: mix-zone. Similarly, the size of the naive rectangular mix-
Therefore, the anonymity strength of delay-tolerant noxes zone is fixed in such a way that the mean time to cross the
comes from a unique combination of both identity mixingnix-zone equals the time window of the TWB non-rectangular
and location mixing. Such high anonymity provides the aiiti mix-zone.

anonymity required to anonymize the continuous queries so

that the queries obtain the required anonymity even under th 16 Najve Rect —— 16 Napve Reot ——
CQ-attack model. RTINS i B R RV B
€ 1 € 15 o I
V. EXPERIMENTAL EVALUATION S 08L o, wowoowox o kg 08] 0
) . ) ER ) e - ST
In this section, we present our experiments on the effec- § o4 L
tiveness of the various attack resilient mix-zone techesqjon °'§ °'§ g
road networks and discuss the level of privacy provided by 2345 6k7 8 9 10 11 2345 6k7 8 9 10 11

them. We first describe the experimental setup and the road-

network mobile object simulator used in the experiments. o o
(a) Average Pairwise Entropy (b) Worst-case Pairwise Entropy

A. Experimental setup

We use the GT Mobile simulator [17] to generate a trace
of cars moving on a real-world road network, obtained from In Figure 5(a), we also find that the naive rectangular
maps available at the National Mapping Division of the USG&nd time window bounded rectangular mix-zones have low
[1]. The simulator extracts the road network based on thrpairwise entropies after timing attack but the pairwise eyt
types of roads— expresswayarterial and collector roads. of the TWB shifted rectangular approach is relatively highe

Fig. 5: Resilience to timing attack
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Fig. 6: Effectiveness of Delay-tolerant mix-zones

close to 0.8 as its geometry is more resilient to timing &ttac
However, a high pairwise entropy of 0.9 or higher may b

VI. CONCLUSION

This paper promotes the use of mix-zones as an effective
alternative approach to location privacy protection, ctamp
mentary to spatial cloaking [4], [10], [11], [12], [18]. We
discussed the vulnerabilities and challenges of constgict
attack-resilient mix-zones on road networks. For example,
on a road network, the timing information of users’ entry
and exit into the mix-zone may lead to timing attacks and
the non-uniformity in the mobility patterns taken at thedoa
junctions may lead to transition attacks. When the location
based services are continuous in nature, mix-zones wid fac
the challenge of CQ-attacks, which perform query correfati
based inference on continuous queries to break the anonymit
of the road network mix-zones. We described our approach

developing attack resilient mix-zones on road networks

often required to ensure strong anonymity. In such cases,
time window bounded non-rectangular approach becomes

d presented some highlights on the effectiveness of our

roach through extensive experiments using traces afeder

most efficient choice. The worst case pairwise entropy irn‘a'guon GTMobiSim [17]

5(b) represents the lowest possible pairwise entropy bdai

by the users after timing attack. Here also, only the TWB Acknowledgement: This work is partially sponsored by grants
non-rectangular approach offers a high value for the worsém NSF CISE SaTC program, NetSE program, I/UCRC, an IBM

case pairwise entropy.

faculty award, an IBM PhD fellowship and a grant from IntelSTT

on Cloud Computing.

C. Resilience to CQ-attacks
(1]

This set of experiments compares the delay-tolerant mipt?]
zone approaches with the conventional mix-zones and CQj;
cloaking techniques in terms of their resilience to CQ&kita
Here, the delay-tolerant mix-zones are constructed over L
conventional road network mix-zone whose size is chosen
to offer an anonymity of 4. In Figure 6(a), we compare thd5]
average entropy of the temporal, spatial and spatio—teahpor[s]
delay-tolerant mix-zone approaches (t-M, s-M, and st-Mhwi
the conventional mix-zone approach and the temporal and
spatial CQ-cloaking approaches (CQ-t and CQ-s) describéd
in Section 111-B.3 for various values of required anonymity [g]
k. Here, the temporal window and spatial region of the delay-
tolerant mix-zones are chosen based on the arrival rateeof th,
users in the mix-zones to ensure the required number of,users
k with a high probability,p = 0.9. We find that the average [10]
entropy of the conventional mix-zone approach is signifigan [11]
lower than that of the delay-tolerant mix-zones as they oainn
adapt to higher levels of anonymity but the delay-tolerafi2]
mix-zones always provide the required anonymity level fcf£3
all values ofk as shown by the high Entropy. Here, we also
note that the CQ temporal cloaking and CQ spatial cloakirtfl
approaches (CQ-t and CQ-s) have low level of Entropy due &]
the effect of CQ-timing and CQ-transition attacks. Thug th
delay-tolerant mix-zones are more effective to meet theapyi
requirements of the continuous queries under the CQ-att:ﬂ:@
model. The success rate of the spatio-temporal delayataier[17]
mix-zone techniques is compared across different scales of
geographic maps in Figure 6(b). We find that the delay-
tolerant mix-zones provide a high success rate and perforfg
consistently across different geographic maps.
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