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BLOCKS & CHAIN

A G E N D A

• Introduction 

• Some cryptographic 
concepts 

• Chaining and block 
chaining 

• Networks, trust, consensus 

• So what…



I N T R O D U C T I O N

• Bitcoin and Blockchain 

• Other Cryptocurrencies 

• Litecoin, Monero, Ethereum - https://www.coinbase.com/charts  

• Potential 

• Financial industry 

• Internet of Things (IoT) 

• Credentials 

• Monetizing creative people 

• “Rights” management 

• Is “Blockchain Technology” disruptive or not?
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T O K E N I Z AT I O N

• Physical and digital objects can be 
“tokenized” 

• Transactions involving such objects 
can be captured in a database (ledger) 

• Identity 

• Ownership (who owns the object? 
who owned it previously?)  

• Borrowing/Selling 

• Damages, improvements, you 
name it 

• Forgery?



T O K E N I Z AT I O N

• Physical and digital objects can be 
“tokenized” 

• Transactions involving such objects 
can be captured in a database (ledger) 

• Identity 

• Ownership (who owns the object? 
who owned it previously?)  

• Borrowing/Selling 

• Damages, improvements, you 
name it 

• Forgery? B



T O K E N I Z AT I O N

• Physical and digital objects can be 
“tokenized” 

• Transactions involving such objects 
can be captured in a database (ledger) 

• Identity 

• Ownership (who owns the object? 
who owned it previously?)  

• Borrowing/Selling 

• Damages, improvements, you 
name it 

• Forgery?

Date/Time
Amount
Place

B



T O K E N I Z AT I O N

• Physical and digital objects can be 
“tokenized” 

• Transactions involving such objects 
can be captured in a database (ledger) 

• Identity 

• Ownership (who owns the object? 
who owned it previously?)  

• Borrowing/Selling 

• Damages, improvements, you 
name it 

• Forgery?

Date/Time
Amount
Place

B

Creative material 
Contributors 

Payments



T O K E N I Z AT I O N

• Physical and digital objects can be 
“tokenized” 

• Transactions involving such objects 
can be captured in a database (ledger) 

• Identity 

• Ownership (who owns the object? 
who owned it previously?)  

• Borrowing/Selling 

• Damages, improvements, you 
name it 

• Forgery?

Date/Time
Amount
Place

B

Creative material 
Contributors 

Payments

Supply Chain 
Producer  

Distributor 
Locations
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C R Y P T O L O G Y

CRYPTOLOGY 

CRYPTOGRAPHY  CRYPTANALYSIS 

Private Key 

(Secret Key) 
Public Key 

Block Cipher  Stream Cipher  Integer FactorizaGon 

Discrete Logarithm 
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“Secure” hash 
functions
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C R Y P T O G R A P H Y ?

• Key establishment 

• Non-repudiation 

• Signatures! 

• Computational effort

Alice Bob 

Carol Dan 

Dear Bob, 
I am writing tis letter to show you how we create digital signatures. In 
fact it is very different from physical signatures. I am writing tis letter 
to show you how we create digital signatures. In fact it is very different 
from physical signatures. I am writing tis letter to show you how we 
create digital signatures. In fact it is very different from physical 
signatures. I am writing tis letter to show you how we create digital 
signatures. In fact it is very different from physical signatures. I am 
writing tis letter to show you how we create digital signatures. In fact it 
is very different from physical signatures. I am writing tis letter to show 
you how we create digital signatures. In fact it is very different from 
physical signatures. I am writing tis letter to show you how we create 
digital signatures. In fact it is very different from physical signatures. I 
am writing tis letter to show you how we create digital signatures. In 
fact it is very different from physical signatures. I am writing tis letter 
to show you how we create digital signatures. In fact it is very different 
from physical signatures. I am writing tis letter to show you how we 
create digital signatures. In fact it is very different from physical 
signatures. 
 
Yours sincerely 

Alice Yourotherend 
(Alice) 
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D I G I TA L  S I G N AT U R E S

e dx

SIGNING VERIFICATION PLAINTEXT
x

ALICEBOB kpubBob
kpriBob

ekpriBob
(x) = s

<latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit>

dkpubBob
(s) = x

<latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit>

SIGNATURE
s

<latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit>

s
<latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit>

s
<latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit>

x

x⇤
<latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit>

Verify



D I G I TA L  S I G N AT U R E S

e dx

SIGNING VERIFICATION PLAINTEXT
x

ALICEBOB kpubBob
kpriBob

ekpriBob
(x) = s

<latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit>

dkpubBob
(s) = x

<latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit>

SIGNATURE
s

<latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit>

Dear Bob, 
I am writing tis letter to show you how we create digital signatures. In 
fact it is very different from physical signatures. I am writing tis letter 
to show you how we create digital signatures. In fact it is very different 
from physical signatures. I am writing tis letter to show you how we 
create digital signatures. In fact it is very different from physical 
signatures. I am writing tis letter to show you how we create digital 
signatures. In fact it is very different from physical signatures. I am 
writing tis letter to show you how we create digital signatures. In fact it 
is very different from physical signatures. I am writing tis letter to show 
you how we create digital signatures. In fact it is very different from 
physical signatures. I am writing tis letter to show you how we create 
digital signatures. In fact it is very different from physical signatures. I 
am writing tis letter to show you how we create digital signatures. In 
fact it is very different from physical signatures. I am writing tis letter 
to show you how we create digital signatures. In fact it is very different 
from physical signatures. I am writing tis letter to show you how we 
create digital signatures. In fact it is very different from physical 
signatures. 
 
Yours sincerely 

Alice Yourotherend 
(Alice) 

s
<latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit>

s
<latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit>

x

x⇤
<latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit>

Verify



D I G I TA L  S I G N AT U R E S

e dx

SIGNING VERIFICATION PLAINTEXT
x

ALICEBOB kpubBob
kpriBob

ekpriBob
(x) = s

<latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit>

dkpubBob
(s) = x

<latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit>

SIGNATURE
s

<latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit>

Dear Bob, 
I am writing tis letter to show you how we create digital signatures. In 
fact it is very different from physical signatures. I am writing tis letter 
to show you how we create digital signatures. In fact it is very different 
from physical signatures. I am writing tis letter to show you how we 
create digital signatures. In fact it is very different from physical 
signatures. I am writing tis letter to show you how we create digital 
signatures. In fact it is very different from physical signatures. I am 
writing tis letter to show you how we create digital signatures. In fact it 
is very different from physical signatures. I am writing tis letter to show 
you how we create digital signatures. In fact it is very different from 
physical signatures. I am writing tis letter to show you how we create 
digital signatures. In fact it is very different from physical signatures. I 
am writing tis letter to show you how we create digital signatures. In 
fact it is very different from physical signatures. I am writing tis letter 
to show you how we create digital signatures. In fact it is very different 
from physical signatures. I am writing tis letter to show you how we 
create digital signatures. In fact it is very different from physical 
signatures. 
 
Yours sincerely 

Alice Yourotherend 
(Alice) 

s
<latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit>

s
<latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit>

x

x⇤
<latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit>

Verify
x



D I G I TA L  S I G N AT U R E S

e dx

SIGNING VERIFICATION PLAINTEXT
x

ALICEBOB kpubBob
kpriBob

ekpriBob
(x) = s

<latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit>

dkpubBob
(s) = x

<latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit>

SIGNATURE
s

<latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit>

Dear Bob, 
I am writing tis letter to show you how we create digital signatures. In 
fact it is very different from physical signatures. I am writing tis letter 
to show you how we create digital signatures. In fact it is very different 
from physical signatures. I am writing tis letter to show you how we 
create digital signatures. In fact it is very different from physical 
signatures. I am writing tis letter to show you how we create digital 
signatures. In fact it is very different from physical signatures. I am 
writing tis letter to show you how we create digital signatures. In fact it 
is very different from physical signatures. I am writing tis letter to show 
you how we create digital signatures. In fact it is very different from 
physical signatures. I am writing tis letter to show you how we create 
digital signatures. In fact it is very different from physical signatures. I 
am writing tis letter to show you how we create digital signatures. In 
fact it is very different from physical signatures. I am writing tis letter 
to show you how we create digital signatures. In fact it is very different 
from physical signatures. I am writing tis letter to show you how we 
create digital signatures. In fact it is very different from physical 
signatures. 
 
Yours sincerely 

Alice Yourotherend 
(Alice) 

s
<latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit>

s
<latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit>

x

x⇤
<latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit>

Verify
x

s
<latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit>



D I G I TA L  S I G N AT U R E S

e dx

SIGNING VERIFICATION PLAINTEXT
x

ALICEBOB

OSCAR

kpubBob
kpriBob

kpubBob

ekpriBob
(x) = s

<latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit><latexit sha1_base64="crvqxejLbONoQYcB/Iw7r5OlC+A=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im+2mXbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nEYUI22kwN4nQTYMskTSIGuIMM/z6sMxvIQqsCtOzZkAzhO3IBVQoBnYX92ewGlMuMYMKdVxnUT7GZKaYkbycjdVJEF4iPqkYyhHMVF+Nvkgh0dG6cFISFNcw4n6eyJDsVKjODSdMdIDNeuNxf+8Tqqjcz+jPEk14Xi6KEoZ1AKO44A9KgnWbGQIwpKaWyEeIImwNqGVTQju7MvzxDupXdTcm9NKvVGkUQIH4BBUgQvOQB1cgybwAAaP4Bm8gjfryXqx3q2PaeuCVczsgT+wPn8AV+CWWw==</latexit>

dkpubBob
(s) = x

<latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit><latexit sha1_base64="/6DnXCGMBhLJtFGdwd70GN8wq+E=">AAACAHicbVBNS8NAEN34WetX1IvgZbEI9VISEdSDUOrFYwVjC20Im822XbrZDbsbsYR48a948aDi1Z/hzX/jts1BWx8MPN6bYWZemDCqtON8WwuLS8srq6W18vrG5ta2vbN7p0QqMfGwYEK2Q6QIo5x4mmpG2okkKA4ZaYXDq7HfuidSUcFv9Sghfoz6nPYoRtpIgb0fBdkwyJI0DLKGCPM8r6pjeAkfArvi1JwJ4DxxC1IBBZqB/dWNBE5jwjVmSKmO6yTaz5DUFDOSl7upIgnCQ9QnHUM5ionys8kHOTwySgR7QpriGk7U3xMZipUaxaHpjJEeqFlvLP7ndVLdO/czypNUE46ni3opg1rAcRwwopJgzUaGICypuRXiAZIIaxNa2YTgzr48T7yT2kXNvTmt1BtFGiVwAA5BFbjgDNTBNWgCD2DwCJ7BK3iznqwX6936mLYuWMXMHvgD6/MHT+iWVg==</latexit>

SIGNATURE
s

<latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit><latexit sha1_base64="JvCfYVWFyFDd4k0R8TGnREPKLeg=">AAAB53icbVBNS8NAEJ34WetX1aOXxSJ4KokI6q3oxWMLxhbaUDbbSbt2swm7G6GE/gIvHlS8+pe8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7RV3t7Z3duvHBw+6CRTDH2WiES1Q6pRcIm+4UZgO1VI41BgKxzdTv3WEyrNE3lvxikGMR1IHnFGjZWaulepujV3BrJMvIJUoUCjV/nq9hOWxSgNE1TrjuemJsipMpwJnJS7mcaUshEdYMdSSWPUQT47dEJOrdInUaJsSUNm6u+JnMZaj+PQdsbUDPWiNxX/8zqZia6CnMs0MyjZfFGUCWISMv2a9LlCZsTYEsoUt7cSNqSKMmOzKdsQvMWXl4l/Xruuec2Lav2mSKMEx3ACZ+DBJdThDhrgAwOEZ3iFN+fReXHenY9564pTzBzBHzifP00QjMs=</latexit>

Dear Bob, 
I am writing tis letter to show you how we create digital signatures. In 
fact it is very different from physical signatures. I am writing tis letter 
to show you how we create digital signatures. In fact it is very different 
from physical signatures. I am writing tis letter to show you how we 
create digital signatures. In fact it is very different from physical 
signatures. I am writing tis letter to show you how we create digital 
signatures. In fact it is very different from physical signatures. I am 
writing tis letter to show you how we create digital signatures. In fact it 
is very different from physical signatures. I am writing tis letter to show 
you how we create digital signatures. In fact it is very different from 
physical signatures. I am writing tis letter to show you how we create 
digital signatures. In fact it is very different from physical signatures. I 
am writing tis letter to show you how we create digital signatures. In 
fact it is very different from physical signatures. I am writing tis letter 
to show you how we create digital signatures. In fact it is very different 
from physical signatures. I am writing tis letter to show you how we 
create digital signatures. In fact it is very different from physical 
signatures. 
 
Yours sincerely 

Alice Yourotherend 
(Alice) 

s
<latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit>

s
<latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit>

x

x⇤
<latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit><latexit sha1_base64="hlBWmv0UApmYDArr/7XwwI1N7vw=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSKIh5KIoMeiF48V7Qe0sWy2m3bpZhN2J2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/naXlldW19cJGcXNre2e3tLffMHGqGa+zWMa6FVDDpVC8jgIlbyWa0yiQvBkMryd+85FrI2J1j6OE+xHtKxEKRtFKd08Pp91S2a24U5BF4uWkDDlq3dJXpxezNOIKmaTGtD03QT+jGgWTfFzspIYnlA1pn7ctVTTixs+mp47JsVV6JIy1LYVkqv6eyGhkzCgKbGdEcWDmvYn4n9dOMbz0M6GSFLlis0VhKgnGZPI36QnNGcqRJZRpYW8lbEA1ZWjTKdoQvPmXF0njrOK5Fe/2vFy9yuMowCEcwQl4cAFVuIEa1IFBH57hFd4c6bw4787HrHXJyWcO4A+czx//gI2Y</latexit>

Verify
x

s
<latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit><latexit sha1_base64="N1eK0lTaQQAFA6yHzcECkl4oWJk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipqQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/epYz3</latexit>



K E Y  S I Z E S  F O R  S E C U R I T Y

• 80 bit keys are “safe” to use 
today, but 128 bit keys are 
recommended 

• Common to see 2048-bit 
RSA 

• Elliptic Curve Cryptography 
is becoming popular for 
mobile devices

Secret 
Key

Elliptic 
Curve RSA

80 163 1024

128 283 3027

192 409 7680

256 571 15360



H O W  M A N Y  P E O P L E  S H O U L D  Y O U  L E T  I N T O  A  R O O M  
B E F O R E  T W O  O F  T H E M  H AV E  T H E  S A M E  B I R T H ” D AY ” ?

The Birthday Paradox

Source: https://upload.wikimedia.org/wikipedia/commons/thumb/2/2d/Schokoladentorte_Buttercreme_Tulpen_dritter_Geburtstag_001.JPG/1200px-
Schokoladentorte_Buttercreme_Tulpen_dritter_Geburtstag_001.JPG



“ S E C U R E ”  H A S H  F U N C T I O N S

• One-way (random oracle?) 

• Takes any arbitrary input and produces a fixed size output 

• 256 bits for security today 

• Show SHA-256: http://passwordsgenerator.net/
sha256-hash-generator/  

• Takes ~2128 trials to find a collision with probability 0.5 

• What happens if you care only about the first 40 bits?

http://passwordsgenerator.net/sha256-hash-generator/
http://passwordsgenerator.net/sha256-hash-generator/
http://passwordsgenerator.net/sha256-hash-generator/


T O K E N I Z AT I O N

• Physical and digital objects can be 
“tokenized” 

• Transactions involving such objects 
can be captured in a database (ledger) 

• Identity 

• Ownership (who owns the object? 
who owned it previously?)  

• Borrowing/Selling 

• Damages, improvements, you 
name it 

• Forgery?
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T O K E N I Z AT I O N

• Physical and digital objects can be 
“tokenized” 

• Transactions involving such objects 
can be captured in a database (ledger) 

• Identity 

• Ownership (who owns the object? 
who owned it previously?)  

• Borrowing/Selling 

• Damages, improvements, you 
name it 

• Forgery?

Date/Time
Amount
Place

Data Metadata

e
Kpr

<latexit sha1_base64="ymiO02M5jsdbRkHuwrJOIiSfw+0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG9FL4KXCqYttKFstpt27WY37G6EEvIfvHhQ8eoP8ua/cdvmoK0PBh7vzTAzL0w408Z1v53Syura+kZ5s7K1vbO7V90/aGmZKkJ9IrlUnRBrypmgvmGG006iKI5DTtvh+Gbqt5+o0kyKBzNJaBDjoWARI9hYqXXXzxKV96s1t+7OgJaJV5AaFGj2q1+9gSRpTIUhHGvd9dzEBBlWhhFO80ov1TTBZIyHtGupwDHVQTa7NkcnVhmgSCpbwqCZ+nsiw7HWkzi0nTE2I73oTcX/vG5qossgYyJJDRVkvihKOTISTV9HA6YoMXxiCSaK2VsRGWGFibEBVWwI3uLLy8Q/q1/VvfvzWuO6SKMMR3AMp+DBBTTgFprgA4FHeIZXeHOk8+K8Ox/z1pJTzBzCHzifPys4jw4=</latexit><latexit sha1_base64="ymiO02M5jsdbRkHuwrJOIiSfw+0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG9FL4KXCqYttKFstpt27WY37G6EEvIfvHhQ8eoP8ua/cdvmoK0PBh7vzTAzL0w408Z1v53Syura+kZ5s7K1vbO7V90/aGmZKkJ9IrlUnRBrypmgvmGG006iKI5DTtvh+Gbqt5+o0kyKBzNJaBDjoWARI9hYqXXXzxKV96s1t+7OgJaJV5AaFGj2q1+9gSRpTIUhHGvd9dzEBBlWhhFO80ov1TTBZIyHtGupwDHVQTa7NkcnVhmgSCpbwqCZ+nsiw7HWkzi0nTE2I73oTcX/vG5qossgYyJJDRVkvihKOTISTV9HA6YoMXxiCSaK2VsRGWGFibEBVWwI3uLLy8Q/q1/VvfvzWuO6SKMMR3AMp+DBBTTgFprgA4FHeIZXeHOk8+K8Ox/z1pJTzBzCHzifPys4jw4=</latexit><latexit sha1_base64="ymiO02M5jsdbRkHuwrJOIiSfw+0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG9FL4KXCqYttKFstpt27WY37G6EEvIfvHhQ8eoP8ua/cdvmoK0PBh7vzTAzL0w408Z1v53Syura+kZ5s7K1vbO7V90/aGmZKkJ9IrlUnRBrypmgvmGG006iKI5DTtvh+Gbqt5+o0kyKBzNJaBDjoWARI9hYqXXXzxKV96s1t+7OgJaJV5AaFGj2q1+9gSRpTIUhHGvd9dzEBBlWhhFO80ov1TTBZIyHtGupwDHVQTa7NkcnVhmgSCpbwqCZ+nsiw7HWkzi0nTE2I73oTcX/vG5qossgYyJJDRVkvihKOTISTV9HA6YoMXxiCSaK2VsRGWGFibEBVWwI3uLLy8Q/q1/VvfvzWuO6SKMMR3AMp+DBBTTgFprgA4FHeIZXeHOk8+K8Ox/z1pJTzBzCHzifPys4jw4=</latexit><latexit sha1_base64="ymiO02M5jsdbRkHuwrJOIiSfw+0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG9FL4KXCqYttKFstpt27WY37G6EEvIfvHhQ8eoP8ua/cdvmoK0PBh7vzTAzL0w408Z1v53Syura+kZ5s7K1vbO7V90/aGmZKkJ9IrlUnRBrypmgvmGG006iKI5DTtvh+Gbqt5+o0kyKBzNJaBDjoWARI9hYqXXXzxKV96s1t+7OgJaJV5AaFGj2q1+9gSRpTIUhHGvd9dzEBBlWhhFO80ov1TTBZIyHtGupwDHVQTa7NkcnVhmgSCpbwqCZ+nsiw7HWkzi0nTE2I73oTcX/vG5qossgYyJJDRVkvihKOTISTV9HA6YoMXxiCSaK2VsRGWGFibEBVWwI3uLLy8Q/q1/VvfvzWuO6SKMMR3AMp+DBBTTgFprgA4FHeIZXeHOk8+K8Ox/z1pJTzBzCHzifPys4jw4=</latexit> sig

h

hash

B



T O K E N I Z AT I O N

• Physical and digital objects can be 
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• Borrowing/Selling 
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• Forgery?

Date/Time
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Place
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e
Kpr

<latexit sha1_base64="ymiO02M5jsdbRkHuwrJOIiSfw+0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG9FL4KXCqYttKFstpt27WY37G6EEvIfvHhQ8eoP8ua/cdvmoK0PBh7vzTAzL0w408Z1v53Syura+kZ5s7K1vbO7V90/aGmZKkJ9IrlUnRBrypmgvmGG006iKI5DTtvh+Gbqt5+o0kyKBzNJaBDjoWARI9hYqXXXzxKV96s1t+7OgJaJV5AaFGj2q1+9gSRpTIUhHGvd9dzEBBlWhhFO80ov1TTBZIyHtGupwDHVQTa7NkcnVhmgSCpbwqCZ+nsiw7HWkzi0nTE2I73oTcX/vG5qossgYyJJDRVkvihKOTISTV9HA6YoMXxiCSaK2VsRGWGFibEBVWwI3uLLy8Q/q1/VvfvzWuO6SKMMR3AMp+DBBTTgFprgA4FHeIZXeHOk8+K8Ox/z1pJTzBzCHzifPys4jw4=</latexit><latexit sha1_base64="ymiO02M5jsdbRkHuwrJOIiSfw+0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG9FL4KXCqYttKFstpt27WY37G6EEvIfvHhQ8eoP8ua/cdvmoK0PBh7vzTAzL0w408Z1v53Syura+kZ5s7K1vbO7V90/aGmZKkJ9IrlUnRBrypmgvmGG006iKI5DTtvh+Gbqt5+o0kyKBzNJaBDjoWARI9hYqXXXzxKV96s1t+7OgJaJV5AaFGj2q1+9gSRpTIUhHGvd9dzEBBlWhhFO80ov1TTBZIyHtGupwDHVQTa7NkcnVhmgSCpbwqCZ+nsiw7HWkzi0nTE2I73oTcX/vG5qossgYyJJDRVkvihKOTISTV9HA6YoMXxiCSaK2VsRGWGFibEBVWwI3uLLy8Q/q1/VvfvzWuO6SKMMR3AMp+DBBTTgFprgA4FHeIZXeHOk8+K8Ox/z1pJTzBzCHzifPys4jw4=</latexit><latexit sha1_base64="ymiO02M5jsdbRkHuwrJOIiSfw+0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG9FL4KXCqYttKFstpt27WY37G6EEvIfvHhQ8eoP8ua/cdvmoK0PBh7vzTAzL0w408Z1v53Syura+kZ5s7K1vbO7V90/aGmZKkJ9IrlUnRBrypmgvmGG006iKI5DTtvh+Gbqt5+o0kyKBzNJaBDjoWARI9hYqXXXzxKV96s1t+7OgJaJV5AaFGj2q1+9gSRpTIUhHGvd9dzEBBlWhhFO80ov1TTBZIyHtGupwDHVQTa7NkcnVhmgSCpbwqCZ+nsiw7HWkzi0nTE2I73oTcX/vG5qossgYyJJDRVkvihKOTISTV9HA6YoMXxiCSaK2VsRGWGFibEBVWwI3uLLy8Q/q1/VvfvzWuO6SKMMR3AMp+DBBTTgFprgA4FHeIZXeHOk8+K8Ox/z1pJTzBzCHzifPys4jw4=</latexit><latexit sha1_base64="ymiO02M5jsdbRkHuwrJOIiSfw+0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG9FL4KXCqYttKFstpt27WY37G6EEvIfvHhQ8eoP8ua/cdvmoK0PBh7vzTAzL0w408Z1v53Syura+kZ5s7K1vbO7V90/aGmZKkJ9IrlUnRBrypmgvmGG006iKI5DTtvh+Gbqt5+o0kyKBzNJaBDjoWARI9hYqXXXzxKV96s1t+7OgJaJV5AaFGj2q1+9gSRpTIUhHGvd9dzEBBlWhhFO80ov1TTBZIyHtGupwDHVQTa7NkcnVhmgSCpbwqCZ+nsiw7HWkzi0nTE2I73oTcX/vG5qossgYyJJDRVkvihKOTISTV9HA6YoMXxiCSaK2VsRGWGFibEBVWwI3uLLy8Q/q1/VvfvzWuO6SKMMR3AMp+DBBTTgFprgA4FHeIZXeHOk8+K8Ox/z1pJTzBzCHzifPys4jw4=</latexit> sig

sig

hash
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T O K E N I Z AT I O N

• Physical and digital objects can be 
“tokenized” 

• Transactions involving such objects 
can be captured in a database (ledger) 

• Identity 

• Ownership (who owns the object? 
who owned it previously?)  

• Borrowing/Selling 

• Damages, improvements, you 
name it 

• Forgery?

Date/Time
Amount
Place

Data Metadata

e
Kpr

<latexit sha1_base64="ymiO02M5jsdbRkHuwrJOIiSfw+0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG9FL4KXCqYttKFstpt27WY37G6EEvIfvHhQ8eoP8ua/cdvmoK0PBh7vzTAzL0w408Z1v53Syura+kZ5s7K1vbO7V90/aGmZKkJ9IrlUnRBrypmgvmGG006iKI5DTtvh+Gbqt5+o0kyKBzNJaBDjoWARI9hYqXXXzxKV96s1t+7OgJaJV5AaFGj2q1+9gSRpTIUhHGvd9dzEBBlWhhFO80ov1TTBZIyHtGupwDHVQTa7NkcnVhmgSCpbwqCZ+nsiw7HWkzi0nTE2I73oTcX/vG5qossgYyJJDRVkvihKOTISTV9HA6YoMXxiCSaK2VsRGWGFibEBVWwI3uLLy8Q/q1/VvfvzWuO6SKMMR3AMp+DBBTTgFprgA4FHeIZXeHOk8+K8Ox/z1pJTzBzCHzifPys4jw4=</latexit><latexit sha1_base64="ymiO02M5jsdbRkHuwrJOIiSfw+0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG9FL4KXCqYttKFstpt27WY37G6EEvIfvHhQ8eoP8ua/cdvmoK0PBh7vzTAzL0w408Z1v53Syura+kZ5s7K1vbO7V90/aGmZKkJ9IrlUnRBrypmgvmGG006iKI5DTtvh+Gbqt5+o0kyKBzNJaBDjoWARI9hYqXXXzxKV96s1t+7OgJaJV5AaFGj2q1+9gSRpTIUhHGvd9dzEBBlWhhFO80ov1TTBZIyHtGupwDHVQTa7NkcnVhmgSCpbwqCZ+nsiw7HWkzi0nTE2I73oTcX/vG5qossgYyJJDRVkvihKOTISTV9HA6YoMXxiCSaK2VsRGWGFibEBVWwI3uLLy8Q/q1/VvfvzWuO6SKMMR3AMp+DBBTTgFprgA4FHeIZXeHOk8+K8Ox/z1pJTzBzCHzifPys4jw4=</latexit><latexit sha1_base64="ymiO02M5jsdbRkHuwrJOIiSfw+0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG9FL4KXCqYttKFstpt27WY37G6EEvIfvHhQ8eoP8ua/cdvmoK0PBh7vzTAzL0w408Z1v53Syura+kZ5s7K1vbO7V90/aGmZKkJ9IrlUnRBrypmgvmGG006iKI5DTtvh+Gbqt5+o0kyKBzNJaBDjoWARI9hYqXXXzxKV96s1t+7OgJaJV5AaFGj2q1+9gSRpTIUhHGvd9dzEBBlWhhFO80ov1TTBZIyHtGupwDHVQTa7NkcnVhmgSCpbwqCZ+nsiw7HWkzi0nTE2I73oTcX/vG5qossgYyJJDRVkvihKOTISTV9HA6YoMXxiCSaK2VsRGWGFibEBVWwI3uLLy8Q/q1/VvfvzWuO6SKMMR3AMp+DBBTTgFprgA4FHeIZXeHOk8+K8Ox/z1pJTzBzCHzifPys4jw4=</latexit><latexit sha1_base64="ymiO02M5jsdbRkHuwrJOIiSfw+0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG9FL4KXCqYttKFstpt27WY37G6EEvIfvHhQ8eoP8ua/cdvmoK0PBh7vzTAzL0w408Z1v53Syura+kZ5s7K1vbO7V90/aGmZKkJ9IrlUnRBrypmgvmGG006iKI5DTtvh+Gbqt5+o0kyKBzNJaBDjoWARI9hYqXXXzxKV96s1t+7OgJaJV5AaFGj2q1+9gSRpTIUhHGvd9dzEBBlWhhFO80ov1TTBZIyHtGupwDHVQTa7NkcnVhmgSCpbwqCZ+nsiw7HWkzi0nTE2I73oTcX/vG5qossgYyJJDRVkvihKOTISTV9HA6YoMXxiCSaK2VsRGWGFibEBVWwI3uLLy8Q/q1/VvfvzWuO6SKMMR3AMp+DBBTTgFprgA4FHeIZXeHOk8+K8Ox/z1pJTzBzCHzifPys4jw4=</latexit> sig

sig

hash

h

hash

W H O  W R I T E S ?  W H O  K E E P S ?   
W H O  I S  R E S P O N S I B L E  F O R   

I N T E G R I T Y ?
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D I S I N T E R M E D I AT I O N

• “reduction in the use of 
intermediaries between 
producers and consumers, 
for example by investing 
directly in the securities 
market rather than through 
a bank.” 

• Mac OS X Dictionary

Source: http://blog.omnipress.com/wp-content/uploads/2015/07/Middleman-Sm.jpg
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W H O  A R E  T H E  P E E R S ?

• Anyone? - Public Blockchain 

• Example: Bitcoin - identity of peers is unknown 

• No one is trusted, anyone can view records 

• Only validated users - Private or Permission-ed Blockchain 

• Explored by the financial industry 

• Partially trusted (have skin in the game), may have 
limitations on access to records



P R O O F  O F  W O R K

• How do you decide the most current “state” of the blockchain? 

• How do you add a transaction? 

• Show “work” (= skin in the game) 

• Find a digest that has so many leading zeros (220 computations?) 

• Cost to anyone who tries to attack the blockchain 

•  Estimate: Bitcoin network consumes as much energy as Denmark!!  

• (source: https://arstechnica.com/tech-policy/2017/12/bitcoins-
insane-energy-consumption-explained/)

https://arstechnica.com/tech-policy/2017/12/bitcoins-insane-energy-consumption-explained/
https://arstechnica.com/tech-policy/2017/12/bitcoins-insane-energy-consumption-explained/
https://arstechnica.com/tech-policy/2017/12/bitcoins-insane-energy-consumption-explained/


P R O O F  O F  S TA K E

• Stakeholders place “bets” on the blockchain status 

• “I say this transaction is valid by posting a bond of 
$100” 

• Reputation of validated users 

• Validated users have tokens they can use to add a 
transaction to the blockchain 

• Faster, but works in a controlled environment



W H E N  T O  U S E  A  B L O C K C H A I N

• Why not an authenticated database? 

• Everyone is equal 

• Robustness 

• Automated audit trail? 

• Why a central database? 

• Can a blockchain be maintained by one entity? 

• We want transactions to be hidden. Why should Chloe know how 
much Bob paid for Alice’s antique?

I N E F F I C I E N C Y  
C O S T  

S P E E D  

M AY  B E  A  
P R O B L E M  I N  
A N Y  S Y S T E M



I S S U E S

• Confidentiality of usage 

• Authentication to access blockchains 

• Control of what is visible (proof of age, but not 
address) 

• Robustness 

• If one or even a few nodes in the “network” are 
down, others still have the blockchain



S O … ?

• No one knows if blockchains will make it big 

• IBM, Microsoft, many others are invested in this 

• See 

• Azure & Blockchains: https://github.com/Azure/azure-
blockchain-projects/blob/master/bletchley/bletchley-
whitepaper.md 

• IBM’s Platform built on Hyperledger: https://www.ibm.com/
developerworks/cloud/library/cl-blockchain-basics-intro-
bluemix-trs/

https://github.com/Azure/azure-blockchain-projects/blob/master/bletchley/bletchley-whitepaper.md
https://github.com/Azure/azure-blockchain-projects/blob/master/bletchley/bletchley-whitepaper.md
https://github.com/Azure/azure-blockchain-projects/blob/master/bletchley/bletchley-whitepaper.md
https://github.com/Azure/azure-blockchain-projects/blob/master/bletchley/bletchley-whitepaper.md


S O U R C E S  ( 1 )

• NY Times, March 4, 2017: Blockchain: A Better Way to 
Track Pork Chops, Bonds, Bad Peanut Butter? 

• WSJ: Steve Norton, CIO Explainer: What Is Blockchain? 

• Steve Cheng and others, “Using blockchain to improve 
data management in the public sector,” McKinsey, 
February 2017 

• Ryo Takahashi, “How can creative industries benefit 
from blockchain?,” McKinsey, August 2017



S O U R C E S ( 2 )

• Video: Gideon Greenspan, “What is the difference 
between a Blockchain and a database?” https://
www.youtube.com/watch?v=NK5Fz3w-H4o 

• Animation: http://bitbonkers.com 

• Animation: http://bitlisten.com 

• Video: Blockchain explained: Jerry Cuomo and Oscar 
Roque answer the internet's top blockchain questions 
at: https://www.youtube.com/watch?v=O-j4pBi0gFk

https://www.youtube.com/watch?v=O-j4pBi0gFk


W H AT  C A N  B L O C K C H A I N S  D O  F O R  Y O U ?

https://youtu.be/lD9KAnkZUjU 

https://youtu.be/lD9KAnkZUjU

