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Quick Show of Hands
• Imagine that you are in the market to 

purchase a car insurance policy…
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How Many of You Would Feel 
Comfortable Disclosing…
• How many miles you drive per year?

• How fast you drive…
– Based on GPS…

• Where you go and when…
– Based on GPS…

• Relevant health data…
– Such as how many hours you sleep at night…
– Based on data sensed by your wristwatch…
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Internet of Things & Big Data
Increasingly diverse, complex and opaque dataflows

http://www.iamwire.com/2017/01/iot-ai/148265
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Information Privacy

• The claim that certain information 
should not be collected by government 
or businesses – or possibly only under 
special circumstances and subject to 
various rules
– individuals have some control over the 

collection and use of information about 
them
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Legal Landscape
• A number of privacy laws around the world:

– US: State, federal and local laws
• Federal level: Patchwork of sectoral laws and laws that 

pertain to data collected by the government
– EU: General Data Protection Regulation (GDPR)

• All these laws share some commonalities: 
They set minimum requirements to:
– Inform users about data collection and use 

practices
– Provide users with some type of choice
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In practice…

• Notice and choice is broken
– No time to read policies
– Policies difficult to understand
– No time or motivation to 

configure settings

• 91% of people report feeling 
they have lost control over 
their information

Pew Survey 2014 http://www.pewinternet.org/2014/11/12/public-privacy-perceptions/

http://www.pewinternet.org/2014/11/12/public-privacy-perceptions/
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Mobile and IoT: A Number of 
Complicating Factors

• A typical mobile phone user with 50 mobile apps each 
requesting 3 permissions would have to configure 
150 settings

• IoT: Technology is often “invisible”

• Reading policies is even less practical
• Explosion in the number of apps and devices

• Developers often lack the necessary sophistication
“Modeling Users’ Mobile App Privacy Preferences: Restoring Usablility in a Sea of Permission 
Settings”, J. Lin, B. Liu, N. Sadeh, J. Hong, Proc. of the USENIX Symposium on Usable Privacy 
and Security, SOUPS 2014, Jul. 2014
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What If…. 

• Computers understood privacy policies?
– Machine-readable policies have been proposed 

but have not gained traction 

• Computers understood what we care about
and what we already know/expect
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Could We Teach Computers 
to Read Privacy Policies? 
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Annotation Tool 
Select a category

S. Wilson, F. Schaub, A. Dara, F. Liu, S. Cherivirala, P.G. Leon, M.S. Andersen, S. Zimmeck, K. Sathyendra, N.C. 
Russell, T.B. Norton, E. Hovy, J.R. Reidenberg, N. Sadeh, "The Creation and Analysis of a Website Privacy Policy 
Corpus", ACL '16: Annual Meeting of the Association for Computational Linguistics, Aug 2016 

Select an attribute

Select a value

Highlight text span for an attribute, 
value pair
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A First Task: Segment Annotation
Privacy Policy

Machine Learning               
Model

Predict

Disclosure of Your Information   Sci-News.com 
does not sell, trade or rent your personal 
information to third parties. If we choose to do 
so in the future, you will be notified by email of 
our intentions, and have the right to be 
removed prior to the disclosure.

This policy segment discusses:

• Third Party Sharing/Collection
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Another Task: User Choice Instance Extraction

• User choices often buried 

deep in the text of long policies

• Is it possible to automatically 
extract information about 

such “choice instances” from 

privacy policies? 

• Use Natural Language Toolkit 

tokenizer to subdivide 

segments into sentences & 

build classifiers

Choice Instance !!!
If you do not want us to use 

personal information that we 

gather to allow third parties to 

personalize advertisements 

we display to you, please 

adjust your Advertising 

Preferences .

K.M. Sathyendra, F. Schaub, S. Wilson, N. Sadeh. Automatic Extraction of Opt-Out Choices from Privacy Policies.  AAAI Fall Symposium on 
Privacy and Language Technologies. 2016.
K.M. Sathyendra, S. Wilson, F. Schaub, S. Zimmeck,  N. Sadeh. Identifying the Provision of Choices in Privacy Policies, EMNLP Conference, 
2017 (accepted for publication)
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Annotated 7,000+ policies

https://explore.usableprivacy.org/



USABLE PRIVACY POLICY AND PERSONALIZED PRIVACY ASSISTANT PROJECTS 17

Press Coverage – Notice the Irony

Screenshot taken on May 31, 2018
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Question
• How about helping end users?

• Could we learn people’s 
privacy expectations and 
preferences?
– To selectively notify them about relevant 

privacy practices
– To help them configure privacy settings
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One Size-Fits-All Defaults Don’t Work

November 2013 - Slide 26

Users’ Average 
Preferences  
White à comfortable
Red à uncomfortable

Variances among 
Users
Darker yellow à larger 
variance
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Identifying a User’s Privacy Profile

• Using Clustering techniques
• Asking users a small set of questions

Q1

Q3

Q2

Advanced 
Users

Conservatives

The 
unconcerned

Fence-sitters

.

.

.
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Results with Just 4 Clusters

Accuracy:
One size fits all: 55.8%
4 Profiles: 79.4%

User Burden:
One size fits all: 86.8%
4 Profiles: 36.5%
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Now Available on Google Play (rooted 
Android Phones 5 and up)



USABLE PRIVACY POLICY AND PERSONALIZED PRIVACY ASSISTANT PROJECTS 30

What About IoT?
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Overall Vision: Personalized Privacy Assistants
• Learn models of what users already expect & what 

they want to be informed about, how to communicate 
with them (when, how often, how), how to configure 
their settings
– Or just allow users to manually configure settings

• Selectively enter into dialogues with users and 
nudge them towards safer practices

• Extend privacy profiles across many 
environments: from your smartphone, to your 
browser, to your smart home to your social 
networking account, etc.
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Privacy Infrastructure for IoT*

l Registration of IoT resources and their privacy policies – IoT
Resource Registry (IRR) & Portal
- Policies are in a machine readable format
- Resources include: sensors (e.g., virtual sensors), 

applications, and services
- Series of drop down menus, but also use of templates

l Discovery of IoT resources and their policies
l User notification via IoT Assistant implemented as mobile 

app
l Protocols to securely read and configure privacy settings

*Patent pending
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AuthenticationIoT Resource
Registries (IRR)

IoT
Assistant 

(IoTA)

Policy Enforcement Points (PEP)
• Stores resource-specific and user-

specific privacy policy settings
• Enforces settings for data collected by  

IoT resources

IRR Directories
(by location)

Templates for
IoT Devices 

(e.g. Nest Cam, Echo, Kinect)

The mobile app IoTA is used to 
discover IoT resources and configure 
their settings (e.g., opt out)

Sensor Databases IoT Resources 
(e.g. virtual sensors, apps, services)

Data Analytics

IRR Portals

*Patent pending

Overall Architecture*
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IoT 
Assistant

Current 
Location

CMU 
Campus 

IRR

Resources in this area:

o WiFi Location Tracking

o Bluetooth Beacon 
Location Tracking

o Video Surveillance with 

Facial Recognition

o CMU Friend Finder

+ privacy notices,
configuration options

Opt in, opt out, 
configuration 

settings

§Resource listings
§Capabilities

§User-configurable 
privacy options

§Privacy notices

Deployment Example Pittsburgh 
Municipal 

IRR

Gates-Hillman Center
IRR

· Aware of user’s location
· Aware of user’s privacy preferences
· Displays relevant information received from IRRs

IoT 
Assistant

· Resources in this coverage area
· Resource capabilities and settings
· Privacy notice for resources Resource User 

Preference

WiFi Location Tracking 
(Service) Opt In

Bluetooth Beacon Location 
Tracking (Service) Opt Out

CMU Friend Finder (App)
Opt In 

(Location 
Tracking)

Facial Recognition (Service) Opt Out

Video Obfuscation Demo 
(App)

Opt Out 
(Facial 

Recognition)
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IoT Resource Registry Portal
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Sample Entries & IoT  Device Templates

Existing Templates:
- Echo
- Honeywell 
thermostat
- Kinect
- Google Home
- Cujo
- Nest Cam
- Wink Relay
- Zensors

New resources can be 
defined using pre-filled 
fields from templates

Administrators 
and resource 

owners control 
whether 

resources are  
published for 

others to discover
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Where Do We Start?
• Smart cities (e.g. cameras)

• Malls (e.g., cameras, location tracking)
• University campuses – all sorts of IoT 

technologies
• Smart buildings (e.g. cameras, location, 

presence, HVAC)

• Smart homes (e.g. smart speakers)



USABLE PRIVACY POLICY AND PERSONALIZED PRIVACY ASSISTANT PROJECTS 38

Live Video StreamControl Opt-inTrain Facial 
Features

Monitor Class 
Attendance

Privacy-aware Video Streaming

Demo: https://goo.gl/gtpbpK

https://goo.gl/gtpbpK
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Current Status
• Deployed at UC Irvine

• Deployed at CMU
• First public release coming out this summer
• Includes tools to facilitate adoption

– Tool to help manage IoT Resource Registries (e.g., 
administrator portal), tool to enter resources, templates for 
commercial off-the-shelf IoT resources

– IoT resource registries hosted at CMU
– Secure protocols for communicating with user-configurable 

privacy settings (e.g., opt-in, opt-out)
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Concluding Remarks
• Privacy is a fundamental human right and people care 

about privacy

– Regulations like COPPA, HIPAA but also GDPR

• Fundamental tension between privacy and usability

• Many IoT data collection processes are invisible/obscure 
and unexpected

• Notice and Choice in the IoT will require deployment of a 
Privacy Infrastructure that supports the discovery of IoT 
resources & their data practices

• First release this summer – subscribe to our mailing 
list for updates: https://www.privacyassistant.org/contact/

https://www.privacyassistant.org/contact/
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Q&A
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