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Agenda

• Use of third party vendors

• Need to assess risk
• Assessment methodologies
• Challenges
• PITT’s process (past, now, future)

• Recommendations
• Questions
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Use of third party vendors

Support scientific work on cyberinfrastructure
Examples:

Globus

Fisher Scientific

Qualtrics

AWS/Google/Azure

Electronic Lab Notebooks

Bill & Ted’s Excellent Web Developers
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Need to assess risk

• Everyone has breaches

• Will the vendor protect your information?
• Does your vendor have sufficient security to 

detect if/when they have a breach?
• Can you trust your vendor to notify you 

if/when they have a breach involving your 
information?
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Goals of security assessment

• Be affordable

• Ensure all vendors are regularly assessed
• Provide reliable results that that support risk-

based decisions
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Assessment Methodologies

• Vendor self-assessment (SIG, HECVAT, 
NIST RMF, OCTAVE)

• Security ratings (BitSight/SecurityScorecard)
• Security Audit/Certification (SOC2, ISO, 

NIST 800-53/171, COBIT, FedRAMP)
• Vulnerability assessments
• Questionnaires
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Pitt’s process - Past

• Questionnaire based 
off ISO 27001 
controls (loosely)

• Word Document
• All vendors got the 

same questionnaire
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Pitt’s process – Past (continued)

Not risk based – low risk engagements were 
treated the same as high risk
Process not formalized, publicized or enforced

No recurring assessments
No formal scoring



Computing Services and Systems 
Development

Pitt’s process - Current

• Questionnaire - Based on NIST 800-171
• Online (Qualtrics)
• Risk based – low risk vs high risk
• Different assessment based on risk
• More formal scoring
• Onboarding process more formalized
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Pitt’s process - Future

• Formal University Procurement Policy 

• Better data management
• Continuous vs point in time assessments
• Automated scoring

“Weak but continuous assessment processes 
are more reliable than rigorous assessments 
conducted once” - Gartner
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Recommendations

• Develop ‘some’ process

• Decide what you want to accomplish
• Risk based –

level of effort to assess and remediate risk should 
be commensurate with the threat to your 
institution
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Questions???
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Thank You


