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Risk management concept 

 Goal  

 to establish a relationship between aggregated risks from 
information systems and mission/business success.  

 This will  

 Encourage senior leaders (including authorizing officials) to 
recognize the importance of management of risk 

 Help considering RM within the context of an overarching 
enterprise architecture and at all phases of the SDLC; and 

 Help better understand how the information security issues 
associated with their systems translate into organizational 
security concerns.  

 

 



Organizational View of Risk 
Management 

 

Information Security should be considered as   
a strategic capability and an enabler of missions/business functions 

 



Effective Management of Risk 

 Involves the following key elements:  

 Assignment of information security responsibilities to senior 
leaders/executives within the organization;  

 Understanding by senior leaders/executives of the degree of 
protection or risk mitigation that implemented security 
controls provide against threats;  

 Recognition and acceptance by senior leaders/executives of 
the risks to organizational operations and assets, individuals, 
other organizations, and the Nation arising from the use of 
information systems; and  

 Accountability by senior leaders/executives for their risk 
management decisions.  

 



Risk Management Framework 

The RMF brings  together 
other NIST documents for 
effective RM 

NIST RMF is considerably 
similar to the standard 
ISO/IEC IT-Security Techniques-
InfoSec Management systems-
Requirements (published in 2005) 



Some Fundamental Issues  

 An Organization-wide perspective and risk 
executive function 

 Risk-based protection strategies 

 Trustworthiness of IS 

 Establishing Trust relationships among 
organizations 

 Global supply chain issues 

 Strategic planning considerations 



Organization-wide perspective 

 Organization-wide approach 
 Facilitates prioritization of information security requirements and allocation of InforSec 

resources based on risks to the organization’s mission/business processes;  

 Ensures InfoSec considerations are integrated into the enterprise architecture, the 
programming, planning, and budgeting cycles, and the acquisition, SDLCs;  

 Facilitates decisions on risk mitigation activities based on the strategic goals and 
objectives of the organization and organizational priorities;  

 Promotes the development and dissemination of common security policies and 
procedures;  

 Promotes the identification, development, implementation, and assessment of common 
security controls that support large segments of the organization;  

 Promotes the development of organization-wide solutions to information security 
problems and more consistent and cost-effective information security solutions;  

 Facilitates consolidation and streamlining of security solutions across the organization 
to simplify management, eliminate redundancy of protection, and improve 
interoperability and communication between dispersed information systems;  

 

 



Risk Executive function  
 Provides senior leadership input and oversight for all risk management across the 

organization;  

 Ensures that individual authorization decisions by authorizing officials consider all 
factors necessary for mission and business success organization-wide;  

 Provides an organization-wide forum to consider all sources of risk to 
organizational operations and assets, individuals, other organizations,  

 Ensures that information security considerations are integrated into enterprise 
architectures, programming/planning/budgeting cycles, and SDLCs;  

 Promotes cooperation and collaboration among authorizing officials to include 
authorization actions requiring shared responsibility;  

 Identifies the overall risk posture based on the aggregated risk from each of the 
information systems and supporting infrastructures  

 Ensures that information security activities are coordinated with appropriate 
organizational entities 

 Ensures that the shared responsibility for supporting organizational 
mission/business functions using external providers of services receives the 
needed visibility.  

 

 



Risk Executive Function 

 The intent of risk executive function  
 is to provide visibility into the decisions of 

authorizing officials and a holistic view of 
organizational risk.  

 Authorizing officials are  
 senior leaders within the organization with 

mission, business, operational, and budgetary 
responsibilities, it is possible or likely that their 
authorization decisions may affect, either 
directly or indirectly, other parts of the 
organization.  

 It is possible that  
 multiple authorizing officials may be 

responsible for information systems which 
collectively support a single organizational 
mission/business process.  

 A risk executive function  
 facilitates the sharing of security-related and 

risk-related information among authorizing 
officials and other senior leaders within the 
organization 

 



Risk based protection 
strategies 

 Risk-based protection strategies require authorizing officials to:  
 Determine, with input from the risk executive function and senior agency 

information security officer, the appropriate balance between the risks from 
and the benefits of using information systems;  

 Approve the selection of security controls for information systems and the 
supporting infrastructure necessary to achieve this balance;  

 Take responsibility for the information security solutions agreed upon and 
implemented within the information systems supporting the organization’s 
mission/business processes;  

 Acknowledge, understand, and explicitly accept the risks to organizational 
operations and assets, individuals, other organizations;  

 Be accountable for the results of information security-related decisions; and  

 Monitor the continued acceptability of organizational risk from information 
systems over time.  

 

 



Trustworthiness of IS and RMF 

 Trustworthiness is defined by: 

 Security functionality  

 Security assurance 

 Trustworthy IS 

 Trusted to operate within a defined level of risk despite 
environment/human factors, and attacks  

 Acceptable level of Risk guide the level of 
trustworthiness needed 



Challenges to RMF - 
trust relationship 

 Partnerships and external IT services are becoming important 
 Trust relationships need to be carefully established 

 Challenges 
 Defining the types of services/information to be provided to the 

organization or the types of information to be shared/exchanged in 
partnering arrangements;  

 Describing how the services/information are to be protected in accordance 
with the security requirements of the organization;  

 Obtaining the relevant information from external providers and from 
business partners needed to support and maintain trust and  

 Determining if the risk to organizational operations and assets, individuals, 
other organizations, or the Nation resulting from the use of the services or 
information or the participation in the partnership, is at an acceptable level  

 

 



Trust relationship 

 Trust among participating/cooperating partners can be 
established either formally or informally by:  
 Identifying the goals and objectives for the provision of services/information 

or information sharing;  

 Agreeing upon the risk from the operation and use of information systems 
associated with the provision of services/information or information sharing;  

 Agreeing upon the degree of trustworthiness needed for the information 
systems processing, storing, or transmitting shared information or providing 
services/information in order to adequately mitigate the identified risk;  

 Determining if the information systems providing services/information or 
involved in information sharing activities are worthy of being trusted; and  

 Providing ongoing monitoring and management oversight to ensure that the 
trust relationship is maintained 

 

 



Trust relationship 

 



Managing Risk from Supply 
Chain  

 Domestic and International supply chain  
 Increasingly important to national security interests 

 Characterized by uncertainty – coupled with growing sophistication and 
diversity of cyber threats 

 Risks include 
 The introduction of vulnerabilities into ISs when products containing 

malicious code and other malware are integrated into the systems;  

 Inability/difficulty in determining the trustworthiness of ISs that depend 
upon commercial IT products to provide many of the security controls; and  

 Inability/difficulty in determining the trustworthiness of ISs service 
providers (e.g., installation, operations, and maintenance) that provide 
many of the security controls necessary to ensure adequate security.  

 

 Use Defense in Breadth approach to counter these risks 
 Eliminate vulnerabilities at each state of SDLC 



Managing Risk from Supply 
Chain 

 Organizations should: 

 Know the provenance of the IT products and services provided by vendors and suppliers;  

 Use a diverse set of vendors and suppliers to minimize the adverse effects from particular item in 
the supply chain;  

 Seek transparency in the IT product design and development processes employed by vendors and 
suppliers;  

 Minimize the time between decisions to purchase IT products/services and the actual delivery date 
of the products/services to reduce windows of opportunity for malicious activity by adversaries;  

 Use standard configurations of to reduce probability of malicious code insertion;  

 Protect purchasing information to include the buyer’s identity;  

 Implement trusted distribution processes for IT products and services;  

 Perform on-site testing of newly acquired IT products prior to widespread deployment to reduce 
the probability of unauthorized, covert modifications;  

 Use IT components provided by trusted vendors and suppliers;  

 Reduce the insider threat during IS upgrades or when replacing IT components by using different 
system administrators at different points in the layered defenses of organizations; and  

 Strictly control access to information systems for external maintenance and service providers to 
reduce the probability for malicious activity.  



Strategic Planning 
Considerations 

 To address growing cyber threats  
 Additional Security controls should be considered in accordance with the risk 

assessment 

 Strategic planning should be integral part of the protection strategy 
 

These include: 
 Consolidation, Simplification and Optimization of ISs (e.g., Use FEA, Secure Engg) 

 IT Use Restrictions 

 Application of a balanced set of security controls – defense-in-depth 

 Changing Architectural Configurations 

 Detection and Response to Breaches of ISs 

 Protection for Critical IS Components 

 Business Process Reengineering 

 



Risk Management Process 

 



Categorization (SP800-60) 

 



Categorization (SP800-60) 

 



Categorization (SP800-60) 

 



Categorization (SP800-60) 

 



Security Control Selection 
Process 

We discussed this in Lecture 5 



Implementing Security 
Controls 

 Tightly coupled with Enterprise 
Architecture and SDLC 

 Proper allocation of security control to 
the appropriate components is critical 

 Defense-in-depth + defense-in-breadth 

 Proper configuration settings (800-53) 

 



Assessing Security Controls 

 Assess the collective effectiveness of 
the security controls 

 To [re-]evaluate accurately risks 

 Security assessment reports 

 Help the organization-wide plans of actions 
and milestones (POAM) 

 

 



Authorizing Organizational IS 
(800-37) 

 



Continuous Monitoring 

 Effective information security programs should also include  

 comprehensive continuous monitoring programs to maintain on-
going, up-to-date knowledge by senior leaders of the organization’s 
security state and risk posture and  

 to initiate appropriate responses as needed when changes occur.  

 Continuous monitoring programs achieve these objectives by:  

 Determining if the security controls in organizational ISs  and 
supporting infrastructure continue to be effective over time as 
inevitable changes occur; and  

 Causing the necessary steps of the RMF to be engaged to 
adequately address these changes,  

 for example, re-categorizing information and information systems and responding 
to any changes in the FIPS 199 impact levels of the systems by appropriately 
adjusting security controls, and reauthorizing the systems, when required.  

 

 



Continuous Monitoring 

 Effective organization-wide monitoring programs include:  
 Employing strict configuration management and control processes for 

organizational information systems;  

 Documenting changes to the organization’s information systems and supporting 
infrastructure;  

 Conducting security impact analyses of the changes to organizational ISs and 
supporting infrastructure;  

 Developing strategies for selecting and assessing subsets of security controls 
implemented in organizational ISs and supporting infrastructure;  

 Conducting assessments of agreed-upon subsets (and holistic assessments over 
an agreed-upon time period) of security controls in accordance with the priorities 
and frequency established by the organization; and  

 Reporting the security status of both ISs and the supporting infrastructure to 
appropriate organizational officials on a regular basis.  

 

 

 


