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Computing ParadigmComputing Paradigm
Cloud Challenges

• Cost‐effectiveness, Performance an

m Shiftm Shift
d Security



Cloud Computing ChallCloud Computing Chall
Q: How important is it tha

Offer Service Level Agreements

Offer competitive pricing

(scale: 1-5; 1=not at all i

Allow managing on-premise & off-premise

Understand my business and industry

Provice a complete solution

Offer both private & public clouds

Support manay of my IT needs

Allow managing on premise & off premise..

0%

Have local presence, can come to my …

Are a technology & business model …

0%
Source: IDC Enterprise Panel, 3Q2009, n = 263

lengeslenges
at cloud service providers…

89%

92%

important, 5=very important) 

82%

85%

86%

79%

81%

82%

73%

78%

% 20% 40% 60% 80% 100%% 0% 0% 60% 80% 00%
% responding 3, 4 or 5



Cloud Computing C
Q: Rate the challenges/issue

(1=not significan

Performance

Security

Hard to integrate with
in‐house IT

Availability

Worried cloud will
cost more

Not enough ability to
customize

Not enough major
suppliers yet

Bringing back in‐house
may be difficult

cost more

suppliers yet

65% 70%Source: IDC Enterprise 
Panel, 2010

Challenges
es of the 'cloud'/on‐demand model 
nt, 5=very significant)

88.1%

88.5%

84.5%

84.8%

81.1%

83.3%

74.6%

80.3%

75% 80% 85% 90%

% responding 3, 4 or 5



Data GrowthData Growth
Worldwide Corp
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porate Data Growth

80
IT.com analyses the

80% of data growth:
unstructured data
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Structured data

Unstructured data



Big Data processingBig Data processing 
• MapReduce and Big Data Processin

f• Programming model for data‐inte
clusters

• Pioneered by Googley g
• Processes 20 PB of data per day 

• Scalability to large data volumes
– Scan 100 TB on 1 node @ 50 MB/Scan 100 TB on 1 node @ 50 MB/
– Scan on 1000‐node cluster = 35 m

– It is estimated that, by 2015, mo
processed by Hadoop – Hortonwp y p

• Existing Dedicated MapReduce Clou

• Natural extensions of rental store mod• Natural extensions of rental store mod
• Performance and cost‐inefficiency

in a Cloudin a Cloud
ng
ensive computing on commodity 

/s = 24 days/s   24 days
minutes

re than half the world's data will be 
works

ds

delsdels



OutlineOutline
• Goals: 

• Cost‐effective and scalable Big Datg
• Privacy conscious Data access and 

• Outline

• Cost‐aware Resource Managemen
• Goal:  to devise resource managem

performance at the lowest cost.
• Cura – Cost‐optimized Model for M

• Performance‐driven Resource Opt
• Goal: Optimizations based on physi

networking and storage bottlenecknetworking and storage bottleneck
• Purlieus – Locality aware Resource 

• Privacy‐conscious MapReduce Syst
• VNCache MapReduce analysis for• VNCache – MapReduce analysis for
• Airavat: Security and Privacy for Ma

ta Processing using MapReduceg g p
Data processing in a  cloud

t
ment techniques that yield the required 

MapReduce in a Cloud

imization:
cal resource limits in a data center such as 
ss
Allocation for MapReduce 

tems
r Cloud archived datar Cloud‐archived data
apReduce



M R d DMapReduce - Da
x : (a * b) + (y * z);x := (a * b) + (y * z);

computation A com

• At the micro level, indepen
can commute – be processe

• If commutative operations 
memory addresses, then th

tisame time
• Compilers, CPUs often do so

t P ll liata Parallelism

mputation B

dent algebraic operations 
ed in any order.
are applied to different 
hey can also occur at the 

o automatically



Hi h l l PHigher-level Para
x : foo(a) + bar(b)x :=  foo(a) +  bar(b)

computation A com

• Commutativity can apply to
and bar() do not manipulat
there is no reason why thes
time

ll liallelism

mputation B

o larger operations. If foo() 
te the same memory, then 
se cannot occur at the same 



P ll li DParallelism: Depe
x : foo(a) + bar(b)

foo(a)

x :=  foo(a) +  bar(b)

write xwrite x

 Arrows indicate dependent o
 If foo and bar do not access t If foo and bar do not access t
a dependency between them

 These operations can occur ip
 write x operation waits for p

d G hendency Graphs

bar(b)

operations
the same memory there is notthe same memory, there is not 
m
in parallel in different threadsp
redecessors to complete

1



M t /W kMaster/Workers

• One object called the 
master initially owns all 
data. 

• Creates several workers to 
process individual 
l telements

• Waits for workers to 
report results backreport results back

worker threads

master

1



Example: Count word 
word in a large collectword in a large collect
map(String input_key, Stri

// input key: document n// input_key: document n

// input_value: document

for each word w in input

EmitIntermediate(w, "1

reduce(String output key,reduce(String output_key, 
intermediate_values): 

// output_key: a word 

// output values: a list// output_values: a list

int result = 0; 

for each v in intermedia

result += ParseInt(v);

Emit(AsString(result)); 

occurrences of each 
ion of documentsion of documents
ing input_value):

namename 

t contents 

t_value: 

1"); 

IteratorIterator 

t of countst of counts 

ate_values: 

;

1



MapReduce ExecutioMapReduce Executio
User

Prograg

M t

fork fork

Masteassign
map

Input Data map

map
read

local
writeSplit 0

Split 1

Input Data

p

map

p
Split 2

on Overviewon Overview 
r
am

fork

er
assign
reduce

reduce
Output
File 0

write

reduce

remote
d

Output
File 1

read,
sort

1



Need for Cost-optimiz
Model
Existing Per‐job Optimized Models:

 Per‐job customer‐side greedy optim
 Higher cost for customers

Model

 Higher cost for customers

Cura Usage Model:
User submits job and specifies the required
is charged only for that service quality

Cloud provider manages the resources to e

Other Cloud Managed Resource model

Database as a Service Model
Eg: Relational Cloud (CIDR 2011)Eg:  Relational Cloud (CIDR 2011)
Cloud managed model for Resource m

l d d l kCloud managed SQL like query service
Delayed query model in Google Big Qu

zed Cloud Usage 

ization may not be globally optimal

d service quality in terms of job response time and 

nsure each job’s service requirements

s:

anagement

uery execution results in 40% lower cost

1



User Schedul
Sched

Job#
Arrival 
time

Dead

Sched

1 20 40

2 25 50

3 30 75

4 35 85

User Scheduling

Job # 1 2 3

Start time 20 25 30

User Scheduling

Job # 1 2 3

Cloud Scheduling

Job # 1 2 3

Start time 20 25 40

ling Vs Cloud 
duling
line Running time

Optimal no.  
Of VMs

duling

0 20 20

0 20 20

5 20 20

5 20 20

4

0 35
80 concurrent VMs

3 43 4

0 45
40 concurrent VMs

1



Cura System ArchitecCura System Architeccturecture

1



Static Virtual MachineStatic Virtual Machine
Cluster of physical machines

e setse sets
l f ll

Pool of Large 
instances

Pool of small 
instances

P l fPool of extra 
large instances

1



Static Partitioning of VStatic Partitioning of V
Cluster of physical machines

Virtual Machine setsVirtual Machine sets
l f ll

Pool of Large 
instances

Pool of small 
instances

P l f tPool of extra 
large instances

1



Key Challenges in CuKey Challenges in Cu
Resource Provisioning and SchedulingResource Provisioning and Scheduling

• Optimal scheduling
• Optimal Cluster Configuration 
O i l d fi i• Optimal Hadoop Configuration

Virtual Machine Managementg
• Optimal capacity planning
• Right set of VMs(VM types) for current w
• Minimize Capital expenditure and Operap p p

Resource Pricing
• What is the price of each job based on it• What is the price of each job based on it

ura Designura Design
gg

workload?
ational expensesp

ts service quality and job characteristics?ts service quality and job characteristics?

1



VM aware Job SchedVM-aware Job Sched

• Scheduler needs to decide on w
h bthe jobs

• The job scheduler has two majo
• (i) complete all job execution w
• (ii) minimize operating expense

dulingduling

Multi‐bin 
backfilling

which instance type to use for yp

or goals:
within the deadlines
e by minimizing resource usage

2



VM aware SchedulinVM-aware Schedulin
• Goal:

h d l d d ( )• VM‐aware scheduler decides (a) 
queue, (b) which VM instance po
use for the jobs.

• Minimum reservations without
• Job Jihas higher priority over Jo
higher.

• For each VM pool picks the higFor each VM pool picks the hig
queue and makes a reservation

• Subsequently, the scheduler pi
in the job queue by considering
h h b

j q y g
the reservations that are possib
reservation time windows of th

• Runs in O(n2) time
• Straight forward to obtain a dis
scale further

g Algorithmg Algorithm
h h d l h b h bwhen to schedule each job in the job 

ool to use and (c) how many VMs to 

t under‐utilizing any resources.g y
ob Jj if the cost of scheduling Ji is 

hest priority job, J i in the jobhest priority job, Jprior in the job 
n.
cks the next highest priority jobs 
g priority only with respect to 
bl h h
g p y y p
ble within the current 
he VM pools.

stributed implementation to 

2



Reconfiguration awarReconfiguration-awar
Assume two new jobs need a 
cluster of 9 small instances and 4cluster of 9 small instances and 4 
large instances respectively.

The scheduler has the following 
options:
1) Wait for some other clusters of 

small instances to complete 
execution Rexecution

2) Run the job in a cluster 
available of extra large 
instances

R

3) Convert some large or extra 
large instances into multiple  
small instances

R

re Schedulerre Scheduler

Reconfiguration‐unaware SchedulerReconfiguration‐unaware Scheduler

Reconfiguration‐aware Scheduler 2



Reconfiguration g
• Reconfiguration time window‐ Ob
history of job executions.

• For each job, Ji, the optimal cost C
resource usage is found.

• The reconfiguration plan reflects t• The reconfiguration plan reflects t
optimal instance types.

• Reconfiguration Benefit: 

Algorithmg
bservation period for collecting 

Copt(Ji) that incurs the  lowest 

the proportion of demands for thethe proportion of demands for the 

2



Number of servers an
Utilization

Dedicated Cluster Per‐job Cluster Cura
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Fig 1. No. of Servers

• Cura requires 80% lower resou
models

• Cura achieves significantly high

nd Effective 
Dedicated Cluster Per‐job Cluster Cura
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Fig 2. Effective Utilization

rces than conventional cloud 

her resource utilization
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Talk OutlineTalk Outline

• Cost‐optimized Cloud Resource Alloc
• Cura – Cost‐optimized Model for MapR

• Performance‐driven Resource Optim
• Purlieus – Locality aware Resource Allo• Purlieus – Locality aware Resource Allo

• Privacy‐conscious Processing of Clou
VNC h Effi i M R d A l i• VNCache: Efficient MapReduce Analysis

• Airavat:  Security and Privacy for MapRe

cation
educe in a Cloud

mization
ocation for MapReduceocation for MapReduce

d Data
f Cl d hi d Ds for Cloud‐archived Data 

educe

2



MapReduce cloud prMapReduce cloud pr
• Different loads on the shared pDifferent loads on the shared p

• Computation load: number and 
• Storage load: amount of input, o
• Network load: traffic generated• Network load: traffic generated 
phases 

• The network load is of special• The network load is of special 
• Large amounts of traffic can be 

• As each reduce task needs to re
sudden explosion of network tra
performance

rovider Challengesrovider - Challenges
physical infrastructurephysical infrastructure
size of each VM (CPU, memory) 
output and intermediate data
during the map shuffle and reduceduring the map, shuffle and reduce 

concern with MapReduceconcern with MapReduce
generated in the shuffle phase

ad the output of all map tasks, a 
affic can significantly deteriorate cloud 

2



Existing Dedicated MExisting Dedicated M

• Utilize a hosted Hadoop framework runnin
and use a separate storage service (e.g.: Am

Amazon Elastic

• Drawbacks
• Adversely impacts performance as it vio
• Unnecessary replication leading to highe• Unnecessary replication leading to highe

• Processing 100 TB of data using 100 VMs

MapReduce CloudsMapReduce Clouds

ng on the Compute Cloud (e.g.: Amazon EC2)
mazon S3)

c MapReduce Model

lates data locality
er costser costs

s takes 3 hours just to load the data
2



Purlieus: Storage ArcPurlieus: Storage Arc
• Semi‐persistent storage arch

• Data is broken up into ch
MapReduce blocksap educe b oc s
‐ stored on a distributed fi
machines

• Ability to transition data
machines in a seamless man

• i.e. without requiring an explq g p

• The data on physical machi
available to VMs

• Uses loopback mounts and VM

chitecturechitecture
itecture

hunks corresponding to

le system of the physical

a stored on physical
ner
icit data‐loading stepg p

nes is seamlessly made

M disk‐attach

2



Purlieus Architecture and L

A4 A5 A6 G1 B1 B2 B3 B4H7 H8 H9 I3

F3 C1 D1 D2 C3 C4 D3 D4 C2 C7 C5 C6

G1 G2 G3 F1 H1 H2 H3 I1 H4 H5 H6 I2

Locality-optimization Goals

B5 B6 B8 B9 K2 K3 B1 F2 G1 G2 G3K1

F1 C7 D5 D6 F2 E1 E2 E3 F3 E4 E5 E6

A1 A2 A3 A1 J1 J2 I3 I4



Job Specific LocalityJob Specific Locality-
• Job‐specific locality cost

• Job categories
• Map and Reduce input‐heavy

Sort workload : map‐input size =
• Map input‐heavy• Map input‐heavy 

Grep workload: large map‐input 
• Reduce input‐heavy

Synthetic Dataset Generators: sm

awareness-awareness

= map‐output size

and small map‐output

mall map‐input and large map‐output  30



Map and Reduce inpMap and Reduce inp
• Example: sorting a huge datap g g

• Both map and reduce localitip

• Map phase:
• Incorporates map locality by p

R d h• Reduce phase:
• Make communications happe
nodes

ut heavy jobsut-heavy jobs
a set  (output size = input size)( p p )

ies are important.p

pushing compute towards data

n within a set of closely connected 

3



Scheduling Map and Reduc
pha

A4 A5 A6 G1 B1 B2 B3 B4H7 H8 H9 I3

F3 C1 D1 D2 C3 C4 D3 D4 C2 C7 C5 C6

G1 G2 G3 E7 H1 H2 H3 I1 H4 H5 H6 I2

ce-input heavy tasks  (map-
se)

B5 B6 B8 B9 K2 K3 B1 F2 G1 G2 G3K1

F3F2F1

F1 C7 D5 D6 F2 E1 E2 E3 F3 E4 E5 E6

A1 A2 A3 A1 J1 J2 I3 I4



Scheduling Map and Reduce
pha

A4 A5 A6 G1 B1 B2 B3 B4H7 H8 H9 I3

F3 C1 D1 D2 C3 C4 D3 D4 C2 C7 C5 C6

G1 G2 G3 F1 H1 H2 H3 I1 H4 H5 H6 I2

e-input heavy tasks (reduce-
ase)

B5 B6 B8 B9 K2 K3 B1 F2 G1 G2 G3K1

R3
R
R3

R
R1

R1 R2 R3R2 R1 R21

F1 C7 D5 D6 F2 E1 E2 E3 F3 E4 E5 E6

A1 A2 A3 A1 J1 J2 I3 I4



Experimental SetupExperimental Setup
• Cluster Setup

• Testbed of 20 CentOS 5.5 physical machines (KVMTestbed of 20 CentOS 5.5 physical machines (KVM
• Each physical machine has 16 core 2.53 GHz Intel 
• The network is 1 Gbps.
• Nodes are organized in 2 racks, each containing 10

Job types:

By default, each job uses 20 VMs with each VM conf
2GHz vCPUs.

as the hypervisor) as the hypervisor)
Processors.

0 physical machines

figured with 4 GB memory and 4 

3
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Map and Reduce inpMap and Reduce-inp
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Locality‐aware Data Placement Random Data Placement
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Fig 3. Execution time

Performance depends on both Map and

Fig 3. Execution time

Locality depends not only on compute p

put heavy workloadput heavy workload
1
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Fig 4. Cross‐rack traffic

d Reduce locality !

Fig 4.  Cross rack traffic

3

placement but also on data placement



Talk OutlineTalk Outline

• Cost‐optimized Cloud Resource Alloc
• Cura – Cost‐optimized Model for MapR

• Performance‐driven Resource Optim
• Purlieus – Locality aware Resource Alloc• Purlieus – Locality aware Resource Alloc

• Privacy‐conscious Processing of Clou
VNC h Effi i M R d A l i• VNCache: Efficient MapReduce Analysi

• Airavat:  Security and Privacy for MapRe

cation
educe in a Cloud

mization
cation for MapReducecation for MapReduce

ud Data
i f Cl d hi d Dis for Cloud‐archived Data 
educe

3



MapReduce Analysisp y
Data

C Cl d d S Cl d• Compute Cloud and Storage Cloud 
can not be collocated always

• E.g. When there is a privacy/security 
concern

• Example use case: private log data 
archived in Clouds 

L i i i i f i• Logs can contain sensitive information
• require data to be encrypted before 
moved to the cloud.

• Current solutions
• require the data to be transferred and
processed in a secure enterprise 
cluster.

s for Cloud-archived 

n

d 

3



Current analytics soluy
archived Data

• MapReduce analysis for C
• Current analytics platforms at s

Hadoop/MapReduce) 
• first download data from th
• decrypt it and then procesdecrypt it and then proces

• Data needs to be loaded before the
• Duplicates data at both enterprise 

utions for Cloud-

Cloud-archived data
secure enterprise site(e.g. 

hese public clouds
ss it at the secure enterprise sitess it at the secure enterprise site

e jobs can even start processing
site and Storage clouds.

3



Current analytics soluy
archived Data

• Wan copy time, decrypt time and HDFS
execution timeexecution time

• Actual job execution is significantly slow

utions for Cloud-

S load time are predominant factors of job 

4

wed down because of this overhead



VNCache: SeamlessVNCache: Seamless 

• VNCache – Key idea
• to use a virtual HDFS Filesystem imag

the target cluster.
• to provide a virtual existence of the H
• enables jobs to begin execution imm

• For HDFS filesystem running on top of the
• All data appears to be local though in

Data CachingData Caching

ge that provides virtual input data files on 

Hadoop datablocks to the HDFS 
ediately

e VNCache
nitially the data is at the storage cloud

4



VNCache: Data flowVNCache: Data flow

• Data is archived at the public storage 

• For job analysis, VNCache seamlessly 
the storage cloud

cloud as chunks of HDFS block size

4

streams and prefetches data from 



Overview of HDFSOverview of HDFS

• HDFS primary storage by Hadoop• HDFS ‐ primary storage by Hadoop
• The HDFS Namenode 

• manages the file system namespac

Th i di id l D t d• The individual Datanodes 
• Manage the storage attached to th

p applicationsp applications

ce and regulates access to files by clients 

he nodes that they run on.
4



nteraction of HDFS w
Filesystem
Namenode at the master nodeNamenode at the master node

• stores the HDFS filesystem, fsimage

HDFS filesystem namespace
• includes the mapping of HDFS files to th
• Block identifiers
M difi i d A i• Modification and Access times

Datanode
• stores a set of HDFS blocks 
• uses separate files in the underlying file
• both metadata and actual blocks

with its underlying y g

heir constituent blocks

system

4



HDFS FilesysteHDFS Filesyste

• Consists of an Inode structure for each H

• Each Inode has the information for the  i
file

em Image layoutem Image layout

HDFS file

ndividual data blocks corresponding to the 

4



HDFS VirtualizationHDFS Virtualization
VNCache FilesystemVNCache Filesystem

• FUSE based filesystem used as the unde
Datanode.

• It is a virtual filesystem (similar to /proc• It is a virtual filesystem (similar to /proc
• simulates various files and directories to

• Namenode Filesystem (fsimage) vir
• a virtual HDFS namespace is created w

• Datanode virtualization
• exposes a list of data files correspond

datanodedatanode

erlying  filesystem on the Namenode and 

c on Linux)c on Linux) 
o the HDFS layer placed on it

rtualization
with a list of relevant HDFS  blocks

ing to the HDFS blocks placed on that 

4



VNCache’s DataflowVNCache s Dataflow

Dataflow in th

Two models of operation: Streaming and Pref
• Seamless Streaming:

• For data block accesses on demand, 
seamlessly from the storage cloud.

• Cache Prefetching: 
• Cache‐prefetching obtains the block 

job execution time.

he VNCache model

fetching

the VNCache Filesystem streams the data 

ahead of processing and significantly reduces 

4



Cache PrefetchingCache Prefetching
• Cache Prefetching Logi

• Analyzes job input data and pAnalyzes job input data and p
• Carefully considers the order o

• Prefetching order• Prefetching order
• task ordering based on decrea
input 

• based on the order of blocks ibased on the order of blocks i

•Distributed Cache Pre
• Master Prefetcher• Master Prefetcher

• Makes prefetching decisions a
prefetchers

• Slave Prefetchers
• transfer the individual data bl

ic
refetches data blocksrefetches data blocks 
of task processing in the input data

asing order of file sizes in the job 

in the HDFS file system image.in the HDFS file system image. 

fetching algorithm
and delegates prefetch tasks to slave 

ocks from the remote cloud

4



Caching AlgorithmCaching Algorithm
Rate adaptivenessRate‐adaptiveness

• monitors the progress of the Hadoop jobs in
request rate

• adaptively decides the set of data blocks top y

Cache Eviction Policy
• enforces minimal caching principle• enforces minimal caching principle. 
• Keeps only the most immediately required b
• minimizes the total storage footprint

Workflow‐awareness 
• Workflows may have multiple jobs processin
• VNCache recognizes it and prefetches those
• uses a persistent workflow‐aware caching

n terms of task processing rate and the HDFS bloc

prefetchp

blocks in the cache

ng the same input dataset
e blocks only once 

4



Experimental SetupExperimental Setup
• Cluster Setup

• Testbed of 20 CentOS 5.5 php
hypervisor)

• Each physical machine has 1
• 5 nodes used as remote Stor

• Individual job Workloads:
• Grep, Sort, Facebook jobs 

• Workflow‐based Workloa
• Facebook workflows, Tfidf

• Dataset sizes: 
• 5 GB, 10 GB and 15 GB

• Network Latencies:
• 45 ms, 90 ms, and 150 ms5 s, 90 s, a d 50 s

• By default, each job uses 
configured with 4 GB mem

ysical machines (KVM as the y (

6 core 2.53 GHz Intel Processors.
rage cloud servers

: 
using Swim workload generator
ads: 
f

5 VMs with each VM 
mory and 3.5GHz vCPUs.

5



Performance of GrepPerformance of Grep

VNCache:Streaming model achiev

Fig 5.  E

VNCache:Streaming model achiev

VNCache Prefetch optimization fur

p workloadp workload

es 42% reduction in execution time

Execution time 

5

es 42% reduction in execution time

rther improves it by 30%



Performance of FacePerformance of Face

VNCache gets more than 55% red

Fig 6.  Execution time 

Achieves an average cache hit rat

ebook workloadebook workload

duction in job execution time

Fig 7.  Cache Hit Ratio

5

tio of 43.5%



Tfidf workflowTfidf workflow

VNCache reduces the execution time by

Fig 9.  Execution time 

average 
y 47% and results in 70% cache hits on 

Fig 10.  Cache Hit Ratio

5



mpact of Cache sizempact of Cache size

Even with a reasonable cache size, VNC

Fig 15.  Execution time 

Even with a reasonable cache size, VNC

e Grep Workloade – Grep Workload 

Cache achieves good performance

Fig 16.  Cache Hit Ratio

5

Cache achieves good performance



Talk OutlineTalk Outline

• Cost‐optimized Cloud Resource Alloc
• Cura – Cost‐optimized Model for MapR

• Performance‐driven Resource Optim
• Purlieus – Locality aware Resource Alloc• Purlieus – Locality aware Resource Alloc

• Privacy‐conscious Processing of Clou
VNC h Effi i M R d A l i• VNCache: Efficient MapReduce Analysis

• Airavat:  Security and Privacy for MapR
• (slides adapted from Indrajit Roy et. a

cation
educe in a Cloud

mization
cation for MapReducecation for MapReduce

d Data
f Cl d hi d Ds for Cloud‐archived Data 

Reduce
l, NSDI 2010 paper)

5



Computing in the yeaComputing in the yea

Illu
Pay

Data
Pay
Qu

Indrajit Roy et.

ar 201Xar 201X

usion of infinite resources
y only for resources used

5

y only for resources used
ickly scale up or scale down …
. al, NSDI 2010



Programming modelProgramming model 

F k il bl t l dFrameworks available to ease cloud 

MapReduce: Parallel processing on c

Map

Data
Indrajit Roy et.

in year 201Xin year 201X

iprogramming

clusters of machines

Output

Reduce
• Data mining
G i

5

• Genomic 
computation
• Social networks

. al, NSDI 2010



Programming modelProgramming model 

Th d f l d th i dThousands of users upload their da
• Healthcare, shopping transactions, c

Multiple third parties mine the datMultiple third parties mine the dat

E l H lth d tExample: Healthcare data

Incentive to contribute: Cheaper in
research inventory control in drugresearch, inventory control in drug

Fear: What if someone targets my 
• Insurance company can find my illneInsurance company can find my illne

Indrajit Roy et.

in year 201Xin year 201X

tata 
ensus, click stream 

ta for better serviceta for better service

nsurance policies, new drug 
gstoresgstores…

personal data?
ss and increase premium

5

ss and increase premium

. al, NSDI 2010



Privacy in the year 20Privacy in the year 20

Untrusted 
prog

Health Data
Indrajit Roy et.

01X ?01X ?
InformatioInformatio
n leak?

MapReducep
gram

Output

• Data mining
G i

5

• Genomic 
computation
• Social networks

. al, NSDI 2010



Use de identification?Use de-identification?

A hi ‘ i ’ b t ti tAchieves ‘privacy’ by syntactic tran
• Scrubbing , k‐anonymity …

Insecure against attackers with extInsecure against attackers with ext
• Privacy fiascoes: AOL search logs, Ne

Run untrusted coRun untrusted co
dat

dHow do we ensu
useIndrajit Roy et.

??

f tinsformations

ternal informationternal information
etflix dataset

de on the originalde on the original 
ta?

f h
6

ure privacy of the 
ers?. al, NSDI 2010



This talk: AiravatThis talk: Airavat

Framework for privacy‐preserving
untrustuntrust

Protected
Data

Airav

Airavat is the elephant of thIndrajit Roy et.

g MapReduce computations with 
ted codeted code.

Untruste
d 
ProgramProgram

vat

6he clouds (Indian mythology).. al, NSDI 2010



Airavat guaranteeAiravat guarantee

Bounded information leak* about a
a MapReducea MapReduce

Protected
Data

Airav

Indrajit Roy et.

any individual data after performing
e computatione computation.

Untruste
d 
ProgramProgram

vat

6
*Differential privacy

. al, NSDI 2010



Background: MapRed

(k ) 

Background: MapRed

map(k1,v1) 
reduce(k2, list(v

Data 1

Data 2

Data 3

Data 4

Map phase
Indrajit Roy et.

duce

 li (k )

duce

 list(k2,v2)
v2))  list(v2)

Output

6

Reduce phase
. al, NSDI 2010



MapReduce exampleMapReduce example
Map(input){ if (input has iPMap(input){ if (input has iP

Reduce(key, list(v)){ print (

iPad

Tablet PC

iPad

Laptop

Map phase
Indrajit Roy et.

ee
Pad) print (iPad  1) }Pad) print (iPad, 1) }

(key + “,”+ SUM(v)) }

C t fCounts no. of
iPads sold

(iPad,  2)

SUM

6

Reduce phase
. al, NSDI 2010



Airavat modelAiravat model
• Airavat framework runs o

• Cloud infrastructure:  Hard
• Airavat: Modified MapRed

Airavat fr1

Cloud inf

Trus
Indrajit Roy et.

n the cloud infrastructure 
dware + VM
duce + DFS + JVM + SELinux

ramework

6frastructure

sted
. al, NSDI 2010



Airavat modelAiravat model
• Data provider uploads hep p

• Sets up certain privacy par

Data provider
2

Data provider

Airavat fr1

Cloud inf

Trus
Indrajit Roy et.

r data on Airavat
rameters

ramework

6frastructure

sted
. al, NSDI 2010



Airavat modelAiravat model
• Computation provider wrp p

• Untrusted, possibly malic

Data provider
2

Data provider

Airavat fr1

Cloud inf

Trus
Indrajit Roy et.

rites data mining algorithmg g
ious

Computation

3

Computation 
provider

Program

Output

ramework

6frastructure

sted
. al, NSDI 2010



Threat modelThreat model
• Airavat runs the computap
privacy of the data provid

Data provider
2

Data provider

Airavat fr1

Cloud inf

Trus
Indrajit Roy et.

ation, and still protects the , p
ders

ComputationThreat

3

Computation 
provider

Program

Threat

Output

ramework

6frastructure

sted
. al, NSDI 2010



RoadmapRoadmap

Wh t i th i d l?What is the programming model?

How do we enforce privacy?

What computations can be suppor

Indrajit Roy et.

rted in Airavat?

6. al, NSDI 2010



Programming modelProgramming model
Split MapReduce into untrusteSplit MapReduce into untruste

MapReduce
program for p g
data mining 

Data
No need to

Data

Indrajit Roy et.

ed mapper + trusted reducered mapper + trusted reducer

Limited set of stock 
reducers

Untrusted 
Mapper

Trusted 
Reduce

Data
o audit Airavat

r

7

Data

. al, NSDI 2010



Programming modelProgramming model
Need to confineNeed to confine

Guarantee: Protect the p

MapReduce
program for p g
data mining 

Data
No need to

Data

Indrajit Roy et.

e the mappers !e the mappers !

privacy of data providers

Untrusted 
Mapper

Trusted 
Reduce

Data
o audit Airavat

r

7

Data

. al, NSDI 2010



Challenge 1: UntrusteChallenge 1: Untruste

U t t d d i d tUntrusted mapper code copies dat

PeterPeter

Chris

Meg

Map

Meg

Data Indrajit Roy et.

ed mappered mapper

t d it th t kta, sends it over the network

Reduce

Leaks using system

7

Leaks using system 
resources

. al, NSDI 2010



Challenge 2: UntrusteChallenge 2: Untruste

O t t f th t ti i lOutput of the computation is also 

Peter

Chris

Meg

Map

Meg

Data Indrajit Roy et.

ed mappered mapper

i f ti h lan information channel 

Output 1 million if Output 1 million if 
Peter bought Vi*graReduce

7. al, NSDI 2010



Airavat mechanismsAiravat mechanisms

Mandatory access control

Prevent leaks through
storage channels like network 
connections  filesconnections, files…

MapMap

Data Indrajit Roy et.

Differential privacy 

 
Prevent leaks through 
the output of the 
computation computation 

Reduce

Output

7

Reduce

. al, NSDI 2010



Back to the roadmapBack to the roadmap

Wh t i th i d l?What is the programming model?
Unt

How do we enforce privacy?
• Leaks through system resources
• Leaks through the outputLeaks through the output

What computations can be supporp pp

Indrajit Roy et.

trusted mapper + Trusted reducer

rted in Airavat?

7. al, NSDI 2010



Airavat confines the uAiravat confines the u

Untrusted  Given 

MapReduce

program compu

Add m
+ DFS

SELi

access

SELinux Add M

Indrajit Roy et.

untrusted codeuntrusted code

by the 
t ti idutation provider

mandatory y
s control (MAC)

Airavat

MAC policy 

. al, NSDI 2010 7



Airavat confines the uAiravat confines the u
• We add

Untrusted 

• We add
the Map

• Label in

MapReduce

program output
• Maliciou

d+ DFS

SELi

data

SELinux D

D

DD

Ac
contr

Indrajit Roy et.

untrusted codeuntrusted code
d mandatory access control to d mandatory access control to 
pReduce framework
nput, intermediate values, p , ,

us code cannot leak labeled 

Data 1

Data 2

Data 3

Output

Data 3

ccess 
rol label MapReduce. al, NSDI 2010 7



Airavat confines the uAiravat confines the u
• SELinux

Untrusted 

• SELinux
• Creates
domain

MapReduce

program domain

• Process
restrict

+ DFS

SELi

• Mappe
domain

SELinux • Den
syste

Indrajit Roy et.

untrusted codeuntrusted code
x policy to enforce MACx policy to enforce MAC

s trusted and untrusted
nsns

ses and files are labeled to 
t interaction

ers reside in untrusted
n
ied network access, limited file 
em interaction

. al, NSDI 2010 7



But access control isBut access control is 
• Labels can prevent the oup

• When can we remove the

f (  b l  P ) 

Peter

if (input belongs-to Peter) 
print (iPad, 1000000)

iPad

Tablet PC

iPad

Laptop

Map phaseIndrajit Roy et.

not enoughnot enough
utput from been readp

e labels?

Output leaks the 
presence of Peter !

(iPad, 2)

SUM

(iPad, 1000002)

7

SUM

Access 
control labelReduce phase. al, NSDI 2010



But access control isBut access control is 

Need mechanisms to enforce tha
individuaindividua

Indrajit Roy et.

not enoughnot enough

at the output does not violate an 
al’s privacyal’s privacy.

8. al, NSDI 2010



Background: DifferenBackground: Differen
A mechanism is differentiallA mechanism is differentiall

produced with similar pro
input is inclp

Cynthia Dwork. DifferentiIndrajit Roy et.

ntial privacyntial privacy
ly private if every output is ly private if every output is 
obability whether any given 
uded or not

8al Privacy. ICALP 2006. al, NSDI 2010



Differential privacy (inDifferential privacy (in
A mechanism is differentiallA mechanism is differentiall

produced with similar pro
input is inclp

Output distr

F(x)

A

B

C F(x)C

Cynthia Dwork. DifferentiIndrajit Roy et.

ntuition)ntuition)
ly private if every output is ly private if every output is 
obability whether any given 
uded or not

ribution

8al Privacy. ICALP 2006. al, NSDI 2010



Differential privacy (inDifferential privacy (in
A mechanism is differentiallA mechanism is differentiall

produced with similar pro
input is inclp

Similar outp

F(x)

A

B

C

B d d i k f D

F(x)C

Bounded risk for D

Cynthia Dwork. DifferentiIndrajit Roy et.

ntuition)ntuition)
ly private if every output is ly private if every output is 
obability whether any given 
uded or not

A
ut distributions

F(x)

A

B

C

if h i l d h d !

F(x) C

D

8

if she includes her data!

al Privacy. ICALP 2006. al, NSDI 2010



Achieving differentialAchieving differential 

A i l diff ti ll i tA simple differentially private mec

Tell x

f(x)
…
xn

x1

How much noise should one add?

Indrajit Roy et.

privacyprivacy

h ihanism

me f(x)( )

+noise

8. al, NSDI 2010



Achieving differentialAchieving differential 

F ti iti it (i t iti ) MFunction sensitivity (intuition): Ma
the output

• Aim: Need to conceal this effectAim: Need to conceal this effect 

Example: Computing the average hExample: Computing the average h
has low sensitivity

• Any single person’s height does not
• Calculating the maximum height ha

Indrajit Roy et.

privacyprivacy

i ff t f i l i tximum effect of any single input on

to preserve privacyto preserve privacy

height of the people in this roomheight of the people in this room 

t affect the final average by too much
as high sensitivity

8. al, NSDI 2010



Achieving differentialAchieving differential 

F ti iti it (i t iti ) MFunction sensitivity (intuition): Ma
the output

• Aim: Need to conceal this effectAim: Need to conceal this effect 

Example: SUM over input elementExample: SUM over input element

X1

X2

X3

X

SUM S
Max. eX4

Indrajit Roy et.

privacyprivacy

i ff t f i l i tximum effect of any single input on

to preserve privacyto preserve privacy

s drawn from [0 M]s drawn from [0, M]

Sensitivity = M
effect of any input element is M

8. al, NSDI 2010



Achieving differentialAchieving differential 

A i l diff ti ll i tA simple differentially private mec

Tell m

f(x)+L
…
xn

x1
Tell m

Intuition: Noise needed to ma

∆(f) = sensitivity Indrajit Roy et.

privacyprivacy

h ihanism

me f(x)

Lap(∆(f))

me f(x)

ask the effect of a single input

8Lap = Laplace distribution. al, NSDI 2010



Back to the roadmapBack to the roadmap

Wh t i th i d l?What is the programming model?
Unt

How do we enforce privacy?
• Leaks through system resources
• Leaks through the outputLeaks through the output

What computations can be supporp pp

Indrajit Roy et.

trusted mapper + Trusted reducer

MAC

rted in Airavat?

8. al, NSDI 2010



Enforcing differe

• Mapper can be any piece opp y p
but…

• Range of mapper outputs m
• Used to estimate “sensitivit
i fl th t t?)influence the output?)

• Determines how much nois
differential privacy

• Example: Consider mapper
• SUM has the estimated sen

Indrajit Roy et.

ntial privacy

of Java code (“black box”) ( )

must be declared in advance
ty” (how much does a single input 

se is added to outputs to ensure 

r range [0, M] 

8

nsitivity of M

. al, NSDI 2010



Enforcing differentialEnforcing differential 

M li i t t lMalicious mappers may output value

If a mapper produces a value outside
inside the rangeinside the range

• User not notified… otherwise possible in

R  

Data 1

Range 
enforcer

Mapper
Data 2

Data 3

pp

Mapper
Data 4 Range 

enforcer

pp

Indrajit Roy et.

privacyprivacy

t id ths outside the range

 the range, it is replaced by a value 

nformation leak

Ensures that code is notEnsures that code is not 
more sensitive than 
declared

Reducer

9

Noise
. al, NSDI 2010



What can we computWhat can we comput
• Reducers are responsible fp

• Add an appropriate amoun
outputs 

• Reducers must be trusted
• Sample reducers: SUM, COU
• Sufficient to perform data m
processing, recommender s

• With trusted mappers, mo
are possible

• Use exact sensitivity instead

Indrajit Roy et.

te?te?
for enforcing privacyg p y
t of random noise to the 

UNT, THRESHOLD
mining algorithms, search log 
system etc.

ore general computations 

9

d of range based estimates

. al, NSDI 2010



Sample computationsSample computations
• Many queries can be dona y que es ca be do
mappers

• How many iPads were sold 
• What is the average score o
• Output the frequency of se
more than 25 copies todaymore than 25 copies today

• others require trusted• … others require trusted 
• List all items and their quan

Malicious m
information

Indrajit Roy et.

ss
ne with untrustede t u t usted

today?
Sum

of male students at UT?
curity books that sold Mean

Threshold.

mapper codemapper code
ntity sold
mapper can encode 

9

n in item names
. al, NSDI 2010



Revisiting Airavat guaRevisiting Airavat gua

All diff ti ll i t M RAllows differentially private MapRe
• Even when the code is untrusted

Differential privacy => mathematic

What is a safe bound on informatio
• Depends on the context dataset• Depends on the context, dataset
• Not our problem

Indrajit Roy et.

aranteesarantees

d t tieduce computations

cal bound on information leak

on leak ?

9. al, NSDI 2010



mplementation detaimplementation detai

SELinux
policy MapR

Domains for 
trusted and 

d

Mod
to s

untrusted
programs

A l  

man
acces

Apply 
restrictions on 
each domain

Set o
re

450 LoC 5000 
Indrajit Roy et.

lsls

Reduce JVM 

ifications 
support 
d  

Modifications 
to enforce 

ndatory 
ss control

mapper
independence

500 LoC
of trusted 
ducers

500 LoC

9
 LoC

LoC = Lines of Code. al, NSDI 2010



Airavat in briefAiravat in brief

Ai t i f k f iAiravat is a framework for privacy p
computations

Confines untrusted codeConfines untrusted code

First to integrate mandatory access
for end‐to‐end enforcementfor end to end enforcement

Protected

AiAira

Indrajit Roy et.

i M R dpreserving MapReduce

s control with differential privacy 

Untruste
d 
Program

9

avat

. al, NSDI 2010
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