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Topics

e Focus Is the new vulnerabilities that exist in online
soclal networks

— Typical online social networks (OSN); E.g., Facebook &
LinkedIn

— Location-based social networks (LBSN); E.g., Foursquare
& Yelp

* Not the traditional problems in online systems
— Secure Communication

— Web-based Attacks; E.g., SQL Injection, Cross Site
Scripting

LERSAIS Lab @ School of Information Sciences
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Outline

 |dentity & Authentication Problems

— Email Address, Connections of Identities & Login
— Social Authentication
— Identity Validation
e Privacy Issues
— Privacy of User Profiles

— Privacy of Friendships

 Malicious Resources

LERSAIS Lab @ School of Information Sciences Slide 3
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Purpose

« Be aware of these problems & know how to mitigate
or avoid the potential attacks

 Start to know current research topics regarding
security & privacy in online social networks

LERSAIS Lab @ School of Information Sciences
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Background — OSN
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Friendship
Network
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Entities, Elements & Mechanisms

User’s Social Network

— Friends
— Mutual Friends

— Recommended Friends

User’s Posts

— Messages
— Photos

— Check-ins (LBSN)

e User Identity / User Profile
— Attributes

e Venue (LBSN)
— Attributes

f

e Mechanisms

— User Authentication

— Access Control Mechanisms

LERSAIS Lab @ School of Information Sciences
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Outline

 |dentity & Authentication Problems

— Emalil Address, Connections of ldentities & Login

— Authentication

e Privacy Issues

— Privacy of User Profiles

— Privacy of Friendships

 Malicious Resources
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Emalil Address as Identity [1]

* Most online systems adopt a user’s email address as
the user’s identity

e Caused and causing many threats

— Used to identify various identities of a user in many online
systems

— More vulnerable regarding online password cracking
» Share the same password

 Avoid the limits of fail login times

— Cracking one email address = Cracking related online
accounts associated with this email address

LERSAIS Lab @ School of Information Sciences
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Email Address as Identity (cont.)

e Possible solutions

— Different email addresses?
— Different passwords?

— Password management?

LERSAIS Lab @ School of Information Sciences Slide 11
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Email Address as Identity (cont.)

 Email address is private & sensitive

« Anonymous Email Service
— Like Craigslist email system

— leljin@anonymous.com <-> leijin@gmail.com

— Anonymous.com
v" Accept, extract messages and construct the new email, send
v"No any record

v Not record leijin@gmail.com as a plaintext

— Gmall

v" Not disclose leijin@anonymous.com

LERSAIS Lab @ School of Information Sciences
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Outline

 |dentity & Authentication Problems

— Email Address, Connections of Identities & Login

— Authentication

e Privacy Issues

— Privacy of User Profiles

— Privacy of Friendships

 Malicious Resources
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Authentication problems in OSNs

o Authentication between a user and a social

network system: facilitating login attempts
(Login)

« Authentication between users: validating a
user’s identity (Identity Validation)

LERSAIS Lab @ School of Information Sciences Slide 14



(¥4) University of Pittsburgh

Login

 Motivations

— Difficult to remember text-based passwords

— Tend to use one simple password for multiple systems

« Soclal Authentication: adopting users’ knowledge In
OSNs to authenticate users In order to facilitate their
login attempts

LERSAIS Lab @ School of Information Sciences Slide 15
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Photo-Based Authentication

 Proposed by Yardi et al. [2]

e Basic idea: authenticate a user’s login using the
tagged photos in Facebook based on the assumption
that a user can identify their friends from various

photos

LERSAIS Lab @ School of Information Sciences Slide 16
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Photo-Based Authentication (cont.)

* Facebook Implementation

 [tistriggered when the system detects a suspicious
login attempt, according to a set of heuristics

— the user logs in from a different geographical location

— uses a new device (e.g., computer or smartphone) for the
first time to access his account

LERSAIS Lab @ School of Information Sciences Slide 17
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Photo-Based Authentication (cont.)

« A sequence of 7 pages featuring authentication

AlhAllammAa~nAn AfFAv HaA mAa~nAirsAvA lnAamaAA AlibHlaArmErAAti AW

This appears to be:

J F‘ lakis Mdrw Lar.r._ini Georgios Kor t
( d o Maggi () Sotiris Ioannidi Angelos Ker -,L

them, but must correc:tly ldentiTy the people In at least
5 to pass the social authentication test
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Issues IN Photo-based Social

Authentication
 Kimetal. [3]
— Friend information is not private enough

Unwer51ty of Pittsburgh

— People in the photos can be automatic recognized using face
recognition tools

— Such a social authentication is vulnerable to statistical guessing
attack for the names

» Polakis et al. [4] conducted the real attacks for the photo-
based social authentication in Facebook

— Access to 42% of friends -> solve 22% of Facebook social
authentication tests

— Access to 120 faces of friends - > solve 100%

LERSAIS Lab @ School of Information Sciences Slide 19
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Improvements

« Polakis et al. [5]

— photo selection by using photos that fail software-based face
recognition

— pho
mat

nder image

ted
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Improvements (cont.)

« Jain et al. [6]: asks users to verify information about
private their social contacts and their interactions

* Results: not as what they expected, since many users
tend tQ MessgeTes elr

One of the following five piciures s of a friend with whom you exchanged 2 message with recently. Type In the complete name of that friend (Please

p r i V ate wait for the images to load)

LERSAIS Lab @ School of Information Sciences
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Conclusions - Login

« Soclal authentication (e.g., photo-based
authentication) still needs many improvements

— Not each user has enough friends who are tagged in the
photos

— No enough appropriate photos for authentications

— Theatrical analysis: How secure is it?

LERSAIS Lab @ School of Information Sciences Slide 22
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Ildentity Validation

 Motivations

 Difficult to identify the authenticity of a user’s
Identity in an OSN

— Identity Clone Attacks [7] -> Various Security & Privacy
Attacks

LERSAIS Lab @ School of Information Sciences Slide 23
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Ildentity Clone Attack [ 7] - Design

« Attributes: name, education, birthday...
e Friend network
— Friend List (FL): Connected friends of an ID
— Recommended Friend List (RFL):

v’ Generated by OSN systems (function of “People You May Know”
on Facebook)

v" Share same RFs
— Excluded Friend List (EFL):

v’ Social embarrassments

v’ Attackers - try to connect these individuals

LERSAIS Lab @ School of Information Sciences
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What are the best targets

Inactive

having Account
Account

Popular /

A\ Authority
Account
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R

.

Attribute As Target
Sub Targets:
1. Attribute Values Victim Faked Identity
2. Privacy Settings 7 8
I |
Name
College 7777777777 0000
*Grad School
*City: RN
Photo
Birthday

LERSAIS Lab @ School of Information Sciences
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Friend Networks As Target
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Cloned ldentity Detection [ 7]

Authentication
Schemes

A8,
L

An Input Identity

Profile Profile
Filtering Validatio

[ Candidate List j
Suspicious
Identity List

Similarity
Computation

@ Profile Similarity
Schemes

LERSAIS Lab @ School of Information Sciences
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Profile Similarity
Attribute Similarity

SA

S (P,P)= o Basic Principle: Similar Attributes in Two Profiles
JIA IxIA ]

Friend Network Similarity
For Basic Profile Similarity (BPS)

S (P.PY=(aS + 8BS +%S Basic Principle:
bf“( c V) ( o FPS HY fef) Mutual Friends in Friend Networks

For Multiple-faked Identities Profile Similarity (MFIPS)
S (P,P)=a(S__ +S )+pB(S__+S__)+yS

mfn s — fef

Basic Principle:
Similar Friends in Friend Networks

LERSAIS Lab @ School of Information Sciences
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Ildentity Validation

e Lietal. [8] propose a key exchange protocol that
utilizes the secret questions, which work like a

"natura
two pal

-

authenticator

'Y |

L

[ Question list, Q

authenticatee

b X

2

1. Did you take me out for dinner
last Friday?

2. Did we first meet in Starbucks?
3. Is Jack our mutual friend?

| send ()

)

amns

personal
answers
[ves. no. yes.

ans'
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personal
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Other security protocols J
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Ildentity Validation (cont.)

e Proposed by Zhao et al. [9]
e Basic ldea:

— A user trusts their friends and the trust in a social network
system is transitive. A user could find a trusted path,
Indicating the transmission of the trust, to another in a
social graph

— When two strangers meet in a social network, if they can
find a trusted path, then they can rely on this common
trusted persons in the path to authenticate each other

LERSAIS Lab @ School of Information Sciences Slide 32
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Conclusions - Identity Validation

« Many limitations

e Lietal:
— Friends in the physical world
— Not enough secrets
— How to select secrets

e Zhao et al:

— trust may not be transitive

LERSAIS Lab @ School of Information Sciences Slide 33
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Conclusions - Identity Validation
(cont.)

A practical approach [7]:

— To ask users to provide their IDs in the real world

— Education

LERSAIS Lab @ School of Information Sciences Slide 34
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Outline

 |dentity & Authentication Problems

— Email Address, Connections of Identities & Login

— Authentication

e Privacy Issues

— Privacy of User Profiles & Shared Resources

— Privacy of Friendships

 Malicious Resources

LERSAIS Lab @ School of Information Sciences Slide 35
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INnfer User’s Profile Information

« Assumptions: Friends tend to share the same interests

 Inferring a targeted user’s private attribute based on
his/her friends’ public attributes

e Example [10]:
— A user hides his education and occupation from the public

— Many of a user’s friends are current students at the
University of Pittsburgh

— Inference: University of Pittsburgh, Student

LERSAIS Lab @ School of Information Sciences 36
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Issues related to Shared Resources

e Photos
— A photo includes multiple individuals

— One of them posts it in his/her wall

— Privacy: others in the photos may be upset

e Check-ins (LBSNSs) [11]

— A user exposes where and when he is
— A user exposes Where his lives

— A user’s friend or other people expose the user’s location related
Information

« Existing Access Control mechanisms cannot address all of
these problems [12]

LERSAIS Lab @ School of Information Sciences
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Outline

 |dentity & Authentication Problems

— Email Address, Connections of Identities & Login

— Authentication

e Privacy Issues

— Privacy of User Profiles & Shared Resources

— Privacy of Friendships

 Malicious Resources
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Issues Related to Users’ Friend Lists

 Importance of the friend list
e What a user’s friends reveals

— Family, Work, Income, Reputation, Religion...
— Used for Identity Clone Attacks

— Used for Inferring Private Attributes

LERSAIS Lab @ School of Information Sciences 39
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Attacks - Expose a User’s Social
Network

« Mutual-friend based Attack [13]
 Friendship ldentification and Inference Attack [14]

"

LERSAIS Lab @ School of Information Sciences
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People You May Know See All

Mutual Friend Feature

91 mutual friends
€8l Add as friend

e Show mutual friends
between two users

/

e Useful feature, e.g. Friend . Voo o
Recommendation, Friend _- +
Introduction Wiikical
Friends
...and 9 others
[2nd ) Someone
Lack of the Access Control N

X 13 connections in common

Mechanism ! |

R e e e [_15[;]
i .---u. 'u:."n& HEnE

-B .:--.;LI!' -

L 21 connections in common
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Attack Example
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Defense Approaches

e Reason

s no restriction for querying mutual friends

o Defense approaches

s Hide user profile

¢ Access control to query mutual friends
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Friendship Identification & Inference

Attack
e Users’ Privacy Settings for Friend Lists

— Private

— Friends w/o an excluding list

~ Public

Friend List

Whao can see your friend list? I Friends
Remember: Your friends control who can see their fiendsnips (o ———
own timelines. If people can see your friendship on another tim & Public

Consistent
onSIs en they'll be able to see itin news feéd. search and other places o) v & Friends
Facebook Theyll alzo be able to see mutual friends on your tirm & OnlyMe
Amon . * custr
Following
7 Who can see the people and lists you follow? Q Tsinghua University
Use rs 4 Remember: The people you follow can see that you're following 7y Family
See all lists...

Learn More m

LERSAIS Lab @ School of Information Sciences
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Inconsistent Policles

A’s Friend List
§ T

¢ C
& T

LERSAIS Lab @ School of Information Sciences

C’s Friend List
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Inconsistent Preferences Example -1

LERSAIS Lab @ School of Information Sciences 46



Inconsistent Preferences Example -2

Inference

Inference

LERSAIS Lab @ School of Information Sciences 47
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Key Issue

« How to conduct effective inferences to identify the
private friendships

— Guess
— Similarity-based inferences

— Random-walk inferences

LERSAIS Lab @ School of Information Sciences Slide 48
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Attack Schemes

* One attacker node & one target

¢ Adversary chooses a number of users, who are the
most likely to be friends of a target, at one time
based on the calculations

« Multiple attacker nodes & one target

s Combine the attack knowledge (segments of the
network) from different attacker nodes to be a more
completed segment of the network

* Topology of the entire social network
(multiple attacker nodes & multiple targets)

+» Attack the most vulnerable targets first

49
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Defense App
A’s Friend List

® C
& T

roaches

C’s Friend List

« Squicciarini et al. -> voting algorithm & game theory

 Huetal. -> Label Privacy Level, minimize privacy

risk & sharing loss

LERSAIS Lab @ School of Information Sciences
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Outline

 |dentity & Authentication Problems

— Email Address, Connections of Identities & Login

— Authentication

e Privacy Issues

— Privacy of User Profiles

— Privacy of Friendships

 Malicious Resources
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 Venue Attributes

Place University Of Pitts... Fiag

Cre ator = University Of Pittsburgh School Of
Information Sciences
135 North Bellefield Avenue

Owner Pittsburgh, PA

Name
HS'I?LEl':irretlh

Address o

Geo-location

TOTAL PEOPLE TOTAL CHECK-INS

Category 153 1,563

Statistical Information - Owner

Promotion/Coupon (Set by Owner) “

LERSAIS Lab @ School of Information Sciences
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Malicious Venue Creation Attack

 ANY user can create ANY type of a venue without
being subjected to any AUTHENTICATION and
the AUTHORIZATION from the actual owner

 Venue Not Created in a LBSN

— Does not exist in the real world: deceive and confuse users,
destroy users’ trust for LBSNs

— Exists in the real world but not willing to share; e.g. home,
private place

* Venue Already Created in a LBSN

— Create a similar venue using a similar/alternative name; e.g.,
School of Information Sciences - 1School

LERSAIS Lab @ School of Information Sciences
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Venue Ownership Hijacking Attack

* Bypass the owner authentication process & become the owner
of the created venue

e Owner Authentication in Foursquare, Yelp and Facebook
Place

— Phone number

— Address

e Impacts
— EXxpose customers’ visit information: users’ privacy

— Manipulate coupons/promotions: financial loss and/or destroy user trust
on the venue

A 4
— Change the address of the venue foursquire
SPECIAL

HERE

Check in 10 Uniock speciat. et ut with
Srimncss and meplons what's sty

feurnquare com
@ lvarsquare

LERSAIS Lab @ School of Information Sciences



i [
il

(&4) University of Pittsburgh

Venue Location Hijacking Attack

* Venue’s location Is associated with its geo-location
not the physical address

e (Geo-location is dynamic in terms of possible
Inaccurate GPS signals

» Location update: the center of all the honest check-ins
marked by a LBSN

-—
WE’RE

'POPULAR
i (o] ']

- foursquare)

LERSAIS Lab @ School of Information Sciences 55
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\@ Users” Honest Check-ins & Marked C ) Users” honest Check-ins & Marked
as Host Check-ins by System as Dishonest Check-ins by System

C Users’ Dishonest Check-ins & Marked @ Users’ Dishonest Check-ins & Marked

as Honest Check-ins by System as Dishonest Check-ins by System

s !\ Actual Location of the Venue /;.‘ Manipulated Location of the Venue
IV
0
Pt
~ -
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Combined Venue Attacks

\Venue Venue
Location Ownership
Hijacking Hijacking

attack attack

Malicious
\Venue Creation
attack

LERSAIS Lab @ School of Information Sciences
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University Of Pittsburgh School Of
Information Sciences
135 North Bellefield Avenue
Pittsburgh, PA

]
@ Marlborough Rd
Forbete Squirrel Hill Fe
o = Darlington Rd 0
2 3 amhé'i‘on
= 2 Bartlett St
B Bartiet St 3
-~ = BEI
Google ® o
peacon

TOTAL PEOPLE

153

TOTAL CHECK-INS

1,511

University Of Pittsburgh School Of
Information Sciences
135 North Bellefield Avenue
Pittsburgh, PA

s St z
Doud ® Qui®
IS Phillip:
T
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z % 0 y 5 Hill South
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Directions Directions

Moved 2 Miles
away In May,
2012

Moved 3 Miles
away in July,
2012
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School Of Information Sciences,
University Of Pittsburgh
135 North Bellefield Avenue
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Directions
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& Its Check-Ins In
August, 2012
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