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Term Explain

De-id: De-identification, the process 
used to prevent a person's identity from 
being connected with information

PHI: Protected Health Information (e.g. 
your health record)

NLP: Nature Language Processing



Agenda
• Why de-id is important

• Challenges in de-id process

• Best practice of de-id process



Why important?

• Deep Learning bring clinicians the possibility 
to use NLP+DL to ease their daily job:

• Linguamatics

• Talix

• Health Fidelity

• A lot of DL algorithm needs medical data 

• We can’t use clinical records directly 
because it contains your personal 
information



A simple de-id 
sample

Before de-id:
“Tony Wang living in Pittsburgh
uses Aspirin and feels better now” 

After de-id:
“XXX living in XXX uses Aspirin and 
feels better now” 



Sounds easy, 
Why this is a 
problem?



Challenge 1

• De-id process should try to preserve 
semantic meaning.

• If we replace everything to “XXX”
we lost the semantic information like 
“Place”, “Name” which is important for 
NLP task

“<Person> living in <City> uses Aspirin and feels 
better now” 



Challenge 2

• We need to preserve the co-reference 
information

“Tony Wang living in Pittsburgh uses Aspirin 
and feels better now. He should continue use it 
for the next month. 

Hannah also living in Pittsburgh and uses 
Aspirin and she doesn’t like it.” 



Challenge 3
• people names, location can be infinite. 

No explicit rules for them

• Also suffer from the wrongly 
spelled name 



Challenge 4
• de-id requires several times (usually, 

you can’t do it success in one time)

• More or less there will be data leak and 
it’s not easy to react to this easily 



Challenge 5
• De-id software has limit integration with 

NLP algorithm 

• Usually, if anything wrong happened in 
de-id process and they need to be re-
run, the de-id process will re-run from 
plain text and the NLP pipeline needs to 
be totally re-run which is very very slow  



Challenge 6
• Different organization use their own de-

id format 

• In Mimic III dataset and the one 
from UPMC dataset the format of 
the data is quite different.

• First they don’t contain the same 
data type

• Second, even for the same data 
type, they are in different data 
format
• E.g.  [** date **], **DATE



Challenge 7
• poor designed de-id format

• In UPMC dataset, their de-id format is 
like ‘**<data type in uppercase>’ 
however, they also has some header 
data like ‘’********<uppercase 
word>”

• Also the half-opened format make it 
possible to merge de-id format with 
following text. 
• 120ML

• **NUMML



How to solve the challenge?



Step 1: Follow a guide

• HIPAA Rules : design the 
basic workflow for de-id 
process and the data type

• Didn’t provide 
implementation

Re-identification

https://healthitsecurity.com/news/de-identifcation-of-data-breaking-down-hipaa-rules




HIPAA also defines a formal sets of data type

• The geographic unit formed by combining all ZIP 

• dates

• Telephone numbers

• Vehicle identifiers and serial numbers, including license plate numbers

• Fax numbers

• Device identifiers and serial numbers

• Email addresses

• Web Universal Resource Locators (URLs)

• Social security numbers

• Internet Protocol (IP) addresses

• Medical record numbers

• Biometric identifiers, including finger and voice prints

• Health plan beneficiary numbers

• Full-face photographs and any comparable images

• Account numbers

• Any other unique identifying number, characteristic, or code, except as permitted by paragraph (c) of this section [Paragraph (c) is presented below in the section “Re-
identification”]; and

• Certificate/license numbers



Disclosure of 
Record-Level 
Data 

Data Reduction 

• Suppression of direct 
identifiers  

• Reduction in detail

• Sampling 

Data Modification 

• Random addition of “noise” 
to the data

• Randomization of data values

• Data swapping

Data Suppression Pseudonymisation



Disclosure of Aggregate Data

• Restriction-Based Methods

• Cell suppression

• Changing the classification scheme 



Step 2: 
Establish 

standard de-
id format



What kind of 
format is 

good?

• Easy to distinguish in the text

• Better to be closed on both word side.

• You can special utf-8 char as the boundary 
char

• Use the format to preserve information as much 
as possible

• E.g. **DATE:2555** is better than ***DATE*

• Format should support coreference

• E.g. if the same name appear a lot inside 
original text they can use the same id 
**NAME:<id>**



Step 3: build 
automation 

tool



Algorithm we 
could use

Dictionary Look up Regular Expression

Rule Based Engine

NLP+DL model

•Name Entity Recognition model: 
https://arxiv.org/abs/1603.01360

•Using attention model which can discover new 
name entity which not appear in dictionary

•DL Coreference model: 
http://nlp.seas.harvard.edu/papers/corefmain.pdf

https://arxiv.org/abs/1603.01360
http://nlp.seas.harvard.edu/papers/corefmain.pdf


Step 4: 
integration



Integration

Integration with NLP 
algorithm pipeline

Generate 
tokenized 
text instead 
of plain text

Ready for 
information leak and 
re-run de-id process

Only run de-
id to word 
with problem

Improve the 
performance 

Use index 
wisely
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