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Term Explain

: De-identification, the process
used to prevent a person's identity from
being connected with information

: Protected Health Information (e.g.
your health record)

: Nature Language Processing




* Why de-id is important
Age N d J * Challenges in de-id process

* Best practice of de-id process




Why important?

* Deep Learning bring clinicians the possibility
to use NLP+DL to ease their daily job:

* Linguamatics
* Talix
* Health Fidelity

* Alot of DL algorithm needs medical data

* We can’t use clinical records directly
because it contains your personal
information

(HF) HEALTH FIDELITY

Q Linguamatics



Before de-id:
= living in
uses Aspirin and feels better now”

A simple de-id

sample
After de-id:

= living in uses Aspirin and
feels better now”




Sounds easy,
Why this is a
problem?



Challenge 1

* De-id process should try to preserve
semantic meaning.

* |f we replace everything to “XXX”
we lost the semantic information like
“Place”, “Name” which is important for

’

NLP task

“ living in uses Aspirin and feels
better now”



Challenge 2

* We need to preserve the co-reference
information

“ living in Pittsburgh uses Aspirin
and feels better now. should continue use it
for the next month.

Hannah also living in Pittsburgh and uses
Aspirin and she doesn’t like it.”




Challenge 3

e people names, location can be infinite.
No explicit rules for them

* Also suffer from the wrongly
spelled name




Challenge 4

» de-id requires several times (usually,
you can’t do it success in one time)

e More or less there will be data leak and
it’s not easy to react to this easily




Challenge 5

* De-id software has limit integration with
NLP algorithm

* Usually, if anything wrong happened in
de-id process and they need to be re-
run, the de-id process will re-run from
plain text and the NLP pipeline needs to
be totally re-run which is very very slow




Challenge 6

 Different organization use their own de-
id format
* In Mimic Ill dataset and the one

from UPMC dataset the format of
the data is quite different.

* First they don’t contain the same
data type
* Second, even for the same data
type, they are in different data
format
 E.g. [** date **], **DATE




Challenge 7

e poor designed de-id format

* |[n UPMC dataset, their de-id format is
like “**<data type in uppercase>’
however, they also has some header
data like “********<yppercase

word>"

* Also the half-opened format make it
possible to merge de-id format with
following text.

* 120ML
e« **NUMML







Step 1: Follow a guide

: design the
basic workflow for de-id
process and the data type

* Didn’t provide
implementation

~ S
HIPAA

Health Insurance Portability
and Accountability Act

HIPAA Privacy Rule
De-identification Methods

[

Expert
Detemrmination
§ 164.514(b}1

Apply statistical or
scientific princi ples

Wery small risk that
antici pated recipient

,,\\cuu |d identify individ ualj

Safe Harbor
§ 164.514(b)(2)

Removal of 18 types of
identifiers

Moactual knowledge
residual information can
identify individual

Re-identification



https://healthitsecurity.com/news/de-identifcation-of-data-breaking-down-hipaa-rules

Disclosure

Control
|
v v
Intended Unintended
Disclosures Disclosures

Will record-
level data be
disclosed?

Record-Level
Disclosure

'

Suppress direct
identifiers

Need ability to
re-identify or link
data at a later
date?

Add pseudo-ID or
encrypt direct identifier(s)

|

:

v

Security controls to prevent, loss,
theft, hacking, malicious use by
insiders, etc.

- determine appropriate controls
through Threat/Risk Analysis

v
anlement controls)

Statistical or
Summary Data
Disclosure

Y

Address Residual Risk of

Identification from
Indirect Identifiers

Ethics review

If small cell size:

(preferred) or
(b) suppress cell
data

Operation by
a Trusted
Third Party

(a) change statistically
variable scramble
categories the data

Round or

Address Residual Risk of
Identification from Indirect
Identifiers (see Figure 2)

Figure 1 Applying Tools for Disclosure Control

Release
summary data

v
Gelease record-level data)

v L2 v
Use Use Use
Procedural Statistical Heuristics
Controls Controls
y
If possible, See text for
release only examples
a random
v sample of
the dataset
Apply data
h 4 reduction
User Agreement: techniques
- limit access
- limit further Y
disclosure Apply data
(disclosure not modification
transitive) .
- prohibit attempts el T
to re-identify or
contact data
subjects
\ J

Figure 2 Applying Tools for Disclosure Control (Indirect Identifiers)



HIPAA also defines a formal sets of data type

The geographic unit formed by combining all ZIP
dates

Telephone numbers

Vehicle identifiers and serial numbers, including license plate numbers
Fax numbers

Device identifiers and serial numbers

Email addresses

Web Universal Resource Locators (URLs)

Social security numbers

Internet Protocol (IP) addresses

Medical record numbers

Biometric identifiers, including finger and voice prints
Health plan beneficiary numbers

Full-face photographs and any comparable images
Account numbers

%ny o']Eher uniciue i(c:Ijentifying number, characteristic, or code, except as permitted by paragraph (c) of this section [Paragraph (c) is presented below in the section “Re-
identification”]; an

Certificate/license numbers



Data Reduction

e Suppression of direct
identifiers

¢ Reduction in detail

Disclosure o S

Record-Leve
Data

Data Suppression

Data Modification

e Random addition of “noise”
to the data

e Randomization of data values
e Data swapping

Pseudonymisation




Changing the Classification Scheme by Collapsing Cells To Combine
Data Ranges:

Gender " .
variable Bottom-coding Top-coding
Under 12 12 to 15 16 to 19
(] Males 23 20 18 19 80
Disclosure of Aggregate Data e I A R N A
Total 25 25 25 25 100
Collapse cells to eliminate small cell size:
Under 15 16 to 19 20+ Total
Males 43 20 15 80
Females 7 5 5 20

* Restriction-Based Methods e s @
* Cell suppression
° Changing the CIaSSification SCheme Table 2 Changing the Classification Scheme to Eliminate Small Cell Sizes

by Changing Data Ranges

Changing the Classification Scheme by Changing the Cut-Points for
Data Ranges

Gender
variable

Bottom-coding Top-coding

Under 12 12 to 15 16 to 19 20+ Total
Males 23 20 18 19 80
Females 2 5 7 6 20
Total 25 25 25 25 100

Under 13 13 to 16 17 to 20 21+ Total
Males 26 20 19 15 80
Females 5 5 5 5 20
Total 31 25 24 20 100




Step 2:
Establish
standard de-

w W 2
R w b ¢
wr

NDA

*

STA

id format

RD




e Easy to distinguish in the text
* Better to be closed on both word side.
* You can special utf-8 char as the boundary

What kind of char

* Use the format to preserve information as much

fO rmat IS as possible
J e E.g. **DATE:2555** s better than ***DATE*
good:

* Format should support coreference

e E.g. if the same name appear a lot inside
original text they can use the same id
**NAME:<id>**




Step 3: build
automation

tool

.Lclad XML documents

FLE | TooLs
Fields Mess Examples
X-PATH v DV M@ Original
[#] /[ClinicalDocumentrecordTarget/patientRole/patientinamel_. ] o ¥ name use—l’ -
ini il il — ) '
[7] /ClinicalDocumentirecordTargetpatientRole/patientiname/f.. [ | T prefizx =Mr.
- given ="Adam’
Add.. 2.Add & edit ) o o
- de-identification rules given qualifier=CL" ="Frankie
family =Everyman’
administrativeGenderCode co
birthTime value="19541125'
marital Statu De-identify Field t
Value Generator Advanced Mode religiousAffil Find Ctrl+F [:me="Christian (non-Cathelic, non-specificf ¢|=
ceCode come—rew— ' stem="2.16.840.1.113883.6 238" co
Corffiguration = . < o . ‘1_ “ ) -
ethnicGroupCode code="2186-5" displayName="Not Hispanic or Lating' codeSystem="2.16.1
Type: Excel File - . .
guardian
» birthplace
File: C:\ProgramData‘CaristicCommon' Samples Excel'\Patien Ty ,‘.','_," » languageCommunication =
Worksheet: Demographics » Column: B - . - B iI-I‘I — | 4
First row: Last row: De-identified
" o -
Generate @ Random values () Sequential list ¥ name use= L
) prefix =Mr.
[] Restrict to values between |0 and 0 characters given =Kelvin
[0 Include random blanks given qualifier="CL' ="Frankie'
family =Rosaric’
administrativeGenderCode code="M' m="2.16.840.1.113883.5.1" displayMame="1
birthTime valu=="19541125"
maritalStatusCode code="M" displayame=Married' c ystem="2.16.840.1.1138835.2
religiousAffiliationCodecode="1013" dizplayilan hristian (non-Catholic, non-specific) cf =
mmcalode code="2106-3" displayh em="2.16.840.1.113883.6.238' co
4.Click to process all roupCode co "2186-5 displayName="Not Hispanic or Lating' ¢
3.Click to check XML documents selected |
Bxample:  Lynch result in the Message tab . atstep 1 ce
- _' * languageCommunication =

s

. u A




Dictionary Look up Regular Expression

Algorithm we

CO u |d L Se NLP+DL model

eName Entity Recognition model:

eUsing attention model which can discover new
Rule Based Engine name entity which not appear in dictionary
eDL Coreference model:



https://arxiv.org/abs/1603.01360
http://nlp.seas.harvard.edu/papers/corefmain.pdf

Step 4: il ™ ™

!ntegra’c\o‘:\J '

Integration




Integration
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