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Overview of Healthcare IT/Industry



Healthcare Ecosystem:
Healthcare and Public Health (HPH) Sector as a CI

Laboratories, Blood & Pharmaceuticals

Pharmaceutical Manufacturers
Drug Store Chains
Pharmacists’ Associations
Public and Private Laboratory
Associations

Blood Banks

Medical Materials

Medical Equipment & Supply\
Manufacturing & Distribution
Medical Device Manufacturers H

Health Information Technology E

Medical Research Institutions
Information Standards Bodies

Other Clinical Medical System Vendors

Federal Response & Program Offices

Coordinated Response Activities
Under Emergency Support Function 8
Government Coordinating Council
Federal Partners (e.g., HHS, DoD,
other sector partners)
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Healthcare Systems
Professional Associations
Medical Facilities
Emergency Medical Services
Consumer Devices '\ BYOD

Mass Fatality Management Services

/ Cemetery, Cremation, Morgue, and

Funeral Homes

'-_ Mass Fatality Support Services (e.g.,
: coroners, medical examiners, forensic
: examiners, & psychological support

personnel)

Health Plans and Payers

Health Insurance Companies & Plans
Local and State Health Departments
State Emergency Health Organizations

Public Health

Governmental Public Health Services
Public Health Networks

Source: https://www.phe.gov/Preparedness/planning/CyberTF/Documents/report2017.pdf 3



ﬁ Unique culture within HHS

= Open, and sharing — towards mission

= Services provided to huge number of patients
and related entities

= Need to access info quickly — staff make
potential mistakes

= E.qg., leave workstations open
= Hospitals are public institutions — open!

= Staffs/Physicians change/rotate
= All these impact Cybersecurity issues



Cybersecurity in Healthcare Industry

= Typically viewed as an IT Challenge

= Approached reactively
= Not seen as protecting patients !!

= Limited financial resources

= A lot of legacy devices —

= Increasing connectivity — sensors, IoT devices
= Lack of understanding of cyber risks

= Limited education and awareness programs

Need organizational culture shifts and increased support
and direction from leadership

A majority of healthcare sector made financial investments
only in last five years
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Some key issues related security &

privacy risks

= Healthcare data — does not change over
time and value may increase

= Reflected in price of medical records in dark
web

= Use when appropriate (job, when
prominent, etc.)

= Potential for fraud (prescription medicine,
insurance, medicare, etc.)

= Impacting safety and health, & social
image

= Competitive disadvantage, brand damage,
negative impact on confidence of patients,

DARK WEB:

« Complete medical
records: $60

« SSN: $5

« Stolen CC: $1-$3

Medical Identity Theft:
"The info crime that can
Kill you”
https://www.mlmic.com/wp-

content/uploads/2014/04/Dateline-
SE_Spring15.pdf

|aWSUitS, etc. time. In 2013, there were an estimated 1.84

million victims of medical identity theft costing

$12.3 billion." This represented a 20% increase
from 2012. There is no doubt that medical



Risk in Healthcare industry

151 potential risks across the

— i i value chain
= 2015 - HPH experienced more cybersecurity 68 confidentiality (C) risks,

incidents resulting in data breach than any of | - 30 availability (A) risks,
the other 15 critical CI sectors © 30 integrity (1) risks, and

23 patient safety (PS) risks.
= Hospital ransomware attack is growing

Figure 4 Health Care Subsector Risks across the Value Chain

Providers

Health Plans and Payers

Health Information and
Medical Technology

Laboratories and Patient
Service Centers

Medical Devices &
Equipment

5 10 15 20 25 30 35 40
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Subsector or business

= Confidentiality m Availability w Integrity m Patient Safety
process
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EHR

Risks to EHR r‘;«%

= Regulatory mandates — will force all EHR vendors to have a shared,
publicly-available application interface

= Goal — patients can use “third party applications” to gain access to their
health data for improved service delivery

= Can exacerbate cybersecurity — need secure interoperability!!
“EHR is the hub and connected devices are spokes”

= Complex mix of applications, programs, and interfaces from a variety of
vendors

= Attack surface increases!!
= Massive support and governance structure needed to support
= patch management and
= Significant data flow change
= connection to “spokes” which have their own software may be fragile

The ecosystem is as strong as the Weakest link



Risks to Networked environment & Medical
Devices

= Increased attack surface because increased connectivity of medical
devices

= On the other hand provides opportunity for improving healthcare delivery
= Patients may be physically affected

Risk Description

Table 1

Risk Descript
Uncontrolled distribution of passwords, disabled passwords, hard- X X X X

Failure to provi| ¢oded passwords for software intended for privileged device access

medical devipe (e.g., to administrative, technical, and maintenance personnel).
in older medice

Unauthorized access to the health care network, which allows X X X X
access to other devices.

Security vulnerabilities in off-the-shelf software due to poorly X X X X
Malware whicl| designed software security features.

Improper disposal of patient data or information, including test X

Device reprogr
prog results or health records.

unauthorized u

i . | Misconfigured networks or poor network security practices. X X X X
Denial of servi

Exfiltration of || Open, unused communication ports on a device which allow for X X X X
unauthorized, remote firmware downloads.




Recent Data Breaches in Healthcare from other sources
I In 2018

https://www.hipaajournal.com/july-2018-healthcare-data-breach-report/

Biggest healthcare data breaches
Healthcare Data Breaches by Month

Anthem
80 million affected
Source: HHS Office for Civil Rights
+ableau g =

- TSRS S T T s — Feb-18 Mar-18 Apr-18 May-18 Jun-18 Jul-18
Organization B't:i:;\d:d Type of Breach
T Anthom & gy m— July 2018 impacted 2,292,552 patients (543.6% more
| & than in June) — worst in 2018 so far
PREMERA | <= 11,000,000 Hacking /1T | 't I
1
Excellus ©*© 10,000,000 Hacking / IT Incident Healthcare Records Exposed by Month
(e W. W Hecalch 4,500,000 Hacking / IT Incident 2292552
Iﬁie R 3,900,000 Hacking / IT Incident
CarehitTst ©&© 1,100,000 Hacking / IT Incident
697,586 Hacking / IT Incident
894874 838587
557,779 Hacking / IT Incident il
433149
331837 356232
31« BEACON 306,789 Hacking / IT Incident T i 3087@ o
e =L 160,000 Laptop Theft

Jan-18 Feb-18 Mar-18 Apr-18 May-18 Jun-18 Jul-18
2015 Total 111,022,154 (al t 35% U.S. pop ) el




Largest Healthcare Data Breaches of 2018 (Jan-July)

Entity Name Entity Type Records Exposed Breach Type
U Causes of Healthcare Data Breaches (July 2018) e
C
Di
S¢ Improper Disposal - 2 HaCking,
M Ransomware, Records Exposed by Breach Type (July 2018)
Li oss W1 malware infection,
‘ phishing, etc. Loss/Theft = 4195
ﬁ theft [l 2 '
)

s 3 i |

ui
H Unauthorized Access/Disclosure I - Unauthorized Access/Disdosure - 245597

M Location of Breached PHI (July 2018)

. e

Data Breaches by Covered Entity (July 2018)

MedEvolve Busine:

St. Peter’s Surgery &
Endoscopy Center ezl

Boys Town National \‘
Research Hospital Azl 4
3
y 011

Laptop Other Paper/Films N

» Healthcare Provider = Health Plan » Business Associate

https://www.hipaajournal.com/july-2018-healthcare-data-breach-report 11



HEALTHCARE
CYBERSECURITY IS IN
" CRITICAL CONDITION

All these
contribute
to increased
risk

Severe Lack of Security Talent

The majority of health delivery orgs lack full-time,
qualified security personnel

Legacy Equipment
Equipment is running on old, unsupported, and
vulnerable operating systems.

Premature/Over-Connectivity
‘Meaningful Use’ requirements drove hyper-
connectivity without secure design & implementation.

Vulnerabilities Impact Patient Care
One security compromise shut down patient care at
Hollywood Presbyterian and UK Hospitals

Known Vulnerabilities Epidemic
One legacy, medical technology had
over 1,400 vulnerabllities

Source: Healthcare Industry Cybersecurity
taskforce June 2017

Risk
Management
Approach
(Macro-level)

Uses NIST CSF:
- identify

- Protect

- Detect

- Respond &
- Recover

Not specific to
Healthcare !!

FDA, ONC, OCR
guidance
important
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HEALTH CARE INDUSTRY CYBERSECURITY TASK FORCE

REPORT TO CONGRESS

Ta S k fo rce reCO m m e n d a ti O n RECOMMENDATIONS T0 ENHANCE CYBERSECURITY

Six high-level imperatives

= Define and streamline leadership, governance, and expectations for health care
industry cybersecurity.

= Increase the security and resilience of medical devices and health IT.

= Develop the health care workforce capacity necessary to prioritize and ensure
cybersecurity awareness and technical capabilities.

= Increase health care industry readiness through improved cybersecurity
$158.7 B awareness and education.

Invested in _ = Identify mechanisms to protect research and development efforts and
Healthcare intellectual property from attacks or exposure.

R&D In 2015 _ . . . e
= Improve information sharing of industry threats, weaknesses, and mitigations.
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Overview of Privacy and HIPAA
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First — recap of “Privacy”

= Hard to define

= "Privacy is the claim of individuals, groups, or
institutions to determine for themselves
when, how, and to what extent information
about them is communicated to others”

= Alan Westin, Privacy and Freedom, 1967

15



OECD Guidelines on the Protection of
* Privacy (1980)

= Collection limitation

= Data quality

= Purpose specification @) OECD
= Use limitation

= Security safeguards

= Openness

= Individual participation

= Accountability

http://www.oecd.org/document/18/0,3343,en 2649 34255 1815186 1 1 1 1,00.html#part2
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FTC Fair Information Practice
Principles

= Notice/Awareness

= Choice/Consent

= Access/Participation
= Integrity/Security

= Enforcement/Redress

(http://www.ftc.gov/reports/ ... find documents)

(OR: https://www.worldprivacyforum.org/2008/01/report-a-brief-introduction-to-
fair-information-practices/)

EU’s General Data Protection Regulation
EU’s Data Protection Directive

17


http://www.ftc.gov/reports/

HIPAA

s Health Insurance Portability & Accountability
Act Of 1996 (HIPAA),

= also known as the Kennedy-Kassebaum Act

= Protects confidentiality and security of health care data by
establishing and enforcing standards and standardizing
electronic data interchange

= Requires organizations that retain health care information to
use information security mechanisms to protect this
ilaformation, as well as policies and procedures to maintain
them

= Requires comprehensive assessment of organization's
information security systems, policies, and procedures



HIPAA (Continued)

= Five fundamental privacy principles:

Consumer control of medical information
Boundaries on the use of medical information
Accountability for the privacy of private information

Balance of public responsibility for the use of medical
information for the greater good measured against
impact to the individual

Security of health information



‘ Title Il \

f oy Y

Health Care Preventing Medical ~ Administrative Tax-Related Group Revenue
Access, Health Care  Liability Simplification Health Health Plan Offsets
Portability, and Fraud and Reform Provision Requirements
Renewability Abuse
' o Y
Electronic Data . -
Interchange Privacy Security
| * Security Standards: General Rules
{ + } * Administrative Safequards
* Technical Safeguards
Gransactinns) ( Identifiers ) ( Code Sets ) * Physical Safeguards

* Organizational Requirements

*» Policies and Procedures and
Documentation Requirements

Figure 1. HIPAA Components



HIPAA Rules

= HIPAA Rules: provide federal protections for patient
health information held by Covered Entities (CEs) and
Business Associates (BAs) and give patients an array of
rights with respect to that information.

= Privacy Rule -- protects the privacy of individually
identifiable health information;

= Security Rule -- sets national standards for the security of
electronic Protected Health Information (ePHI); and

= Breach Notification Rule-- requires CEs and BAs to
provide notification following a breach of unsecured Protected
Health Information (PHI).

CEs must comply with these.

BAs must comply with the HIPAA Security Rule and Breach
Notification Rule as well as certain provisions of the HIPAA
Privacy Rule.

Reading: Guide to Privacy and Security of Electronic Health Information
https://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf

21



L HIPAA

s CEs include

Health care providers
who conduct certain
standard administrative
and financial transactions
in electronic form,

Health plans: Individual
and group plans that
provide or pay the cost of
medical care

Health care
clearinghouses: entities
that process nonstandard
information they receive
from another entity into a
standard

Covered Entities Guidance:

https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/HIPAA-ACA/Downloads/CoveredEntitiesChart20160617.pdf

A Health Care Provider

This includes providers such
as

+« Doctors

Clinics

Psychologists

Dentists

+ Chiropractors

Nursing Homes

« Pharmacies

..but enly if they transmit any
information in an electronic
form in connection with a
transaction for which HHS has
adopted a standard.

A Health Plan

This includes:

+ Health insurance
companies

« HMOs

« Company health plans

« Government programs that
pay for health care, such
as Medicare, Medicaid,

and the military and
veterans health care
programs

A Health Care Clearinghouse

This includes entities that process
nonstandard haalth information they
receive fram another entity into a standard
{i.e., standard electranic format or data
content), or vice versa,

22



HIPAA: Business Associate

Privacy rule - allows CEs to share to disclose PHI to
BAs if they provide appropriate assurances

s BAis:

= “person or entity, other than a workforce member (e.g., a member of
your office staff), who performs certain functions or activities on your
behalf, or provides certain services to or for you, when the services
involve the access to, or the use or disclosure of, PHI.”

= BA functions or activities include: claims processing, data analysis, quality
assurance, certain patient safety activities, utilization review, and billing

= Examples:
= Health Information Organizations or Exchanges (HIOs/HIES);

= An entity that a CE contracts with to provide patients with access to a Personal
Health Record (PHR) on behalf of a CE

23



Patients Rights under HIPAA

= Notice of privacy practices (NPP)

= Patient Access to Information (within 30 days of request)

= Amending Patient Information (within 60 days of request)
=« Can file “statement of disagreement”

= Accounting of Disclosures (limited)

= Not needed for ones made for treatment, payment, operations and other
purposes.

= Rights to Restrict Information (use and disclosure)

= Rights to confidential communications
= Receive communications by means and from locations patients specify

Designated Record Set— is a group of records CE or BA maintains
to make decisions about individuals (e.g., medical and billing
records)

24



ﬁ HIPAA Privacy Rule

Privacy Rule

Protects most individually identifiable
health information held by a CE and BA —
called PHI (Protected Health Information)
related to

= Demographic information

= The individual’'s past, present, or future
physical or mental health or condition,

= The provision of health care to the
individual, or

= The past, present, or future payment for
the provision of health care to the
individual.

Also - identifies the individual OR there is a reasonable basis to
believe it can be used to identify the individual

List of 18 Identifiers

1. Names;

2. All geographical subdivisions smaller than a State,
including street address, city, county, precinct, zip code,
and their equivalent geocodes, except for the initial three
digits of a zip code, if according to the current publicly
available data from the Bureau of the Census: (1) The
geographic unit formed by combining all zip codes with the
same three initial digits contains more than 20,000 people;
and (2) The initial three digits of a zip code for all such
geographic units containing 20,000 or fewer people is
changed to 000.

3. All elements of dates (except year) for dates directly
related to an individual, including birth date, admission
date, discharge date, date of death; and all ages over 89
and all elements of dates (including year) indicative of such
age, except that such ages and elements may be
aggregated into a single category of age 90 or older;

4. Phone numbers;

5. Fax numbers;

6. Electronic mail addresses;

7. Social Security numbers;

8. Medical record numbers;

9. Health plan beneficiary numbers;

10. Account numbers;

11. Certificate/license numbers;

12. Vehicle identifiers and serial numbers, including license
plate numbers;

13. Device identifiers and serial numbers;

14. Web Universal Resource Locators (URLS);

15. Internet Protocol (IP) address numbers;

16. Biometric identifiers, including finger and voice prints;
17. Full face photographic images and any comparable
images; and

18. Any other unique identifying number, characteristic, or
code (note this does not mean the unique code assigned
by the investigator to code the data)

25



HIPAA Privacy Rule

Establishes national standards for the protection of certain health
information.
The Privacy Rule standards address

= “the use and disclosure of PHI as well as standards for individuals’ privacy
rights to understand and control how their health information is used and
shared, including rights to examine and obtain a copy of their health
records as well as to request corrections”

= limits Uses and Disclosures of Patient Information “

Rules related to
= Permitted Uses and Disclosures, etc. (Usage and Disclosure related)
= Notice and Other Individual Rights
= Administrative requirements — policies and procedures

(Check for more info: https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html)

26



Establishes national set of minimum

HIPAA Security Rule &iisse b e s

maintain, transmit.

Six main sections
Security standards: General Rules

general requirements all CEs must meet;
establishes flexibility of approach;

identifies standards and implementation specifications (both required and
addressable);

outlines decisions a CE must make regarding addressable implementation
specifications; and

requires maintenance of security measures to continue reasonable and
appropriate protection of electronic protected health information.

= Ensure the confidentiality, integrity, and availability of ePHI that it creates, receives,
maintains, or transmits;

= Protect against any reasonably anticipated threats and hazards to the security or
integrity of EPHI; and

= Protect against reasonably anticipated uses or disclosures of such information that
are not permitted by the Privacy Rule.

27



HIPAA Security Rule

= Administrative Safeguards
= administrative actions and policies, and procedures to
manage the selection, development, implementation, and
maintenance of security measures to protect electronic
protected health information and to manage the conduct of
the covered entity's workforce in relation to the protection of
that information.”

= Physical Safeguards

= physical measures, policies, and procedures to protect
electronic information systems and related buildings and
equipment from natural and environmental hazards and

unauthorized intrusion.

28



HIPAA Security Rule

= Technical Safeguards
= the technology and the policy & procedures for its use that
protect electronic protected health information and control
access to it

= Organizational Requirements

= includes standards for business associate contracts and other
arrangements, including memoranda of understanding between a
CE and a business associate when both entities are government
organizations; and requirements for group health plans.

29



HIPAA Security Rule

= Policies and Procedures and Documentation
Requirements

= Requires implementation of reasonable and appropriate policies
and procedures to comply with the standards, implementation
specifications and other requirements of the Security Rule;

= maintenance of written (which may be electronic) documentation
and/or records that includes policies, procedures, actions, activities,
or assessments required by the Security Rule; and retention,
availability, and update requirements related to the documentation.

30



NIST 800-66R1 on

HIPAA

= HIPAA Security
Rule is all about
effective risk
management

=  Assessment,
analysis of risk
is foundation
for CEs
compliance
efforts

Can apply:
NIST-RMF

Federal Enterprise Architecture

Architecture Description

FEA Reference Models
Segment and Solution Architectures
Mission and Business Processes
Information System Boundaries

Repeat as necessary

—>

Step 6

MONITOR
Security State

SP 800-37 / 800-53A

Step 5

AUTHORIZE
Information Systems

SP 800-37

Plan of Actions & Milestones

-

ORGANIZATIONAL VIEW

Risk Executive Function
Starting
Point

Step 1

CATEGORIZE
Information Systems

FIPS 199 / SP 800-60

RISK
MANAGEMENT
FRAMEWORK

Security Life Cycle

Step 4

ASSESS
Security Controls

SP 800-53A

Security Assessment Report

Performance Reference Model

« Government-wide Performance
Measures and Outcomes

« Line of Business-specific Performance
Measures and Outcomes

Business Reference Model

=
S

S8 - Lines of Business

g - Agencies, Customers, Partners

<3

c & =

g Service Component Reference Model
=

ad - Service Layers, Service Types

§ § - Components, Access and Delivery Channels
5=

ae Technical Reference Model

o

» Service Component Interfaces, Interoperability
- Technologies, Recommendations

Data Reference Model

* Business-focused Data Standardization
- Cross-agency Information Exchanges

Security and
Privacy
Overlay

Security and
Privacy Factors
Security and
Privacy Factors
Security and l
Privacy Factors
Security and
Privacy Factors
Security and

Privacy Factors

Component-Based Architectures

Federal Enterprise Architecture
Security and Privacy Profile

Organizational Inputs

Laws, Directives, Policy Guidance
Strategic Goals and Objectives
Priorities and Resource Availability
Supply Chain Considerations

->

Step 2

SELECT
Security Controls

FIPS 200 / SP 800-53

Security Plan '

Step 3

IMPLEMENT
Security Controls

SP 800-70

-




The American Recovery and
Reinvestment Act (ARRA) of 2009

= After great recession!! JU——

B

= Most significant changes " HITECHAct
= The final breach notification rule e \
= Updates to business associate I 4 ‘\\ |
responsibilities [/
. -/ HIPAA
= Expansion of penalty consequences \

\ { e Privacy Rule

= Investigative authority for potential « Security Rule

violations to the Attorney General of
each state

“The Health Information Technology for Economic and Clinical Health (HITECH) Act, enacted as part of the American
Recovery and Reinvestment Act of 2009, was signed into law on February 17, 2009, to promote the adoption and

OCR meaningful use of health information technology. Subtitle D of the HITECH Act addresses the privacy and security
concerns associated with the electronic transmission of health information, in part, through several provisions that
strengthen the civil and criminal enforcement of the HIPAA rules.”

Strengthens HIPAA -



£ HITECH Act

/ HIPAA
« Privacy Rule
e Security Rule

HITECH Act &,

= Expands Administrative Simplification provision and added business associates
to the list of those who are directly culpable for compliance to HIPAA

= OCR took control of enforcement of HIPAA vis the HITECH Act — dramatic effect

= HITECH requires

= Business associate to implement each of the CIA safeguards under the HIPAA Security
Rule that already applied to covered entities

= Also imposes new requirements for covered entities to limit disclosures of PHI “to the
extent practicable” to limited data set or, if needed by the CEs, to the min necessary to
accomplish the intended purpose

= Also changes to HIPAA —

= Providing individuals with right to obtain PHI in e-format,

=« Enhancing fines and penalties for breaches

« Dramatically changes the definition of “breach” as — an acquisition, access, or disclosure of unsecured
PHI that is not otherwise permitted under HIPAA that compromises the security and privacy of PHI

33



HITECH Act

= HIPAA Beach Notification — did not exist prior to HITECH Act

= One of the most drastic change!!
= Any breach that impacts 500 or more individuals — needs to be reported

= Scope of CEs also clarified to include business associates such as
= Billing providers
»« Health information exchanges
= Software companies
= Cloud computing providers
= In some cases Banks

= Safe harbor in HITECH for encrypted info

« If the info breached was encrypted with certified FIPS 140-2 encryption — the breach
does not have to be reported

= Provides funding for auditors to review the security practices of
covered entities in US

34



Paradigm Shift in Health care:
Anywhere anytime, personalized
health

35



Continuous
Monitoring
and On-time =

intervention in- »body/ot-body |mplantab|e/
wearable devices, sensors

~I!

Integrated @ NH'NI

s Anywhere, Anytime Personalized Care AR,
Healthcare/medicine

Enablers - = rormator

= Medical devices, IoT & Sensor technologies

= Mobile and Web technologies,

= Social networking, Cloud computing,
Location based services

=« Big Data analytics — AI, ML, ....

Many value added features/services

G SELF CARE 7
Active
Participation
in Personal Health
.
Social Support $ o
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Complex

.

Single use mHealth Social mHealth Integrated mHealth Complex mHealth

Focuses on a single purpose Draws upon the support Links apps and devices Leverages advanced,

for a single user, typically and encouragement with the formal healthcare integrated analytics for

consumer initiated: provided through social system: decision support:

- smartphone apps and networks: « mobile technology linking + predictive analytics
wearable tech products - gamification and patients and HCPs applied to complex data
that support the user to competition based apps + tailored to multiple end generated through mHealth
record data which may be which encourage users to users: consumers, physicians applications
communicated to others meet goals and administrators. - focus on achieving optimal

- consumer driven, focus on » consumers likely to pursue i TTetie e GER Srss tis management of a specific
wellness, diet and exercise. activities independently. patient uses is incorporated into the disease.

) ) i I 1 patients overall health record, giving a
Fitness tracker, weigh loss apps Fitness tracker sharing vis a SN physician a more complete view
Source: Four Dimensions of Effective mHealth, Deloitte US Center for Health Solutions, 2014 Data mining using algorithms to analyze data collected via

mobile devices to deliver insights on an individual’s patterns of
behavior for individual health management purposes. Data
analysis oriented towards improving public health responses
through analysis of sub-populations with different risk profiles
and appropriate targeting of public health interventions

I/



mHealth App market
10 takeaways

'd’ql'

o]
325',000 health apps mm‘ﬂﬁ
available in 2017
78,000 new health apps
added to major app stores in the last year
Android overtaking Apple
in numbers of available health apps

3.6bn apps will be downloaded

by users in 2017 (estimated)

18% not developing health apps

due to uncertain regulations

Insurers are the #1 future distribution

84,000 health app publishers channel
releasing apps 53% of digital health practitioners expect
Gap of demand and supply widening health insurances to be future distribution
with high number of developers, low channel with best market potential

downloads growth rates
$5.4bn investment into digital health start-ups
fueling the market

28% pure digital market players
in the digital health industry

Source: mHealth App developer survey economics 2017/2018
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mHealth App market

3.7 BN HEALTH APPS WILL BE DOWNLOADED IN 2017

325’000 MHEALTH APPS AVAIL/ BIGGEST SHARE COMES FROM ANDROID

Estimated total downloads of mHealth apps (billions)
NUMBER ONE FOR HEALTHCARE
Number of mHealth apps displayed in App St

160

Android

Thousands

140 ooy +20%
120
100 .
i0S
80
60 Windows Phone
Others
40 2013 2014 2015 2016 2017E
20 R‘m!mﬁ Source: Research2Guidance - mHealth App Developer Economics study 2017 - n = 2,400
. [ ] . — —

Google Play Store Apple App Store Windows Phone  Amazon App  Blackberry World
Store Store

‘ ! G Source: Research2Guidance - mHealth App Developer Economics study 2017 - n = 2,400 39
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. Diverse mHealth publishers

DIGITAL INTRUDERS: TH  A| sEEN AS THE MOST DISRUPTIVE TECHNOLOGY; SUCCESSFUL APP

PURELY DIGITAL MARKET pyBLISHERS ARE GENERALLY MORE BULLISH ABOUT NEW TECHNOLOGIES

Your organization is best describe|  p1ost disruptive technologies to the data health sector within the next five years

Gover

Education/Training compar
Non-profit organization (NGO) 1
University 4%
Telecommunications 1%

App developer/ Agency 4%

Consultancy/ Market
research company 5%

IT/Tech

company 13 ,@@ 4\‘& s Full sample
Q)
ng(\ ——Successful publishers*
M *Successful publishers = >1M USD revenue and max 500 employees
Reonn = comee | SOUrce: Research2Guidance - mHealth App Developer Economics study 2017 - n = 2,400 ©Research2Guidance 2017
R‘mlwﬁ Source: Research2Guidance - mHealth App Developer Economics study 2017 - n = 2,400 ©ResearchZGuidance 2017
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But ... Security & Privacy sianificant
concerns Biggest healthcare data breaches

Privacy and Security are the | Healthcareisar @& =+
most important concerns i vulnerable indust

David Kotz et.al, “Privacy and Security in Mobile Health: A Research Agenda,




Security and Privacy Issues/Challenges

= At-large

Enablers
= Medical devices, IoT & Sel
= Mobile and Web technoloc

= Social networking, Cloud
Location based services

= Big Data analytics — Al, M|

Inherit all their Levera

Security & Privac
Healthcare I

HEALTHCARE
CYBERSECURITY IS IN
CRITICAL CONDITION

Severe Lack of Security Talent
The majority of health delivery oras lack full-time,
qualified security personnel

Legacy Equipment
Equipment is running on old, unsupported, and
vulnerable operating systems.

Premature/Over-Connectivity
‘Meaningful Use’ requirements drove hyper
connectivity without secure design & implementation.

Vulnerabilities Impact Patient Care
One security compromise shut down patient care at
Hollywood Presbyterian and UK Hospitals

Known Vulnerabilities Epidemic
One legacy, medical technology had
over 1,400 vulnerabilities

Source: Healthcare Industry
Cybersecurity taskforce June 2017




Security and Privacy Issues/Challenges
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Security and Privacy Issues/Challenges
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Security and Privacy Issues/Challenges

Threat agents:
Insider OR Qutsider

1
v

Attack sources by industry
1 January 2016 through 31 December 2016
Industry sector ; gﬁa’[ﬁ
u,l'u-“"‘a“a@ﬁ oo UhUjL

Financial services

Irformation and communications

Manufacturing

Retail

Healthcare

Figure O Amack sources by indusiry — 1 Januwary 2016 through 31 December 2016.

Figure 5. Security threats healthcare organizations worry about most

Three responses permitted

el regerce. E—

Cyber attackers 40';!{,5%
Mobile device insecurity = 3‘3]3"%
Use of public cloud services 292\%%
Malicious insiders 233"%
Employee-owned mobile devices or 23%
BYOD 29%

Identity thieves

Insecure mobile apps (eHealth)

Process failures
System failures

Insecure medical devices
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Some of our efforts:
Intimate Partner Violence (IPV)

30% of women impacted
globally (as per WHO, CDC)

? w
About T IN 3 womenand 1 iN 6 men

in the U.S. experienced some form of

contact sexual violence during their
lifetime.

CoIIaboratlon with:

1in 6 womenand 1 in 19 men in Rose__Constgntlno (School of Nursing)
;huiil;.gs.tﬁzﬁelli'fi:?i:f: stalking at some point BaIaJI Pa Ianlsa my (SCI)
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HELPP Zone

(Health, Educatlon on safety, Legal Part|C|pant Preferred)

Just-in-time
communication
and intervention
from and by
trusted contacts

Text based
messasing

Dynamic
trusted contacts

_____________________________

."@@
9

n [Name*: [First ating | B |mysta V| |James Joshi B
. ; _ | | 8n/202 Active Helpers Phone #: 4122222222 > |
| Status™
| | Fir 4 > € OST
8/2/2012 ‘ Inactive Helpers
' Wieitin e
2 ‘ v
Location: |Pitisburgh = |
Add a Helper
Confirm Cancel | [Create a new event? Create Confirm Cancel
B C D E

@ Picka Phone Number

412-624-2121
(Emergency)
412-624-4040 (General
Assistance) .

412-648-7930 (Sexual
Assault Services)

| Cancel

HELPP: Please give me a call.
I need to pretend I am
talking to you.

James Joshi <412-323-3233>

iw

H

James Joshi <412-333-3333>

B U R@3som

HELPP: I'm at 40.430862866666665, -79.91916983333333. I siid

Please come here and get me.

FIRE SAFETY TIPS

.l (awvslwvh dIDr? (WYSIWYG
me. *What You See |
Ge , ust like x

re
corridor of near an exit door.
© When you hea e building's
emergency alarm, evacuate the
building immedi my
« Evacuate any building on campus
by following EXIT signs. Do n o e
tl wators  during  emergen
nless  directed by ege w
responsep eeeeeee
o If you ar e dsahlcd call EHBS at
412.6: to develop an
idual emergency evacuation

TIPS FOR A SAFER CAMPUS
When walking or running:

* Carry a whistle or personal alarm
that  makes a  high-pitched,
nanateating saund

Carnegie Mellon University

Carlow University

Duguesne University

Chatham University
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Rose Constantino, Amirreza Masoumzadeh, Lei Jin, James Joshi, Joseph Burroughs, Dominique de la Cruz, “HELPP Zone App
and TMI: Disrupting Intimate Partner Violence in College Students” 2013 International Nursing High-end Forum (INHF), China,

22nd - 23rd June, 2013.

A. Masoumzadeh, L. Jin, J. Joshi, and R. Constantino, "HELPP Zone: Towards Protecting College Students from Dating

Violence," in iConference 2013 Proceedings, 2013, pp. 925-928.
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LEAF System:

(Lending Encouragement, Affirming Futures)

Social Mix-aware Anonymous

Dynamic Location Location-based
index Social Network

Social Mix-aware

Information Personallzled
Propagatlon Privacy policies
T

Social Network Infrastructure Layer Social Network
- Distributed Multi-level i
Atackresilent | oo Network || Sacial i Mobile app
Social Mixes Architecture Protocols

” $ & 3 )

{Anonymous Communication Network}

. J

LEAF:A Privacy-conscious Social Network-based Intervention
Tool for IPV Survivors

Balaji Palanisamy Sheldon Sensenig James Joshi Rose Constantino
School of Information Sciences, University of Pittsburgh  School of Nursing, University of Pittsburgh
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LEAF Social Network

(a) An example LEAF netw

ymous communication
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Summary

= Healthcare Ecosystem & HIPAA Overview
= mHealth — anytime, anywhere!
= mHealth Market data
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