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ICT Supply Chain el

e Complex, Global, Distributed
Interconnected Networks

Organizations, processes,
products, services and
infrastructure

Today’s: Significant Complexity,
Diversity and Scale

e System integrators
distinct role of assembling

Example:
Target breach — HVAC company

information systems, SVSte'm Glofxgl-éhpply chain is the “the next |
components, and information : playground for hackers,”
services : (International Maritime Bureau (IMB))

Will Be Identified as a Top Three
Security-Related Concern by Global
2000 IT Leaders by 2017




Supply Chain Risk

e ICT supply chain risks ICT Supply Chain Risk

include —_————
. . . L External: e.g. weaknesses in the supply chain,
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e Risks through exploits of - —

vulnerabilities
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*  Reduced functionality:

poor or counterfeit From: data loss, modification or exfitration

To: mission/business o
COmpOnentS function Frem: unanticipated failures or loss of system availability

Adversarial: capability and intent N 3 based on

From: reduced availability of components

e Unwanted functionality:

maluare inserted, poor | L

quality

Figure 1-1. ICT Supply Chain Risk

SC and Globalization

e Adversary may include: Individuals, Orgs, Nation-states

Directly or indirectly affect management and operations of

companies; E.g.,

= foreign nation states may force (i) a manufacturer to hand over spec of
sensitive US system (i) insert malware

e Need to protect information that
= describes the ICT supply chain (e.g., information about the paths of ICT
products and services, both logical and physical),
= traverses the ICT supply chain (e.g., intellectual property contained in ICT
products and services), and
= information about the parties participating in the ICT supply chain (anyone
who touches an ICT product or service throughout its life cycle).




Integrate SC with RM

Frame risk — establish the context for e
risk-based decisions and the current

state of the system or ICT supply
chain environment;

Assess risk — review and interpret
threat, vulnerability, and related
information;

Information and
Communications Flows

controls; and,

Respond to risk once determined —
select, tailor, and implement mitigation

Monitor risk on an ongoing basis,

including changes to an information
system or ICT supply chain

environment,

¥

Information and
Communications Flows

- Y
A——lp

STRATEGIC RISK

- Traceability and Transparency of

- Organization-Wide
Risk Awareness

Risk-Based Decisions

ORGANIZATION

Communications
- Feedback Loop for

/

N

- Inter- Tier and Intra-Tier

Continuous Improvement

Table 2-1: Supply Chain Risk Management Stakeholders

Tiers Tier Name

Generic Stakeholder

Activities

/i

Organization

Executive Leadership (CEO, CIO. COO. CFO,
CISO, CTO. etc.) - Risk executive

Corporate Strategy,
Policy, goals and
strategies

Tiers Tier Name

Generic Stakeholder

Activities

2 Mission

etc.)

Business Management (includes program
management (PM), research and development
(R&D). Engineering [SDLC oversight],
Acquisitions / Procurement, Cost Accounting, -
“ility” management [reliability, safety, quality],

Actionable Policies and
procedures, Guidance and
constraints

3 Operation

Systems Management (architect, developers,
QA/QC. test, contracting personnel (approving
selection, payment and approach for obtaining,
maintenance engineering, disposal personnel, ete.)

Policy implementation
Requirements, constraints
implementations




Enterprise

MissionIHusiness Process

System

ICT SCRM Activities in Risk Management Process

Frame .

Develop ICT SCRM Policy
Conduct Baseline Criticality
Determination

Irtegrate |CT SCRM
considerations into enterprise
rick management

Define ICT SCRM Mission/business
requirements

licurpurate Lhese requirements
into mission/ husiness processes
and enterprise architecture
Establish ICT SCRM Risk
Assessment Methodology
Establish FIPS 199 impact levels
Conduct Mission Function Baseline
Criticality

Determination

Determine ICT SCRM risk
assessment methodology

Define systemrlevel
ICT SCRM
requirements

Assess

- Integrate ICT $CRM
considerations into
enterprise risk
management

* Conduct Risk Assessment
including Criticality
Analysis for mission
threads

* Determine current risk
posture

= Conduct ICT SCRM Risk
Assessment including
Criticality Analysis for
individual systems

+ Determine current risk
posture

Respond

= Make enterprise risk
dedisions to aveid, mitigate,
share, or ransler risk

* Salect, tailor, and implement
appropriate enterprise ICT
SCRM controls

* Document controls in
Enterprise ICT SCRM Plan

* Make mission/business-level
risk decisions te avoid,
mitigate, share, or transfer risk

* Select, tailor , and implement
appropriate mission/ business-
level controks

* Document controls in Mission-
level ICT SCRM Plan

= Make mission/business-level
risk decisions to avoid,
mitigate, share, or transfer risk

* Select, tailor , and implement
sppropriate system-level
contrals

+ Document ICT SCRM controls
in System Security Plan

« Morritor

Integrate ICT SCRM into agency
Continuous Monitoring
program

Monitor and evaluate
enterprise level constraints and
risks for change and impact
Monitor effectivenass of
enterprise-level risk response

Identify which mission
furctions needto be
manitored for ICT supply chain
change and assessed for
impact

Integrate ICT SCRM into
Continuous Monitoring
processes and systems
Monitor and evaluate mission-
level risks and constraints for
change and impact

Monitor effectiveness of
mission level risk response
Monitor and evaluate
system-level requirements
and risks for change and
impact

Maonitor effectiveness of
system-level risk response

Figure 2-3, ICT SCRM Activities in Risk Management Process
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Inputs

« Enterprise policies, stra
governance

goals

requirements

Enterprise

quality, cte. )

fisks, fisk tolerance
Supply chain map

Mission functions
Criticality of functions.
Enterprise Architecture

Wission/Business Procas:

- Functional requirements
+ Security requirements

System

« Applicable laws and regulations
* All mission functions and business.

= External and Intemal customer

T——

Mission-level security policies

Frame Step

togies, + Conduct Basefine Criticality
Determination

+ Develop ICT SCRM Policy

+ Integrate ICT SCRM
considerations into enterprise
risk management

+ Cnterprise processes (security,

- Enterprise threats, wunerabilities,

——

* Define ICT SCRM Mission/business.
requirements

* Incorporate these reguinements
into mission/ business processes
and ente rprise architecture

+ Establish ICT SCRM Risk
Assessment Methodology

+ Establish FIPS 198 im pact levels

+ Conduct Mission Function Raseline
Criicality
Determination

* Determine ICT SCRM rlsk
assessment met hudology

QOutputs

* ICTSCRM Policy

* Baseline Criticality
Determination

* ICT SCRM considerations
integrated into enter prise
risk management

= ICT SCRM Miss ior |!!u>mr:>:

requirements

« Revis ed mission /business
processes and enterprise
architecturs

+ ICT SCRM Risk Assessment
Methadalogy

* FIPS 199 impact level

= Mission Function Baseline
Criticality
Determination

= ICTSCRM Risk Assessment
Methodology

Figure 2-5. ICT SCRM in the Frame Step
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- System-level ICT
SCRM requirements

level

[ X J
[ X J
[ X J
[ X
[ X J
Threat Agents :
Threat Agent Scenario Examples
Counterfeiters | Counterfeits Criminal groups seek to acquire and sell counterfeit ICT
inserted into ICT components for monetary gain. Specifically, organized
supply chain (see crime groups seek disposed units, purchase overstock
Appendix F items, and acquire blueprints to obtain ICT components
Scenario 1) that they can sell through various gray market resellers
to acquirers‘l
Insiders Intellectual Disgruntled insiders sell or transfer intellectual property
property loss to competitors or foreign intelligence agencies for a
variety of reasons including monetary gain. Intellectual
property includes software code, blueprints, or
documentation.”
Foreign Malicious code Foreign intelligence services seek to penetrate ICT
Intelligence insertion (see supply chain and implant unwanted functionality (by
Services Appendix F inserting new or modifying existing functionality) to be
Scenario 3) used when the system is operational to gather
information or subvert system or mission operations.
Terrorists Unauthorized Terrorists seek to penetrate ICT supply chain and may
access implant unwanted functionality (by inserting new or
modifying existing functionality) or subvert system or
mission operations.
Industrial Industrial Industrial spies seek to penetrate ICT supply chain to
Espionage Espionage (see gather information or subvert system or mission
Appendix F operations.
Scenario 2)




Threat Considerations

Table 2-5. Supply Chain Threat Considerations

Tier

Threat Consideration

Methods

Tier 1

* Organization’s business and mission

* Strategic supplier relationships

+ Geographical considerations related to
the extent of the organization’s ICT
supply chain

+ Establish common starting points for
identifying ICT supply chain threat.

* Establish procedures for countering
organization-wide threats such as
natural disasters.

Tier 2

* Mission functions

+ Geographic locations

* Types of suppliers (COTS, external
service providers, or custom, etc.)

+ Technologies used enterprise-wide

Identify additional sources of threat
information specific to organizational
mission functions.

* Identify potential threat sources based
on the locations and suppliers
identified through examining the
agency supply chain map.

Scope identified threat sources to the
specific mission functions, using the
supply chain maps.

Establish mission-specific preparatory
procedures for countering threat
adversaries/natural disasters.

Tier 3

* SDLC

Consider the phase in the system
development life cycle to determine
the level of detail with which threats
should be considered

Identify and refine threat sources
based on the potential for threat
insertion within individual SDLC
processes.

Vulnerabilities

Table 2-6. Supply Chain Vulnerabilities Considerations

\ Tier | Vulnerability Consideration \ Methods \
| Tier1 * Organization’s business and mission |« Examine agency Supply Chain Maps
= Supplier relationships (e g, system and/or historical data to identify
integrators, COTS. external services) especially vulnerable locations or
s Geographical considerations related to organizations.
the extent of the organization’s ICT * Analyze agency mission for
supply chain susceptibility to potential supply chain
* Enterprise / Security vulnerabilities.
Architecture + Examune system integrator and
* Criticality Baseline supplier relationships for
susceptibility to potential supply chain
vulnerabilities.

* Review enterprise architecture and
crticality baseline to identify areas of
weakness requiring more robust ICT
supply chain considerations.

Tier 2 « Mission functions + Refine analysis from Tier 1 based on
» Geographic locations specific mission functions and
« Types of suppliers (COTS, custom, applicable threat and supply chain
etc) information.
» Technologies used + Consider using CVEs to characterize
and categonize vulnerabilities.

+ Consider using scoring guidance to
prioritize vulnerabilities for
remediation.

Tier 3 + Individual technologies, solutions, + Use CVEs where available to

and suppliers should be considered

characterize and categorize
vulnerabilities
» Identify weaknesses




Consequences of SC threats

e Examples of SC Consequences and Impact:

e An earthquake in Malaysia reduced the number of
commodity DRAMs to 60% of the world’s supply,
creating a shortage for hardware maintenance
and new design.

e Accidental procurement of a counterfeit part
resulted in premature component failure, therefore
Impacting organization’s mission performance.

Integration with RM

e Need to identify: Agency constraints and SC-
specific constraints

Tier Agency Constraint ICT Supply Chain Constraint
Tier 1 * Enterprise policies, strategies, + Develop enterprise ICT SCRM policy
governance based on the existing agency policies,
« Applicable laws and regulations strategies, and governance; applicable
« Mission functions laws and regulations; mission
« Enterprise processes (security, functions: and enterprise processes.
quality, etc.)
Tier 2 + Mission functions * Define ICT SCRM Mission/business
* Criticality of functions requirements.
* Enterprise Architecture * Incorporate these requirements into
* Mission-level security policies mission/ business processes and
enterprise architecture.
Tier 3 * Functional requirements ¢ Define system-level ICT SCRM
* Security requirements requirements.




Assess Step

i = ICT SCRM Palicy = Integrate ICT SCRM

® = Basddine Criticality weiderations into.

1 Determination eniberpr ise sk management.
E

w

P ———
T——

1CT SCRM # Conduct Bick Arcaccmont
Misgion/business induding Crticality Analysis
requirements for misgion threads
Revised mission/business * Duterming cument rick
processes and enterprise posture

architecturs

1T SCHM Risk Assessment

Metheniobigy

FIPS 199 impact leve s

* Mission Function Baseline

Criticality

Dreterminat ion

* ICT SCRM Risk Assessment

Methadabgy

.t
— T

Mission/Business Process

- Systenbeve! KT SCRM =+ Conckct ICT SCAM Ridk
requirsmants A et ineluding
Criticality Analyshs for
indrvidual systems
* Denerming cument risk
posmie

System

Qutputs

= ICT SCRM considerations.
integrate dinto erberprise risk
maragEment

0

+ Mission funetion critiesiity

* Mistion risks.

* ICT supedy chain risk i
asessment for mission
threads b

L

= ICT sUppiy chain risk
asse ssment for indevidual
systems,

Respond Step

Respond

- KT SCRM conskderations = Ml enterprive risk decisions to
integrated ino enterpice ik Bvoed, Mitigate, share, of wansfer
Fanagement ek

3 * Seloce, tailar, and implement
= appropriste enterprise ICT SCAM
i controls
E = Docurment controls in Enerprise
ICT SCRM Plan
e e —
T T——
-
g * Mission function eriticality * Make mission/businessdovel rick
2 « Mission risks decigons to avoid, mitigate, share,
& = ICT supply chain risk o transfer risk
i assessment for mission = Sddext. tailor , and implement
= threads appropriate mission/ business-level
é controls
T * Docurment contrals in Mis sion-lewel
k-] ICT SCRM Plan
E
= —— ———
el —
— ——
* ICT supply chain risk = Make misslon/business-devel risk
assessment for individual decisions 1o svoid, mitgate, share,
sysems af trandfer risk

= Sadect, tailor , and mplement
appropriste systern-bevel contrels

= Docurment ICTSORM cntrols in
Systern Security Plan

System

* Risk decisions

* Imglemented control

* Entempae 1T SCRM Plan

* Feedback to enterprse-level
foundational processes that ane
not ICT SORM

|

* Risk docitons

* Implemented controls

* Mission-level ICTSCRM Plan

» Feedback to mission function
level foundational processes
that are not ICT SCRM

0

* Risk deciions

« Implemented controls

* Updated System Security Plan

* Feedback 1o sys tem-level
foundational processes that are
ot 1CT SERM




Monitor Step

* Intey ale |CT SCRIV intu agey * ICT Sapply Chzin interated into agancy
Continuous Monitaring program Continuous Manitoring program

* Organization’s ContinuoLs
Monitoring program

N - Riskdedisions * Manitor znd evaliate entarprise-level « Regulor reporting cs o port of
2 + Implementzdcontrols constraints and risks for change and Continuous Manitoring Program

B - Enterprise ICT SCRM Plan Impact . « Areas of imprevemert based on

% * Monitor effectiveness cf enterprise- reporting

£ lewl risk e ponse « Hewor changed constrairts that would

trigger -e-assessment of risk

* leentify whicy H;s\cnfum(ian; » ICT Supply Chzin integrated nto mission-

———

ﬁ = Mission Function-evel naed to be monitored for ICT level Continuous Monitaring activties

8 Continucus Moaitor ng supaly rain charge and asszssed * Regu ar reporting as 3 part of Continuous
< activities Tor impact Wonkarirg activities

2 = Risk decisicns * Irtegrate ICT SCRM into Continuous — « prca: of imprevemert based cn

H - Implementzd controls Monitorng processes and systems feforting

Ei = Mission-evel ICT SCRM Flan * Monitor and evaluate mission-lzval * New or changed ccnstrairts that would
E risks and constraints for change and trigger ‘e-assess ment of rek

5 impact

n = Monitur effectiveness of missione

H level risk response

—~——

+ Mon ter and evaluste system + IZT Supoly Chein integreted nto system
£ = System lavel Continuous lewel requirerments and risks for lav| Continuoss Monitoring activitles
& Monitoring Activities changeandimpact + Regularreparting as = mr of Continuous
z * Risk decisicns * Mon ter effectiveness of system- Mcnitoring activ ties.
* Implementad controls level risk response + Areas of improvement based on repotitg)
= Updated System Securty Plar + New or changed censtraints that wauld

frigger e-assessment of risk

SC Environment

e System Integrators

organizations that provide customized services to an acquirer -
custom development, test, and operations and maintenance;
may include many suppliers

e Suppliers

organizations providing commercial off-the-shelf (COTS) to an
acquirer External Providers of InfoSys Services
Outsourcing IT services —

¢ Visibility and control of functionality and security
controls are critical




Summary

e Supply Chain Risk Management is critical to
ensuring the overall system security

e Proper integration of SCRM within the
organizational RM is important

e Three tiers of organizational risk
management need to be adopted for SCRM
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