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Abstract

A new paradigm, which is at the early stage of inception, is reshaping global
healthcare services with emphasis shifting from sporadic acute health care to
continuous and integrated health care - an approach being further perfected as
anywhere, anytime healthcare services. Recent advances in e-health informatics,
digital transformation and remote data exchange, mobile communication, and medical
technologies are the enablers of this new paradigm. Monitoring and on-time
intervention, integrated care, self-care, and social support are four value-added
features of anywhere, anytime health care. The already precarious security-privacy
conditions of healthcare domain are expected to aggravate in this new paradigm
due to lot more monitoring, collection, storage, sharing, and retrieval of patient
information as well as collaboration among many different caregivers, institutions
and systems. This paper aims to systematically rationalize and explore security-
privacy related issues in providing anywhere, anytime healthcare services. We survey
the existing approaches and discuss health IT infrastructural governance, institutional
and cross-national policy challenges to address the relevant security and privacy issues.
We categorize these issues in relation to the users, applications, communications,
and devices. A consolidated effort from technological, human factor, and social research
communities can lead to an adequate response to key privacy-security issues in this
nascent anytime, anywhere healthcare paradigm.
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Anytime, Anywhere Access to Secure,
Privacy-aware Healthcare Services: Issues,
Approaches & Challenges

1. INTRODUCTION

In recent years, a new paradigm is sweeping across healthcare services at a global proportion with emphasis
shifting from sporadic acute health care to continuous and more integrated health care. This shift in approach,
characterizing today’s healthcare services, may be effectively perfected through implementing and practicing
anywhere, anytime healthcare services. The benefits of the integrated healthcare (IH) paradigm include more
informed treatment, reduced healthcare cost and higher patient satisfaction.

The IH approach features four key value-added dimensions: continuous monitoring and intervention,
integrated care, self-care, and ongoing social and community support. With e-health informatics advances and the
miniaturization of mobile sensors and devices, rapid development and deployment of wireless communication,
social computing, and smartphone technology, today’s health care is equipped with technology to provide holistic
health care.

A first step to preventing acute health condition and mortality is health status monitoring. In 2011, a UK
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Department of Health reports that remote monitoring cuts patient death by 45% . Indeed, automated monitoring

such as blood pressure or high blood sugar can assist patients in managing chronic disease or health conditions.
Today, monitoring of basic activities of daily living (ADLs) such as bathing, dressing, toileting, and the like
(commonly known as Katz ADL?) for the elderly patients has become an essential part of geriatric care, particularly
for the aging baby-boomers. Apparently, such monitoring can provide good indicators of the patient cognitive and
physical capabilities. Owing to the inability to independently seek health care and their proneness to emergency
care, many elderly patients will benefit significantly from active health status monitoring. Oftentimes, when real-
time intervention is necessary to maintain good health and wellbeing, lifestyle and activity monitoring can become
part of the treatment for the patient.

From an integrated healthcare delivery perspective, the current health services system is largely fragmented.
Fragmentation can adversely impact health services quality, cost, and outcomes’. Multiple providers are often

engaged to offer different services through the different systems. Coordination among systems, services, and



providers is therefore key to secured and high quality patient care. While receiving treatment, the movement of
patients among multi-provider systems is characteristically not seamless as is desired in an integrated care model.
Additionally, while traveling or temporarily residing abroad, a patient’s frequent mobility, adds new challenges to
well-coordinated patient care.

Self-awareness is precursor to self-management. Currently, the ability of the patients to self-manage their
own health is the most desired route towards achieving better health and wellbeing. Living in a global village, we
are so well connected with one another and frequently move (travel) from one location to another. As a result, we
are exposed to different diseases and are likely to source a variety of services across a series of changing
environmental and climatic conditions. In fact, the declining health and wellbeing among today’s generation may
be attributed broadly to our lifestyle changes with increased exposure to “arm-chair” technologies, for instance, the
frequent use of, and engagement with, television programs and computer gaming resulting in a sedentary lifestyle
for many people, leaving them little to no motivation for physical exercise or outdoor recreation activities, thereby
leading to increased obesity.

As well, social and community support can impact one’s health and wellbeing. A health-conscious friend,
for example, can exert positive peer pressure on individuals towards inculcating a healthy lifestyle (and habits).
Friends, relatives, and social circles also play significant roles in the wellbeing of one’s mental health. Indeed, the
value-added emotional or informational support or companionship will often help reduce unnecessary
psychological distress. Patients with chronic or terminal illness have found engaging with appropriate social media
through the sharing of each other’s experience to be beneficial **.

While automated monitoring, integrated care, self-care, and social support can effectively support IH
services, as epitomized by anywhere, anytime healthcare services, the main challenge for practicing this approach
lies today in the security-privacy aspects of such services. Without ensuring the security and privacy of such
services, they will fall apart eventually due to non-acceptance by end-users and/or failure to comply with security-
privacy legislations. Moreover, abuses and misuses of such services can systematically cause harm of many forms,
from minor inconvenience to financial loss to major injury, even towards death. Similarly, breaches of patient
health information security and privacy in routine (and/or non-routine) data exchanges or transmission can
dangerously victimize a patient (i.e., becoming a victim of embarrassment, prejudice, discrimination, and more).

Notably, IH services sustainability will depend chiefly on the assurance of service compliance with privacy-security

mandates as legislated by the different countries where such practices are to be performed, as well as guiding such practices



based on commonly established principles dictating the protection of personal data privacy and security, particular the cross-
border flow of sensitive health data. Hence, our contribution here will be three-fold: First, we present a holistic
approach to information and communication technology (ICT)-based anywhere, anytime healthcare paradigm;
second, we explore security-privacy issues and review their considerations within the new IH paradigm; finally,
we discuss existing approaches and report on health ICT infrastructural governance, institutional and cross-national
policy challenges to address the key security-privacy issues.

The general layout of the paper is as follows. Section II characterizes a scenario of anywhere, anytime
healthcare services. Section III presents security-privacy issues related to realizing IH paradigm. Section IV surveys
potential approaches to address security-privacy related issues and inherent challenges faced by anywhere, anytime
healthcare services to be practiced within and, when needed or where possible, across the boundaries of different

countries. Section V presents concluding remarks.

2 ANYWHERE, ANYTIME HEALTHCARE SERVICES

More recently, the ease and convenience of receiving health care from anywhere and at anytime has become
possible with advances in e-health informatics, sensor technology, and mobile devices (e.g., smartphones). Central
to this approach is the consideration of health and wellbeing throughout a person’s lifetime. As aforementioned,
four added-value features of this approach include monitoring and on-time intervention, integrated care, self-care,
and social support, each of which brings unique challenges and issues regarding the delivery of safe, secure, and

privacy-aware healthcare services.

2.1 Monitoring Devices & On-Time Intervention

Owing to the rapid miniaturization of devices and advances in wireless technology, use of monitoring
devices for tracking health conditions is on the rise. Today, a system of remote sensors, spanning one’s body or
residence can be conveniently networked to monitor one’s physical or environmental characteristics. Such
monitoring can aid in identifying the susceptibility of certain diseases in a particular population, area, or
environment. It is also essential for early interventions, for example, when alerted to the onset of certain
diseases and/or being mindful of one’s deteriorating health conditions. Through early diagnosis and care,
significant long-term healthcare expenses may also be reduced.

Monitoring ( and on-time intervention) are beneficial in at least three (3) main areas: (a) lifestyle and



general wellbeing monitoring (e.g., daily weights, heart rate and rhythm while exercising); (b) chronic disease or
condition management (e.g., cardiac arrhythmia, diabetes, chronic pain); and (c¢) clinical workflow management
such as telehealth or face-to-face care activities (e.g., in-patient care workflow). Two types of health status
monitoring devices have been deployed: in-body (implanted) devices, and on-body ( wearable) devices. Implanted
devices (e.g., pacemakers, defibrillators, and neurostimulators) monitor and treat physiological conditions within
the body. These devices have wireless capabilities that enable remote monitoring of the patient’s health status
through an implant reader which can later forward information over the Internet to the caregiver. Wearable devices
include motion sensors and blood pressure meters, which are often used to aid lifestyle and general wellbeing
monitoring. Besides health status monitoring, user environment also needsto be monitored to ensure wellbeing.
Examples of such environmental monitoring include the normal daily routine monitoring of seniors such as ADLs,
and the environmental triggers monitoring for asthma.

Nowadays, radio frequency identification (RFID) technology is commonly employed to monitor medical
assets and personnel when there is a need to provide immediate care. For example, when patients seek emergency
medical attention, a health professional may need to be aware of implanted devices. In this instance, an
emergency doctor treating a patient who has an implanted pacemaker while suffering from heart attack can
attach RFID tags to the implant for device identification. It would be convenient to have the RFID reader give the
doctors immediate access to information about the pacemaker. To achieve this, a near field communication
(NFC) chip-embedded in a mobile phone can actas an RFID reader when the phone is turned on.

Once patient health information is collected, healthcare providers must store it in a way that is easily
and quickly accessible only to authorized personnel. As maintaining an ICT department to keep the patient
information digitally stored in a secure server can be costly for both small practices and/or for complex
management of such information treated in a multi-provider organizational setting, outsourcing of health
information management to cloud providers has emerged. Health clouds provide access to stored records
quickly and conveniently from anywhere at anytime. Further, as organizations grow, cloud vendors can often
provide infrastructural scalability as and when needed. With all the different monitoring devices, affordable
storage devices, and cloud infrastructure, health providers will quickly amass volumes of “sensitive” data. These
data are often heterogeneous in structure and character, but have the prospect to spur innovation and enhance our
understanding of patient care. Owing to increased health data exchanges, “big data analytics” are now needed to

search, share, analyze, or visualize such data, especially if the original data are also somehow “linkable.”



2.2 Integrated Care Model

Typically, a patient’s treatment may involve a physician visit followed by an assigned diagnostic lab procedure
before filling a prescription order at a local pharmacy. Additionally, the physician may require access to
information (i.e., the patient health history) held by other caregivers. Thus, no single caregiver can cater to all
of an individual patient’s needs. Given that a patient’s health information is often fragmented and/or dispersed
across multi-provider systems, proper coordination (and integration) among the different caregivers is essential to
properly care for a patient.

When sequencing healthcare services, there often is the need to coordinate different services with the
patient’s health information passed from one preceding service provider to the next. For example, a patient’s
surgery is often preceded by anesthesiology service and followed by a post-operative care, which may further be
followed by a rehabilitation service. In this instance, access to a patient longitudinal record of say, the treatment
history, will allow each care provider of the patient access to key relevant information at the point of care. For
patients having multiple disease complications, the accessibility and availability of such a comprehensive set of
records at the point of care will be even more important if the patient’s conditions and respective medical
interventions for one illness are to be considered while being treated for another condition.

In today’s highly connected world, the increased mobility of patients has also significantly increased
healthcare services needs for geographically dispersed locations. This is true especially with people who make
frequent trips to countries other than where they may be receiving primary care services. In November 2010,
over 1.6 million people traveled from the US to Canada. Among the frequent travelers are elderly patients and
those with chronic health conditions who may need frequent checkups and follow-ups. As a result, even cross-
border healthcare integration is creating a data sharing challenge. Healthcare providers must now understand how
the Internet and ICTs integrate with and extend on-site health facilities. Nationwide health information network
(NHIN)* is one such initiative underway towards information sharing among federal agencies, hospitals, and
doctor offices. In the near future, it is likely that on-site and online health services will become more blended so
that anyone can receive health services of their choice from any facility, locally or remotely.

Essentially, workflow in healthcare is viewed as a key technology for integration. Integration between

health services and wellbeing services is needed to aid people, communities, and even subsets of a country’s
population to live and maintain a healthy lifestyle. An integrated care model can be achieved by consolidating

healthcare services and workflow in healthcare via a horizontal vs. vertical integration. In the former,



independent healthcare providers collaborate towards accomplishing a broader goal (e.g., integrating hospital and
nursing homes). In the latter, interdependent service providers combine and coordinate efforts through proper
information exchange and information management (e.g., integrating primary care and specialty care). Both types

of integration interconnect services to enable seamless and continuous care.

2.3 Self-Care

Selfcare is a first step to living a healthy life, the first response to a health problem. As noted in the
Encyclopedia of Public Health®, support for self-care behavior has the potential to significantly improve an
individual’s health and wellbeing with instances of self-care behaviors to encompass: (1) seeking relevant health
information and evaluating the advice sought via lay and/or alternative care networks; (2) regular monitoring of
one’s own health and vital signs; (3) maintaining a healthy lifestyle and/or performing healthy lifestyle activities
such as adopting a healthy and low fat diet, smoking cessation and exercising; and (4) making informed decisions
about one’s own health. Seeking health-relevant information and self-education include reading books or pamphlets
on health and wellbeing, attending classes and/or searching the Internet for specific healthy lifestyle related topics,
as well as seeking advice from trustworthy care practitioners and/or joining a self-help group.

Since personal health record (PHR) is the prima facie observation by an individual about his/her own
health, it is at the center of self-management of personal health. On the one side, PHR can provide users with
information resources to understand their personal health; on the other side, decision-support tools can be
integrated into the PHR to aid users make health-promoting lifestyle choices and activities to support self-care.
Examples of current PHR systems include Microsoft’s HealthVault®®, The Patient Portal®’, MyChart®® and
MyOscar®. One 2008 study estimates that as many as 70 million people in the US have access to PHR systems®.
Once entered, a PHR system uses the information to provide users with a merged health record, comprising
information on conditions, and possible interactions among prescribed drugs, conditions, and allergies. Patients
may also maintain their health records in portable storage devices (e.g., USB keys) or transfer health
information from wearable monitoring devices to Bluetooth-enabled devices such as PDAs, cellphones, or
smartphones.

Web-based applications for self-management of chronic diseases are gaining popularity (e.g., the
diabetes management program described by Lorig et al.”). Many organizations and agencies (e.g., organization of

medical librarians®, Harvard Health’, HelpGuide'’, etc.) maintain credible web health resources (blogs, tools,



illustrations, videos). New frontiers for improving personal health and wellbeing include smartphones and tablet
applications, colloquially known as “apps”. Smartphone apps are possibly the best and most convenient way of
reaching people anywhere at anytime. These apps offer health assessment (e.g., BMI calculator), health activity
analysis (e.g., RunKeeper'' for GPS activity tracking during sport), awareness (e.g., CDC Vaccine Schedule,
Outbreaks Near Me — notifies users of outbreaks of infectious diseases worldwide), education (e.g., SleepBot —

graphs and analyzes sleep patterns), and even administers treatment (e.g., WebMD for iPad).

2.4 Social support

Social media'?(e.g., blogs, tweets, wikis, online social networks or OSNs) can become the enabler of social
connectedness. By and large, social connectedness and social support are useful mechanisms to help maintain
good health, with support coming from friends, family, acquaintances, or even strangers. Peer pressure can
influence individuals to develop healthy lifestyle habits with health conversation and health information sharing
taking place within OSNS.

Collective knowledge of users may provide unique insight into particular health issues, for example,
websites such as patientslikeme.com allow users to share personal experience, become more informed about
one’s symptoms and conditions while learning from others. Overall, OSNs can be valuable in facilitating the
promotion of healthy lifestyle activities such as having family members and friends track each other’s health
activities, provide encouragements and/or exert peer pressure to help individuals stay on a healthy lifestyle track.
BodySpace® is an example of a social fitness and weight- loss application. Ultimately, the purpose of these Web-
based social communities is to assist patients and their families to make more educated health choices. Yet,
health misinformation may be dangerous if and should the wrong health advice be offered.

Smartphones and other mobile devices boost social networks. Using these devices, for example, an
elderly or an infirm can constantly update their health status through tweets via Twittter'*. According to
Domingo", healthcare social networks provide an attractive platform for sharing ideas, discussing symptoms
and debating treatment options. OSNs mimic offline word-of-mouth (WOM) communications, implying that
health information may spread quickly even among OSN users who are not directly connected.

Today, health-related OSNs are gaining increasing popularity while general-purpose OSNs such as
Facebook are serving as pervasive outlets for health messages. FatSecret'®, for instance, is a free OSN service for

people who are interested in food and diet. As a community, FatSecret enables its users to share cooking recipes,



follow popular diets, and take up challenges together with other users (such as “Do not eat after 8pm”).

Aside from OSNSs, an individual patient’s blog post-chronicling the personal experience on fighting a
debilitating disease such as breast or prostate cancer can be very helpful to another patient. Likewise, a
caregiver’s blog with postings on professional experience in dealing with patients with specific chronic health
conditions can help another caregiver.

One emerging means to supporting social wellbeing is gaming. One such project to create virtual
immediacy between long-stay absentees and their primary social contact group is Scottie'’, whose target users are

primarily hospitalized children who have a need to maintain their relationships while being away from home.

3 SECURITY & PRIVACY ISSUES
At this point, we shift focus to key security-privacy issues in the context of the IH paradigm. In and of
itself, health information is privacy-sensitive. When President Clinton introduced HIPAA, he remarked that
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“Nothing is more private than someone’s medical or psychiatric records”

. Security vulnerabilities in healthcare
delivery systems may cause various consequences to patients including the denial of service to death. For
service providers, security vulnerabilities can lead to legal sanctions, financial loss, or loss of reputation. Indeed,
owing to the significant increase for information sharing among multi-providers to coordinate “care” within an
integrated care model, security-privacy issues have become quite complex. Moreover, some issues may have more
impact on one particular feature of this paradigm than another, for example, issues of device and communication
security will be more prominent in monitoring and on-time interventions whereas application security issues are
likely to be more conspicuous in self-care.

Figure 1 categorizes security-privacy related issues in IH paradigm into four planes: user, application,

communication, and device.

3.1 User-Plane Issues

At the user level, security-privacy issues originate typically from the preferences, perceptions, and abilities of the
respective users. With demographic profiles, physical and mental abilities of patients being different for different
users, privacy-security issues are thus be quite different for different individuals, resulting in the need to address

different types of attacks.



3.1.1 User Privacy Issues

Different patients perceive privacy differently. As healthcare domain covers patients of different race, color,
culture, age groups, moral and ethical values, patients have widely differing privacy preferences. As Berendt et al."
noted, some patients may be privacy fundamentalists®® (concerned about disclosing any data); some may be
marginally concerned” (willing to provide data under almost any condition), others may be profiling averse
(concerned about disclosing interests, hobbies, health status, etc.) while some others may be identity concerned

(concerned about revealing identity information such as name, email, address, etc.).

3.1.2 User Security Issues

Securing health information may not be the immediate concern of a patient. Patients would not restrict themselves
from using any service as long as they perceive health benefits resulting from it. A 2011 Pew Internet & American
Life Project® survey reports that 80% of Internet users search online for health information. As a result, the
phishing attacks targeting users seeking online health information are very likely to be successful. Many patients
are not technically savvy to understand the potential risks and security consequences of using health-related
tools, applications, and services. Health conditions may create added safety risks for patients when using a
particular health application or device, for example, hackers were found to assault epilepsy patients on the

Epilepsy Foundations online forums by embedding flashing animations designed to induce epileptic seizures®'.

3.2 Application-Plane Issues

At the application level, as they would have used some health applications to perform a variety of tasks, end-
users (i.e., patients, caregivers, researchers, or friends and family of patients) are most familiar with security
issues. Privacy-security concerns of smartphone apps and third party apps of OSNs in health care are looming due

to the ubiquity of smartphones and popularity of OSNs reaching out quickly to a massive number of users.

3.2.1 Application Privacy Issues

Most of the healthcare applications send, or have the capability to send, data from user computers to the
application servers. Generally, the application users have no clear idea about what information is being
transmitted, or who may be the recipient of the transmitted information.

A recent study?® reported that out of an examination of 101 popular smartphone “apps” (games and other



software applications for iPhone and Android phone), 56 of these apps transmitted the phone’s unique device ID
to other companies without the users’ awareness or consent. 47 apps transmitted the phone’s location in some
way while 5 of them sent age, gender and other personal details to outsiders. Many developers offer apps for free,
hoping to profit by selling ads inside the app. These apps transmit users’ locations to advertisers so that ads can
be targeted by location, which is a clear breach of location privacy. Furthermore, sometimes apps share age,
gender, income, ethnicity, sexual orientation and political views of the application users to advertisers. Google, for

example, discloses in its privacy policy that it may use information from user profiles to customize advertising™.

3.2.2 Application Security Issues

Today, the majority of personal health applications are developed for smartphones and tablets. However, the
protection mechanisms for such applications are often inadequate. For example, Android allows applications (or
developers) to specify the policy that govern access to their interface or data during the install time; yet, the
application has limited ability thereafter to govern to whom those rights are given or how they may be
exercised*. As aresult, amobile health (mhealth) app may inadvertently allow a malicious application to access
its interface or data or vice-versa for extending their features and offering more capabilities to users.

SMS phishing (also known as SMiShing) is on the rise as reported by McAfee Avert Lab™. A malware may
pose itself as a benign healthcare app and may access text messages, contacts, videos, phone transcripts, or call
history. Malware can use text-messaging APIs to send fake messages to people in contact list or block messages.
Using mobile voice-recording API, a malware application may turn smartphone into a tape recorder. Au et al.*®
pointed out that application developers request more information than what they need for the application and
hence breaches the principle of least privilege.

Health-related OSNs or virtual communities (VCs) are increasingly deployed as social support tools for
health and wellbeing. Sometimes OSNs and VCs serve vulnerable patients whose safety risks are much higher
than others, for example, patients who have been sexually abused or are mentally retarded. Since an OSN or a VC
is a web-based service, it consists of several components, namely, client-side code, server-side code,
application server, and web server, with the security vulnerabilities embedded in any of these components.

These vulnerabilities often imply that the attackers will be able to hijack user sessions; deface websites;
possibly introduce worms; access unauthorized resources; conduct identity theft; and more. Sometimes these

web-based services use web-tracking and information-gathering technologies to allow service providers and



marketers to collect huge amount of consumer information even without the knowledge of the end-users. For

example, a recent finding reports that Facebook tracks users every move on the Web even when they logged out®’.

3.3 Communication-Plane Issues

At the communication level, key issues include: (a) when devices interact with each other; (b) when information
collected by a remote device is communicated to caregivers; and (c) when a caregiver remotely communicates
with the device to execute certain commands. In order to achieve better treatment and/or render more
appropriate care, patient data (e.g., habits and intimate details of their health conditions) often need to be
transferred from the monitoring devices to a caregiver. Alternatively, one caregiver needs to pass on the
collected information in a patient health record to another caregiver. Altogether, patient health information is
oftentimes automatically transferred among devices and individuals in the process of delivering health care. In

such a communication set up, sensitive health information is subject to privacy breaches and security attacks.

3.3.1 Communication Privacy Issues

Sometimes health information is self-reported and sometimes it is propagated to healthcare provider through
multiple communication channels. When en route, flow of information may be observed, which can result in the
discovery of the treatment of a particular patient by a particular provider for a certain condition. By tracking
communication between source and destination nodes, patient as well as provider locations can be easily

tracked, thereby breaching their location privacy.

3.3.2 Communication Security Issues
The communication channels that connect nodes (e.g., patient and healthcare provider) may be implemented
using various physical media and communication and routing protocols. The security of media, signal, and binary
transmission of data are often termed as physical layer security. The physical data medium may be wired such as
copper wire, co-axial cable and fiber-optic cable and/or wireless such as infrared, microwave links and cellular
mobile networks, or via satellite. The physical layer of networks needs to withstand different types of attack
including jamming, eavesdropping and interception.

Most of the monitoring devices are designed to communicate with healthcare providers and/or health-

intervention systems automatically, remotely, and wirelessly. For example, pacemakers, defibrillators and insulin



pumps emit wireless signals. In addition, for many geriatrics care cases, each user carries more than one device
or sensors that are also connected to the same network and interoperate among them. Thus issues of
communication security in wireless network can become very prevalent in a growing (and sensitive)
healthcare network.

On the one hand, by sensing emanation, signals transporting through the wired medium might be
captured; on the other hand, as wireless transmissions inherently broadcast without physical boundary, any
receivers nearby may be able to pick up the transmission. Accordingly, issues of physical layer security in a
wireless network will be more prevalent than in a wired network. Bluetooth is the most popular wireless
medium for personal medical devices. It is widely used for most of the mobile health sensing applications®.
Bluetooth is susceptible to man-in-the-middle (eavesdropping or interception) attacks, battery depletion attack,
and device-discovery attack™.

Once a physical medium is compromised, hackers can access and remotely control medical devices like
insulin pumps, pacemakers and cardiac defibrillators, all of which emit wireless signals. An adversary may
change device settings to change or disable therapies (integrity attack). Furthermore, an adversary may overflow
a device’s data storage media or constantly send command signals to drain a device’s battery, which is also
knows as “sleep deprivation attack”. Some metadata of Internet communication (e.g. email address, IP-address,
HTTP cookies) and traffic analysis become significant threats to the confidentiality of personal data.

Wireless channels can serve as a portal to launching security attacks. With only the users manual and
some publicly available information, such as the specifications of the radio chip used by the insulin pump,
authors in Li et al.*® were able to eavesdrop on the wireless communications using off-the-shelf hardware and a
publicly available software radio platform. Furthermore, after reverse-engineering the communication protocol
and packet format, they were able to fully discover the device PIN of the remote control and glucose meter, and
regenerate a legitimate data packet, which is accepted by the insulin pump, containing misleading information,
for example, an incorrect reading of the glucose level, control command for stopping/resuming of insulin
injection, and control command for immediately injecting a dose of insulin into the human body.

Using an antenna, radio hardware, and a PC, Halperin et al.¥ found that someone could violate the
privacy of patient information and medical telemetry. The adversary’s computer could intercept wireless signals
from the Implantable Cardiac Defibrillators (ICD) and learn information including: the patient’s name, the

patient’s medical history, the patient’s date of birth, and so on. Moreover, someone could also turn off or



modify therapy settings stored on the ICD.

Since multiple types of short-range wireless technologies (Bluetooth or Zigbee) are used simultaneously
within close range inside a healthcare setting, the potential for interference among them and with medical
devices also becomes a concern®’. In a dense wireless environment, multiple short-range communications at
the same frequency may cause electromagnetic interference on the communication channel resulting in

significant data transfer latency and data loss.

3.4 Device-Plane Issues

At the device plane, privacy-security issues are pertinent to situations where some monitoring, storage, or
therapeutic devices are being used. The presence of a vast number of medical devices has complicated the
security landscape in the healthcare domain. In fact, at an estimated US$133 billion by 2016, the US medical

device market is the world’s largest™.

3.4.1 Device Privacy Issues

As it is possible for a wearable medical device to give an unwanted exposure to a person’s health status, an
easily exposed wearable device always run the risk of privacy breaches. Sometimes, mere exposure to a device
may not be a concern, but the identification of the type of device may reveal a specific condition. A patient
may be sensitive about disclosing certain condition, which may have social stigma. Since a device is co-located
with the patient, an ability to track such a device can easily reveal the presence and absence of a patient in a

particular location. Thus, the ease of tracking a device also raises the concerns over location privacy.

3.4.2 Device Security Issues

Device security issues could be mechanical or software-related. Software defects in medical devices abound:
during the first half of 2010, FDA reported at leastsix software-related device recalls”. Here, our focus is on
the device security issues related to software, often called firmware. Medical devices are predominantly
controlled by firmware. These firmware programs usually run on privilege mode to interpret and display sensor
information in monitoring devices (e.g., heart rate, blood pressure), dispense medication (e.g., blood, saline),
analyze raw data to create human-understandable images (e.g., CT, CAT scan), deliver therapy (e.g., cardiac

pacing and defibrillation), and/or respond to changesin a doctor’s intervention.



An adversary can launch attacks on devices by exploiting defects in firmware. Simple examples of
firmware defects in devices include buffer overflow and inconsistent error handling. An adversary may
compromise confidentiality, integrity, or availability of data collected by these medical devices. In
confidentiality attack, the adversary gains illegitimate access to these devices. As a result, the adversary may
have access to patient identification data as well as medical records such as ECG waveform, blood pressure, heart
rate, treatment information (e.g., flow rate or volume delivered in an infusion pump), and so on. In an integrity
attack, the adversary can change the data maintained by these devices. An adversary can also make these devices
inaccessible to authorized user by launching availability attack (e.g., sleep deprivation attack).

Data availability and integrity are essential in providing timely and quality healthcare. Medical devices
can become easy targets of insider attacks. Insider adversaries may include clinicians, software/hardware
professionals, and/or even patients themselves. Since RFID tags have been used widely to identify implantable
devices, eavesdropping on RFID readers is a major threat to implanted devices. An eavesdropper with an antenna
and some basic receiving equipment can easily gather RFID tag information. As a result, a patient with

implanted devices can become a victim of stalking and other crime.

4 APPROACHES & CHALLENGES
Unique challenges exist to address privacy-security issues at user, application, communication, and device planes
in anytime anywhere healthcare paradigm. In Figure 2, we list the approaches to address these problems, as well

as the challenges in addressing these issues.

4.1 User Plane

4,1,1 Human factor analysis.

The efficacy of any technical solution to security depends partly on the assumptions made about the end-user
(i.e., patients, patients’ next-of-kins, employees of the healthcare organizations, and so on) behavior and their
physical and cognitive abilities. Essentially, an analysis of end-user security behavior and its implications is the
important first step to validate these assumptions. For example, Stanton et al.* propose a two-factor taxonomy of
end-user security behaviors. These two factors are: intentionality of security behavior and security behavior
requiring technical expertise. For example, choosing a bad password is a security behavior that requires minimal

technical expertise and neutral behavioral intention.



Importantly, an organization needs to promote good behavior and restrict bad behavior of end-users in
order to make technical solutions effective. An example of bad security behavior is the case of healthcare
professionals carrying patient information on their smartphones that are not adequately secure. As well, the
mental and physical abilities of end-users play a significant role on the effectiveness of a technology. For
instance, the effectiveness of a password-protected system lies in the ability of an end-user to remember a
complex password; otherwise, an expressive access control policy tool would not do any good to the users if it
were a cognitive burden on them to author such a policy.

Altogether, time and complexity involved in a security procedure sometimes determine the acceptability
of that procedure. Also, the physical ability of a patient may sometimes be an impediment to the use of a
security device, for example, some researchers propose carrying a device by the patient to fend off attack on her

implanted devices™, a solution unlikely to be acceptable to a senile patient.

4.1.2  Social factor analysis.

Asfornon-technical vulnerabilities, information assurance (IA) goals of the healthcare organization should and
need to be first identified. Next, these established IA objectives would have to be realized through mandated
policies and procedures.

Social factor analysis can help elucidate IA objectives. Social factor like reputation of the organization is
one of the drivers for setting organizational IA objectives. The codes of conduct within the healthcare organization
need to be cognizant of ethical, privacy and security implications. Social and cultural values of the patients
determine their desired level of security and privacy. Since privacy is an expectation of a patient about how
their health information will be handled and used, the organization has to implement the online security and
privacy solutions to meet those expectations. Typically, ongoing monitoring is generally presumed to maintain
the trusted private and secure online service environment, and predefined procedures to address emergency
situations like security attacks must be readily available to be activated when and if necessary. Further, healthcare
providers need to practice transparency and accountability to increase patients’ confidence over the security of the
data.

Security policies and procedures are always challenged by human and social factors. For instance, difference
in legal systems may cause some technical difficulties such as interoperability as well as the legal status of digital

signatures across various countries’®. For example, a 2013 OCED study suggested the need to strengthen health
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information infrastructure to achieve quality healthcare governance®’. Essentially, while OECD privacy guidelines offer a

framework to collectively develop national data protection legislation, significant differences in the application of these
principles across countries create impediments for building cross-country databases, the ability to link and share data and
care collaborations. In fact, many countries, including even developed countries such as Finland, Canada and the US still
face concerns about the legal authority to build databases from electronic health records (EHRs) and use of “personal
data” within such EHRs, pending further significant legislative reforms.

As aresult, coordinating treatment of a patient who is visiting outside of his home country may not just
be difficult, but sometimes ethically and politically complex. Besides, it is hard to set objectives and policies that
address all the patients associated with all the different scenarios. Organizations have to be ready to make
adjustments and changes in their security policies as they adopt new technology or face new security and

privacy breaches.

4.2 Application Plane
4,2,1 Security Testing.
The commonly applied testing for software security is penetration testing. Penetration testing is effective
when security is considered early on the software development process and test activities are based on
the findings during the requirement analysis, architectural risk and more®.
As security is often not considered a feature prior to the development of a health application, it is either not
tested for security or it is tested very late on the lifecycle when the security flaws cannot be easily fixed.
Moreover, sometimes health applications are developed as mashups. But some of the components of a mashup may
not be developed with security in mind. In such an event, security testing cannot adequately address the

security flaws in the applications.

4,2,2  Design by Contract

The design by contract methodology requires a module whose input satisfies its preconditions to produce an
output satisfying its post-conditions, contributing towards the development of software that will function well in
its intended environment. However, in any sufficiently complex piece of software, it is not possible to guarantee
that all contingencies will be addressed in a specification, or all modules will properly meet their specifications

o, . 39
under all conditions™ .



In integrated care scenario (e.g., workflow system), or a scenario where health applications are developed
wiring different components (e.g., mashups), design by contract methodology is hard to enforce. In addition, as
a module’s behavior is undefined when its preconditions are violated, the design-by-contract interface may provide

an attacker insight (violating precondition) to launch an attack.

4,2,3  Secure Design Principle

The Secure Design principle states that every program and every system user should operate using the least set
of privileges necessary to complete the job*. The idea is that the applications running with restricted
privileges will not have access to perform operations that could result in high-impact security breaches. Yet,
some platforms (e.g., Android) do not properly support PLP and users of some platforms (e.g., Windows) do not
understand how to take advantage of PLP.

Davi et al.*! showed that Android’s permission mechanism is deficient to restrict a non- privileged
caller application to access components of a privileged caller application, better known as privilege escalation
attacks. Motiee et al.** reported that at least 69% of their 45 study participants violated the PLP by not properly
using user account control of Windows Vista and Windows 7. As a result, PLP is not enforced to restrict many of

the malicious self-care health applications developed for end-users.

4,24  Access Control

The access control mechanisms used in health care are often bypassed in case of emergencies, colloquially
known as “break- the-glass”. Malicious users can exploit the break-the- glass principle to gain unauthorized
accesses. Even though, there is some effort to regulate break-the-glass exceptions®, the exception is still subject

to abuse.

4,2,5  Data Masking
Data masking techniques, such as k-anonymization or microaggregation are popular solutions to privacy
violation when healthcare providers share patient information with external organization for research, analysis, or
any other reasons.

Owing to widespread use of health status monitoring technology (i.e., health monitoring devices, which

sense so much patient health information) and data collection tools (i.e., EHRs and PHRs), healthcare providers



have been generating terabyte data. However, most of the current anonymization algorithms have been devised
to work with small sets of data.

A study by Aggarwal* showed that when the data contains a large number of attributes, which may be
considered quasi-identifiers, it becomes difficult to anonymize the data without an unacceptably high amount of
information loss. Besides, the optimal solution for microaggregation is known to be NP-hard*. However, it is
important that the anonymization techniques have to protect identification of individual health records while

keeping the data useful for research and analysis.

4,2,6  Cryptographic Protocols.

Several cryptographic schemes***"* based on attribute-based encryption (ABE) have been proposed in the
literature to preserve the privacy of electronic medical records (EMRs). Still, these works do not address issues
such as cipher-text overheads on records, encryption/decryption efficiency, and key and policy management that
one would face when deploying these cryptographic schemes.

Akinyele et al.* provided a design and proof-of-concept implementation of self-protecting EMRs using
attribute-based encryption on mobile devices. One of the design challenges of ABE is on what attribute a user
should be allowed to access a medical record. One of the main weaknesses is the lack of anonymity, as user must
reveal his identity to the system. In a health scenario that requires quicker response, ABE may not be a good

procedure to achieve break-the-glass exception.

4,27  Secure End-User Education
A study by Dhamija et al.” identified that the lack of knowledge (of computer systems, security, and security
indicators) is one of the three reasons for why people fall prey of phishing attacks.

Today, evidence exists to support the idea that well-designed user security education can be effective
in the real world®'. However, the user will always circumvent a security model where the security features clash
with the tasks the useris trying to do>’. As a result, user-based protection mechanisms are always fragile.
Besides, some patients, especially those who are aging and elderly, may not be receptive to education due to

age, health, mental, and other limiting conditions.

4.3 Communication Plane



4,3.1  Virtual Private Networks (VPN)
To keep the data exchange confidential and unchanged in transit, the healthcare VPN uses access control and
encryption technologies to simulate a private network over a public network such as the Internet. Today’s
healthcare solutions rely on different types of wireless and ad-hoc opportunistic networks, where data
transmission speeds are slower and signal strengths are weaker.

VPN tunneling can further slow down the transmission. The time required in performing encryption at a
VPN concentrator and decryption at the client side video adds significant overhead to the transmission of
real-time video, which is already delay-sensitive. A study by Park et al.” showed that VPN-based encryption
introduces significant latency to real-time video. Viruses and worms can pass through VPN into institutional

network and a virus-infected mobile device can spread it to the whole network rapidly™.

4,3.2  Intrusion Detection (IDS).
While encryption, authorization, or authentication are the first lines of defense against security and privacy attacks,
intrusion detection is the second line of defense. By taking control of a sensor node, an adversary gains access to
cryptographic keys and access privileges.

Giani et al.> proposed anomaly detection based IDS for wireless sensor network (WSN) for healthcare
systems. Even so, applying IDS to health WSN faces multiple challenges: (1) multiple sensors create multiple
points of attack; and (2) IDS program in every sensor node may not be practical due to general constrained

resources.

4,3.3  Message Authentication & Handshake Protocols
Message authentication techniques allow communicating parties to verify the authenticity of each other as well as
the content of their message to ensure that the message is not modified or retransmitted. In a computationally

constrained health WSN, it is more practical to use message authentication code (MAC) than cryptographic
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schemes to verify authenticity of message. There have been some efforts™” to develop efficient and compact

MAC implementation for a computationally constrained environment.

4,3.4  Electromagnetic (Monitoring) Interference (EMI)
To avoid communication device induced electromagnetic interference on another communication device,
especially if the communication device is also a medical device, a cautionary choice needs to be made on
communications that are allowable and required. This is especially true for communications among critical
medical devices within a certain area in a physical space.

Healthcare providers have to consider the patients who are, or will be, exposed to the environment of

interest, taking steps to prevent interference on critical medical devices, and monitor for EMI to identify when



medical device interference occurs.

4.4 Device Plane
4,4.1 Device Encryption
Several cryptographic approaches™ ' have been proposed to restrict online access on implanted medical devices
(IMDs). One key concern, however, is that healthcare professionals always needed to have immediate access to
implanted devices. If a device has embedded cryptographic methods in it, the health professional without
proper credential would not have access to that device. As a result, it would be an impediment to treating the
patient if and while the patient is traveling and encounters an emergency situation.

Encryption is the best available way to protect local device data from offline hardware attacks. For
instance, full disk encryption (FDE) can protect data in the situation when data is read directly from hardware
without OS mediation. Even though hardware-based FDE can provide the best protection, not all devices (e.g.,

smartphone devices) offer FDE.

4,4.2  Fail-Secure Device Design
In the event of a failure, a “fail-secure” medical device is designed not to leave sensitive patient data embedded
in the device in an insecure state. Put simply, the device design has to mitigate the security consequences of the
device’s failure.

Fail-secure design requires the analysis of system behaviors resulting from component failures. A
method to identify potentially undesirable information flows based on the fault modes of the system’s

components has been proposed by Rae et al.*

. Nonetheless, an exhaustive evaluation of faulty behaviors in a
device can be quite complicated because (1) some behaviors may result from the failure of individual components;
(2) some may result from the sequential or concurrent failure of a set of components; and (3) some others may

result from the overall design flaw.

4,4.3  Device-Level Trust & Access Control
Based on the purpose of use and security vulnerabilities, one device may be trusted differently than or from
another. In a pervasive healthcare environment (e.g., smart-home health environment), many devices will be used

and will interact with each other. An attacker may compromise one such device to launch attacks on other



devices.

In addition to users, devices may be assigned privileges to access resources owned by other devices. For
instance, Bussard et al. ® offered a trust model for device-level authorization in a pervasive business-to-employee
scenario. In most cases, however, a healthcare provider may not possess information to develop a proper trust

model nor can s/he enforce device-level access control in a third- party cloud health infrastructure.

5 CONCLUSION

In summary, we are envisioning a new wave of emerging health care paradigm, which is already at an early
stage of inception, sweeping across healthcare services globally. This flexible patient-centered healthcare
delivery system lifts the constraints of time and location of patients. Essential features of this paradigm include:
(1) constant health status monitoring and intervention, (2) integrated care, (3) self- care, and (4) social support.
With the advent of new information, communication, and medical technologies, the infrastructures and tool
supports are already here to realize this new paradigm.

Security and privacy have already been of significant concerns in today’s healthcare domain. This new
paradigm, which increases the use of new and emerging technologies, hinges on even lot more collection,
sharing, storage, and retrieval of health and personal information of patients. It also draws largely on more
active collaboration and interactions among technological, organizational, and human entities. We delineate the
security-privacy issues that surface in this anytime, anywhere health paradigm and highlights the challenges for
cross-country data protection and the balance to be achieved for privacy rights.

Inexploring the attack space against which anytime, anywhere healthcare paradigm must defend itself, we
identify four categories: user plane, application plane, communication plane, and device plane. We survey existing
approaches that can contribute to addressing the relevant privacy-security issues and identify unique challenges
that existing approaches face in this new healthcare paradigm.

In broad terms, privacy and security are multi-faceted problems and require multidisciplinary approaches.
Current research on privacy-security issues for data exchanges via new technologies are limited and challenging as
we must realize that the problem in healthcare domain is more complex than most other domains, including e-
business and manufacturing. The future directions of healthcare security-privacy research should focus efforts
on mitigating these challenges. A consolidated effort from technological, human factor, and social research

communities can lead to an adequate response to key privacy- security issuesin this nascent anytime, anywhere



healthcare paradigm.
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