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i Some Terms: Process

m Process
= A sequence of steps performed for a given
purpose [IEEE]
m Secure Process

= Set of activities performed to develop,
maintain, and deliver a secure
system/software solution

= Activities could be concurrent or iterative



i Process Models

= Process model
= provides a reference set of best practices
= process improvement and
= process assessment.

= defines the characteristics of processes.
= Usually have an architecture or a structure.

= Most process models also have a capability or
maturity dimension, that can be used for

= assessment and
= evaluation purposes.



i Process Models

s Process Models

= have been produced to create

= common measures of organizational processes throughout
the software development lifecycle (SDLC).

= Identify many technical and management practices

= primarily address good system/software engineering
practices to manage system/software development

Cannot guarantee system/software developed is bug
free



i Assessments

= Assessments, evaluations, appraisals

= Imply comparison of a process being practiced to a
reference process model or standard,

= Used to understand process capability in order to
Improve processes,

= help determine if the processes being practiced are

= adequately specified, designed, integrated, and implemented
sufficiently to support the needs



S/S Development Life Cycle (SDLC)

= Following four SDLC focus areas for secure S/S

development.

= Security Engineering Activities

= Security Assurance

= Security Organizational and Project Management
Activities

= Security Risk Identification and Management
Activities
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i Capability Maturity Models (CMM)

= CMM

n Defines process characteristics
= Provides reference model of mature practices
= Helps identify the potential areas of improvement

= Provides goal-level definition for and key attributes
for specific processes

No operational guidance



i CMM

s Three CMMs

= Capability Maturity Model Integration®
(CMMI®),

= The integrated Capability Maturity Model
(ICMM),
= The Systems Security Engineering
Capability Maturity Model (SSE-CMM)
= Specifically developed for security
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CMMI

= CMM Integration (CMMI) provides

= the latest best practices for product and service
development, maintenance, and acquisition,

= including mechanisms to help organizations improve their
processes and

= criteria for evaluating process capability/maturity.

= As of Dec 2005, the SEI reports

= 1106 organizations and 4771 projects have reported results
from CMMI-based appraisals

= Its predecessor, the software CMM (SW-CMM)
= Since 80s — Dec, 2005
= 3049 Organizations + 16,540 projects
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Integrated CMM

iICIVIIVL
Categories

Management I.ife Cycle Support
Processes Processes Processes

Intcgratcd Neccds Outsourcing

:
o

Adlternatives
Analysis

Project
Managcocment

Requirements

Mecasurcment and
Analysis

Risk Managcment Dcsign

{
i

Supplier
Acprecment

Design
Implcmentation and Managcmecent

Configuration
Managcment

Intcgrated Tcaming Intcgration

Information
Management

Deployment,
Transition,

Intcgration Process Definition

Proccss
Improvement

Opecration and
Support

Evaluation Training

Tnnowvation




Trusted

i CMM

s [rusted CMM

= In early 1990 as Trusted Software
Methodology (TSM)

= 1SM defines trust levels

= Low emphasizes resistance to unintentional
vulnerabillities

« High adding processes to counter malicious
developers

= 1SM was later harmonized with CMM
= Not much In use




Systems Security
Engineering CMM

= The SSE-CMM

= IS a process model that can be used to improve and
assess

= the security engineering capability of an organization.

= provides a comprehensive framework for

= evaluating security engineering practices against the
generally accepted security engineering principles.

= provides a way to measure and improve performance
In the application of security engineering principles.



i SSE-CMM

= Purpose for SSE-CMM

= Fulfills a lack a comprehensive framework for
evaluating security engineering practices against
the principles.

s The SSE-CMM also

= describes the essential characteristics of an
organization’s security engineering processes

= The SSE-CMM is now ISO/IEC 21827
standard (version 3 is available)



SSE-CMM Categories

Project and Security Engineering
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Manage Confliguration Specily Security Needs

Manage Project Risk Provide Sccurity Tnput

Monitor and Control
Technical Lffort

Monitor Security Posture

Plan Technical Effort Administer Securily

ontrols

Decline Organization’™s Syslems

Coordinate Security
Engineering, Process

Improve Organization’s Systems
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‘L Security Engineering Process
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‘L Security Risk Process
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‘L Security 1s part of Enqineerinq
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SSE-CMM Dimensions
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SSE-CMM

129 base practices Organized into 22 process areas

= 61 of these, organized in 11 process areas, cover all major areas
of security engineering

= Remaining relates to project and organization domains
= Base practice
= Applies across the life cycle of the enterprise
= Does not overlap with other base practices
= Represents a “best practice” of the security community
= Does not simply reflect a state of the art technique

= |Is applicable using multiple methods in multiple business context
= Does not specify a particular method or tool




Process Area

= Assembles related activities in one area for ease of use
= Relates to valuable security engineering services
= Applies across the life cycle of the enterprise

= Can be implemented in multiple organization and product
contexts

= Can be improved as a distinct process

= Can be improved by a group with similar interests in the
process

= Includes all base practices that are required to meet the
goals of the process area



" 8 ¥ & ® 8 ¥ ® # B @

i Process Areas

Process Areas related to Security Process Areas related to project and

Engineering process areas

PAO1 Admmaster Secunty Controls
PAO2 Assess Impact

PAO3 Assess Secunity Risk

PAO4 Assess Threat

PAOS Assess Vulnerability

PAO6 Build Assurance Argument
PAOT Coordinate Security

PAO0S Momtor Secunty Posture
PAO9 Provide Secunty Input
PA10 Specify Secunty Needs
PA11 Venfy and Validate Secunity

Organizational practices

PA12 - Ensure Qualitv

PA13 - Manage Configuration

PA14 - Manage Project Risk

PA15 — Momtor and Control Techmcal Effort

PA16 — Plan Techmical Effort

PA17 - Define Organization's Systems Engmeening Process
PA18 - Improve Orgamization's Svstems Engineenng Process
PA19 - Manage Product Line Evolution

PA20 — Manage Systems Engineering Support Environment
PA21 - Provide Ongomg Skills and Knowledge

PA22 - Coordinate with Suppliers



i Generic Process Areas

= Activities that apply to all processes

= They are used during
= Measurement and institutionalization

= Capability levels
= Organize common features
= Ordered according to maturity
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i Using SSE-CMM

= Can be used in one of the three ways

= Process improvement

« Facilitates understanding of the level of security engineering
process capability

= Capability evaluation

« Allows a consumer organization to understand the security
engineering process capability of a provider

= Assurance

= Increases the confidence that product/system/service is
trustworthy



Capability Evaluation

= No need to use any particular appraisal method
= SSE-CMM Appraisal method (SSAM) as been developed
(if appraisal is needed)
= SSAM purpose

= Obtain the baseline or benchmark of actual practice
related to security engineering within the organization
or project

= Create or support momentum for improvement within
multiple levels of the organizational structure



i SSAM Overview

= Planning phase
= Establish appraisal framework

= Preparation phase

= Prepare team for onsite phase through information
gathering (questionnaire)

= Preliminary data analysis indicate what to look for / ask for
= Onsite phase

= Data gathering and validation with the practitioner

= Interviews
= Post-appraisal

= Present final data analysis to the sponsor



L Capability Evaluation
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i Assurance

= A mature organization is significantly
more likely to create a product or
system with appropriate assurance

= Process evidence can be used to
support claims for the trustworthiness
of those products/systems

s It IS concelvable that

= An immature organization could produce
high assurance product.



i CMMI/iCMM/SSE-CMM

= Because of the integration of process disciplines
and coverage of enterprise issues,

s the CMMI and the ICMM are used by more
organizations than the SSE-CMM,;

= CMMI and ICMM have gaps In their coverage of
safety and security.

= FAA and the DoD have sponsored a joint effort
to identify best safety and security practices for
use in combination with the ICMM and the CMMI.



Team Software Process for Secure

i SW/Dev

n [SP

= provides a framework, a set of processes, and
disciplined methods for applying software
engineering principles at the team and individual

level
= TSP for Secure Software Development (TSP-

Secure)

= focus more directly on the security of software
applications.
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i Correctness by Construction

= CbC Methodology from Praxis Critical Systems

Process for developing high integrity software

Has been successfully used to develop safety-
critical systems

Removes defects at the earliest stages

the process almost always uses formal methods to
specify behavioral, security and safety properties
of the software.



i Correctness by Construction

= The seven key principles of Correctness-by-
Construction are:
= EXxpect requirements to change.
= Know why you're testing (debug + verification)
= Eliminate errors before testing
= Write software that is easy to verify
= Develop incrementally

= Some aspects of software development are just
plain hard.

= Software is not useful by itself.



4 Correctness by Construction

Table |

Specification

Distribution of effort.
Architecture b _ Activity Effort (%)
Requirements 2
Design Specfication and architecture I
Code Code 14
Test 34
Developer lest 0 Fautt fixing i
Project manapgement 10
Customer test Training 3
Diasign authority 3
Operatien Development- and target-environment 3




Agile Methods

= Agile manifesto

= “We are uncovering better ways of developing software by
doing it and helping others do it. Through this work we have
come to value:

» /nadividuals and interactions over processes and tools
« Working software over comprehensive documentation
« Customer collaboration over contract negotiation

« Responding to change over following a plan

= That is, while there is value in the items on the right, we
value the items on the left more.”



i Agile Processes

= Among many variations
= Adaptive software development (ASP)
= Extreme programming (XP)
= Crystal
= Rational Unified Process (RUP)



Microsoft Trustworthy Computing

* SDLC
Generally accepted SDL process at MS
= (actually spiral not “waterfall” as It

iIndicates)
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i SDL Overview

= MS’s SD3 + C paradigm
= Secure by Design
= Secure by Default
= Secure by Deployment

= Communications

= Software developers should be prepared for the
discovery of product vulnerabilities and should
communicate openly and responsibly

The SDL Is updated as shown next




* SDL at MS

|mplementaion N
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i Design Phase

= Define Security architecture and design
guidelines
= ldentify tcb; use layering etc.

= Document the elements of the software
attack surface
= Find out default security

= Conduct threat modeling
= Define supplemental ship criteria



i Implementation phase

= Apply coding and testing standards

= Apply security testing tools including
fuzzing tools

= Apply static analysis code scanning
tools

s Conduct code reviews



i Verification Phase

= “Security push” for Windows server 2003

= Includes code review beyond those in implementation
phase and

= Focused testing

= Two reasons for “security push”
= Products had reached the verification phase

= Opportunity to review both code that was developed
or updated during the implementation phase and
“legacy code” that was not modified
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Exchange Server 2000 (pre-S0L) Exchange Sener 2000 (S0OL)



Supply Chain Security



ICT Supply Chain

omplex, Global, Distributed,
Interconnected Networks

= Organizations, processes,
products, services and
infrastructure

= Today’s: Significant Complexity
Diversity and Scale

= System integrators
= distinct role of assembling

Example:
Target breach — HVAC company

information Sy3tem51 SySte_m Global supply chain is the “the next
components, and information \ playground for hackers,”
services i (International Maritime Bureau (IMB))

| Gartner Says IT Supply Chain Integrity
| Will Be Identified as a Top Three '
Security-Related Concern by Global

1 2000 IT Leaders by 2017

_________________________________________________________



Supply Chain Risk
ICT Supply Chain Risk
nICT SUDDlY NN 0K ———— ——

inCIUde L . : External: e.g. weaknesses in the supply chain,
Adversanal: e.g.: inserion of counterfeits, tampering, e within entities in the supply chain,

. . . thefi, and insertion of malicious software. Z
= insertion of counterfeits, e o o T
. MNon-adversarial: e.g.: natural disaster, poor quality Internal: e.g. information systems and components,
tam perl ng , th eft, and products/services and poor practices (engineering, organizational policy/processes (govemance,
. . . manufacturing, acquisition, management, etc). procedures, etc.)
insertion of malicious
—-‘-—
software. ikelthood (probability of a threat exploiting a vulnerability(s
] R|S kS th rou g h eXp I O|tS Of Adversarial: capability and intent Non-adversarial: occurrence hased on statistics/history
vulnerabilities ———
. . mpact - degree ot harm
= Reduced functionality:
. From: data loss, modification or exfiliration
poor or counterfeit R

function From: unanticipated failures or loss of system availability

components ___
From: reduced availability of components

= Unwanted functionality:
malware inserted. poor |
quality
Figure 1-1. ICT Supply Chain Risk



SC and Globalization

= Adversary may include:

Individuals, Orgs, Nation-states

= Directly or indirectly affect management and operations of
companies; E.g.,

foreign nation states may force (i) a manufacturer to hand over spec of
sensitive US system (ii) insert malware

= Need to protect information that

describes the ICT supply chain (e.g., information about the paths of ICT
products and services, both logical and physical),

traverses the ICT supply chain (e.g., intellectual property contained in
ICT products and services), and

information about the parties participating in the ICT supply chain
(anyone who touches an ICT product or service throughout its life cycle).



‘L Integrate SC with RM

£ y tablish th text f e Respond to risk once determined —
rame r1sk — establis © context for select, tailor, and implement mitigation

risk-based decisions and the current
state of the system or ICT supply , , _ _
Monitor risk on an ongoing basis,

chain environment; , ) ) :
Assess risk — review and interoret including changes to an information
ISk — TEVIEW INLETP system or ICT supply chain

threat, vulnerability, and related
information;

controls; and,

environment,

Information and
Communications Flows
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- Traceability and Transparency of

Risk-Based Decisions

STRATEGIC RISK

Communications
- Feedback Loop for

- Inter- Tier and Intra-Tier

- Organization-Wide ORGANIZATION .
Risk Awareneas Continuous Improvement
Table 2-1: Supply Chain Risk Management Stakeholders
Tiers | Tier Name Generic Stakeholder Activities
1 Organization |Executive Leadership (CEO, CIO, COO, CFO. Corporate Strategy,
CISO, CTO. etc.) - Risk executive Policy, goals and
Z strategies
Tiers | Tier Name Generic Stakeholder Activifies
2 Mission Business Management (includes program Actionable Policies and
management (PM), research and development procedures, Guidance and
(R&D)., Engineering [SDLC oversight]. constraints
Acquisitions / Procurement, Cost Accounting, -
“ility” management [reliability, safety, quality].
etc.)
3 Operation Systems Management (architect, developers. Policy implementation

QA/QC, test, confracting personnel (approving
selection. payment and approach for obtaining.
maintenance engineering. disposal personnel, etc.)

Requirements, constraints
implementations




Enterprise

Mission/Business Process

System

ICT SCRM Activities in Risk Management Process

Frame « Assess

= Integrate ICT SCRM
considerations into
enterprise risk
rmanagement

Develop ICT SCRM Folicy
Conduct Baseline Criticality
Determination

Integrate ICT SCRM
considerations into enterprise
risk rmanagement

Define ICT SCRM Misslon/business « Conduct Risk Assessment
requirements including Criticality
Incorporale Lhese reguirements Analysis for mission

inte mission’ business processes thre ads
and enler prise architeciure = Determine current risk
Establish ICT SCRM Risk posture

Assessment Methodology
Establish FIPS 199 impact levels
Conduct Mission Function Baseline
Criticality

Determination

Determine ICT SCRM risk
assessment methodology

= Conduct ICT SCRM Risk
Assesament including
Criticality Analysis for
individual systems

= Determine current risk
posture

Cefine system-level
ICT SCRM
requirements

.

Respond

Make enterprise risk
decisions to avoid, mitigate,
share, or ransier risk
Select, tailor, and implemant
appropriate enterprise ICT
SCRM contrals

Document contrals in
Enterprise ICT SCRM Plan

Ma ke mission/business-level
rick decisiors to avoid,
mitigate, share, or transfer risk
Select, tailer , and implement
appropriate mission/ business-
level controls

Document controls in Mission-
level ICT SCRM Plan

Ma ke mission/business-level
risk decisions to avoid,
ritigate, share, or transfer risk
Select, tailor . and implement
appropriate system-level
controls

Document ICT SCRM controls
in System Security Plan

« Monitor

* Integrate ICT SCRM into agency

Continuous Monitoring
program

Monitor and evaluate
enterprise level constraints and
risks for change and impact
Monitor effective ness of
enterprse-level nsk response

Identify which mission
functions neadto be
monitored for ICT suppy chain
charge and assessed for
impact

Integrate ICT SCRM into
Continuous Monitoring
processes and systems
Monitor and evaluate mission-
lewel risks and constraints for
change and impact

Manitor effectiveness of
mission level risk response

Monitor and evaluate
system-level requirements
and risks for change and
impact

Maonitor effectiveness of
system-level risk response

Figure 2-3. ICT SCRM Activities in Risk Management Process



SCRM Risk Assessment Process

Operations  Mission Requirements Organization Basellne
Requirements (definition of critical  Reguirements/ Criticality
(full SDLC) mission threads) Constraints

Criticality

Analysis
Vulnerability Threat
Analysis Analysis

Likelihood
exploitabil

Impact
Analysis/Assessment

Y o o o o o e e o . W

. .
awelq

Monitor
J0JUOA

Accept, Reject, Transfer,
Share, Mitigate Risk

Figure 2-4. ICT SCRM Risk Assessment



Enter prise policies, strategies,
BOVErnance

Applicahle laws and regulatinns
All mission functions and business
goals

External and Internal customer
reguirements

Crter prise processes (security,
quality, ctc. )

Enter prise threats, wulmerabilities,
ricks, risk toleramce

Supply chiain map

£l

Enterprisz

Conduct Baseline Criticality
Determination

Develop ICT SCRM Policy
Imtegrate ICT SCRM
considerations into enterprise
risk management

T

= Mission functions

+ Criticality of functions

« Enter prise Architecture

+ Mission-level security policies

Mission/Eusiness Procass

+ Functional requirements
« Security requirements

System

‘.

ICT SCRM Policy

Baseline Criticality
Determination

ICT SCRM considerations
integrated intoenterprise
risk management

Detine 1CT SCRM M ission/business
requlre ments

Imcor porate these requinements
imto missiong business processes
and ente rprise architecture
Establish ICT SCRM Risk
Assessment Methodology
Establish FIPS 199 impact levels
Condurct Mission Function Raseline
Criicality

Dretermination

Dretermine ICT SCRM risk

assess mient methodology

T ——

Drefine system-level
ICT SCRM
requirements

ICT 5CRM Misb—k.lll!!ubilll: B

regquirements

Revised mission/business
processes and enterprise
architecture

ICT SCRM Risk Ascescrmemt
Methadalogy

FIFS 199 impact levels

Mis sion Function Baseline
Criticality

Determination

ICT SCRM Risk Assessment
Methodology

System-level ICT
SCRM reguirements

Figure 2-5. ICT SCRM in the Frame Step



Th raat Anantc

Threat Agent Scenario Examples

Counterfeiters | Counterfeits Criminal groups seek to acquire and sell counterfeit ICT
inserted into ICT components for monetary gain. Specifically, organized
supply chain (see crime groups seek disposed units, purchase overstock
Appendix F items, and acquire blueprints to obtain ICT components
Scenario 1) that they can sell through various gray market resellers

to acquirers.“

Insiders Intellectual Disgruntled insiders sell or transfer intellectual property

property loss to competitors or foreign intelligence agencies for a

variety of reasons including monetary gain. Intellectual
property includes software code, blueprints, or

3

: 12
documentation.

Foreign Malicious code Foreign intelligence services seek to penetrate ICT
Intelligence insertion (see supply chain and implant unwanted functionality (by
Services Appendix F inserting new or modifying existing functionality) to be
Scenario 3) used when the system is operational to gather
information or subvert system or mission operations.
Terrorists Unauthorized Terrorists seek to penetrate ICT supply chain and may
access implant unwanted functionality (by inserting new or

modifying existing functionality) or subvert system or
mission operations.

Industrial Industrial Industrial spies seek to penetrate ICT supply chain to
Espionage Espionage (see gather information or subvert system or mission
Appendix F operations.

Scenario 2)
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Table 2-5. Supply Chain Threat Considerations

Tier

Threat Consideration

Methods

iTh

Tier 1

e Organization’s business and mission

e Strategic supplier relationships

¢ Geographical considerations related to
the extent of the organization’s ICT
supply chain

* Establish common starting points for
identifying ICT supply chain threat.

# Establish procedures for countering
organization-wide threats such as
natural disasters.

Tier 2

e Mission functions

* Geographic locations

e Types of suppliers (COTS, external
service providers. or custom, etc.)

¢ Technologies used enterprise-wide

¢ Identify additional sources of threat
information specific to organizational
mission functions.

¢ Identify potential threat sources based
on the locations and suppliers
identified through examining the
agency supply chain map.

¢ Scope identified threat sources to the

specific mission functions, using the
supply chain maps.

e Establish mission-specific preparatory
procedures for countering threat
adversaries/natural disasters.

Tier 3

e SDLC

e Consider the phase in the system

development life cycle to determine
the level of detail with which threats
should be considered.

¢ Identify and refine threat sources

based on the potential for threat
insertion within individual SDLC
processes.
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Table 2-6. Supply Chain Vulnerabilities Considerations

and suppliers should be considered

Tier Vulnerability Consideration Methods
Tier 1 e Orgamzation’s business and mission | ¢ Examne agency Supply Chain Maps
» Supplier relationships (e g., system and/or historical data to identify
integrators, COTS, external services) especially vulnerable locations or
» Geographical considerations related to orgamzations.
the extent of the orgamization’s ICT * Analyze agency mussion for
supply chain susceptibility to potential supply chain
» Enterprise / Security vulnerabilities.
Arclitecture » Exanmune system integrator and
* Criticality Baseline supplier relationships for
susceptibility to potential supply chain
vulnerabilities.

* Rewview enterpnise architecture and
criticality baseline to identify areas of
weakness requiring more robust ICT
supply chain considerations.

Tier2 » Mission functions » Refine analysis from Tier 1 based on
» Geographic locations specific mission functions and
» Types of suppliers (COTS, custom, applicable threat and supply chain
etc.) information.
. Tgchﬂﬂlggies used + Consider llS-i.ﬂg CVEs to characterize
and categorize vulnerabilities.

+ Consider using scoring guidance to
prioritize vulnerabilities for
remediation.

Tier 3 » Individual technologies, solutions, » Use CVEs where available to

characterize and categorize
vulnerabilities
e Identify weaknesses




i Consequences of SC threats

= Examples of SC Consequences and Impact:

= An earthquake in Malaysia reduced the number of
commodity DRAMs to 60% of the world’s supply,
creating a shortage for hardware maintenance and
new design.

= Accidental procurement of a counterfeit part
resulted in premature component failure,
therefore impacting organization’s mission
performance.



Ssess Step

@ * |CTSCRN Policy * Integrate ICT SCRM * |CT SCEM considerations

g » Baszline Criticality cons derations into integrated into enterprise risk
] Detzrmination ente-priserisk management management

-

&

-‘-
T ——— ——

* ICTSCRNM * Conduct Rsk Assessment + Mission function criticality
Miscion/business including Criticality Analysic * Miscion risks
requiremants for mission threads * |CT supply chain risk

* Revised mission/business = Determine current risk assessment for mission
processes and enterarise posture threads

architecture
ICTSCRN Risk Assessment
Methodaology

FIPS 199 mpact levels
Mission Function Baseline
Critcality

Detzrmination

ICTSCRM Risk Assessment
Methodology

MissionfBusiness Process

* Systerm-level ICT SCRM » Conduct ICT SCRM Risk * ICT supply chain risk
requiremsnts Assessment including assessment for individual
Criticality Analysis for systems

individual systems
+ Determine current risk
posture

System




Respond

* ICT SCRM corsiderat ons
integrated into enterprise risk
management

Enterprise

Respond

Make enterprise risk decisions tn
avoid, mitigate, share, or transfer
risk

Select, tallor, and Implement
approprate entzrprise ICT SCRM
controls

Docurment controls in Enterprise
ICT SCRIM Plan

Step

Outputs

Risk decizions

Implemented controls
Enterprise ICT SCRM Plan
Feedback to enterprise-level
foundational processes that are
nat ICT SCRM

———_

* Mission function criticality

* Mission ris<s

* |CT supply chain risk
assessment for mission
threads

Missicn/Business Process

0
0

Pake mission/businesslevel risk
decisions to avaid, mitigate, share,
or transter risk

Select, tailor, and implement
zpproprate mission/ business-level
controls

Docurment controls in Mission-level
ICT SCRM Plan

= |CT supply chain risk
assessment for incividual
systems

System

Risk decisians

Implemented controls
Mission-level ICT SCRM Plan
Feedback to mission funct on-
level foundational processas
that are not ICT SCRM

0

M ake mission/business-level risk
decisions to avoid, mitigate, share,
or transfer risk

Select, tailor , and implement
approprate system-leval controls
Document |CT SCRM controls in
System Security Plan

0

Risk decisions

Implemented controls
Upcated System Security Flan
Feedback to system-level
foundational processes that are
not ICT SCAM

L
|




Enterprise

Mission/Business Process

System

Monitor Step

* Organization's Continuous
Monitoring program

* Risk decisions

* Implemented contrals

* Enterprise ICT SCRM Plan

Monitor

* |ntegrate |CT SCRM into agency
Continuous Monitoring program

* Monitor and evaluate enterprise-level
constraints and risks for change and
impact

* Manitor effectiveness of enterprise-
level risk response

‘-—

ICT Supply Chain integrated into agency
Continuous Monitoring program
Regular reporting as a part of
Continuous Monitoring Program

Areas of improvement based on
reporting

MNew or changed constraints that would
trigger re-assessment of risk

———

* Mission Function-level
Continuous Maonitoring
activities

* Risk decisions

* Implemented controls

* Mission-level ICT SCRM Plan

v

* System-level Continuous
Monitoring Activities

* Risk decisions

* Implemented controls

* Updated System Security Plan

* |dentify which H ssion functions

need to be monitored for ICT
supply chain change and assessed
for impact

¢« Integrate ICT SCEM into Continuous
Monitoring processes and systems

* Monitor and evaluate mission-level
risks and constraints for change and
impact

* Monitor effectiveness of mission-

level risk response

* Monitor and evaluate system-
level requirements and risks for
change and impact

* Monitor effectiveness of system-
level risk response

ICT Supply Chain integrated into mission-
level Continuous Maonitoring activities
Regular reporting as a part of Continuous
Monitoring activities

Areas of improvement basedon
reporting

New or changed constraints that would
trigger re-assessment of risk

ICT Supply Chain integrated into system-
level Continuous Monitoring activities
Regular reporting as a part of Continuous
Monitoring activities

Areas of improvement based on reporting
New or changed constraints that would
trigger re-assessment of risk




SC Environment

= System Integrators

= Organizations that provide customized services to an acquirer -
custom development, test, and operations and maintenance;
may include many suppliers

= Suppliers

= Organizations providing commercial off-the-shelf (COTS) to an
acquirer

External Providers of InfoSys Services
= Outsourcing IT services —

= Visibility and control of functionality and security
controls are critical



