IS2150/TEL2810, Quiz 1, 
September 8, 2009, (Total Points:  15)
Name

:

For each of the statements indicate whether it is True or False (Point: 5)
[ F] Integrity violation can always be prevented.
[ T]
Masquerading attack can result in deception or usurpation.
[ T]
Given a threat A which is less likely to materialize but can have serious consequences if it does materialize, and another threat B which is quite likely to occur but will have less damaging effect if it materializes, one should focus more on how to prevent A than B.
[ T] A Unix system employs a security mechanism M that allows the system to be in a state which belongs to the set of states R, and let S be the set of all secure states for the system. Let r be a state that belongs to R but not to S. The mechanism M is broadly secure.

[ T] Confidentiality goals may also include hiding the existence of an entity or a piece of information.  

Differentiate (Point: 5) 
Repudiation of origin vs. denial of service
(Check the notes)
Data Integrity vs Origin Integrity
Assurance vs. Accountability
Draw the figure (on the backside) showing the elements along the 3 dimensions of the NSTISSC 4011 Security Model (Points: 5)
(Check the notes)

	Table 6-1. Filesystems available on Unix systems

	Filesystem 
	Originally developed for 
	Divergence from POSIX standard 

	UFS, FFS 
	Unix 
	None 

	ISO 9660 
	CD-ROMs 
	No support for file ownership or permissions 

	MSDOS, FAT, FAT32 
	Microsoft DOS 
	No support for file ownership or permissions; preserves but ignores the case of letters in filenames 

	NTFS 
	Microsoft Windows NT 
	Preserves but ignores the case of letters in filenames 

	ext2fs, ext3fs, reiserfs 
	Linux 
	None 

	HFS, HFS+ 
	Macintosh 
	Preserves but ignores the case of files; allows additional file contents to be stored in a "resource fork" 


Indicated for each of the statements whether it is True or False:

[ F  ]
Usurpation refers to unauthorized interruption of correct operation of a function.
[ Y ]
Security usually is based on assumptions specific to the type of environment.

[ F  ] 
Integrity violation can always be prevented

[ T ] 
Unix system employs a security mechanism M that allows the system to be in a state which belongs to the set of state R, and S is the set of all secure states for the system. Let r be a state such that r belongs to R but not S. The mechanism M is broadly secure.

[ T  ] 
Confidentiality goals may also include hiding the existence of a piece of information.  

Define and differentiate between the following terms

Threat vs attack

Data integrity vs origin integrity

	Interruption, delay, denial of receipt or denial of service


	Deception

	Interception or snooping


	Usurpation

	Modification or alteration


	Disruption

	Fabrication, masquerade, or spoofing


	Disclosure

	Repudiation of origin
	

	
	


answer
Disruption: interruption, delay, denial or service/ receipt

Disclosure: interception/ snooping

Deception: fabrication, masquerade/ spoofing, modification

Usurpation: repudiation of origin, fabrication, modification
