Sample HW 4 Solutions

Question 1
Exercise Chapter 6
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Question 2
Contributions of Clark-Wilson model include:

· Other models (such as Biba) assume existence of a trusted entity. CW model explicit requirement that entities and actions must. For example, method of upgrading an entity is itself a TP that has been certify. Inclusion of certification and enforcement rules allows such implicitly assumed requirements explicit part of the model.

· Certification of the method to upgrade data to higher level (e.g., from UDI to CDI) in CW is more practical in compared to that in Integrity models where an assumed trusted entity will need to pass every input sent to a process running at an integrity level higher than that of the input.

· The notion of separation of duty and separation of function are more explicitly captured in CW than in others.

Question 3



Assume that Alice and Bob are friends. Consider two conflict of class sets COI1 = {X, Y} and COI2 = {U, V}. Let CDX, CDY, CDU, and CDV be the company data sets of companies X, Y, U and V. Illustrate using these, what kind of assignments are prohibited by the Chinese wall policy. (Score 10)
(An old solution below; You should be able to actually draw a diagram to illustrate this more easily)
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Question 4

a. 
Authorized_users(r5) = {u1, u2, u3, u5, u6}


Authorized_users(r4) = {u1, u2, u4}

b.
({r2, r7}, 2) : first compute Authorized_user(r2) and Authorized_user(r7) - you will see that there are no common users that are authorized for both r2 and r7. Hence, we can add this constraint in the policy without conflicting with the hierarchy.

({r5, r7}, 2) : again first compute the authorized users for r5 and r7. You can show that u6 is a common user authorized for both r5 and r7. Hence, we cannot add this SSD as it would conflict with the hierarchy - i.e., hierarchy says u6 is authorized for both the roles while the SSD says no user should be authorized for both these roles.


({r2, r3, r4, r7}, 3): here you need to show that any combination of the 3 roles from the set should not have a common authorized user - for this SSD constraint to be not conflicting with the hierarchy. So compute the authorized users for each of these. Then we can show that if you take r2, r3, r4, you will find u1 is authorized for all these three roles. Hence this SSD conflicts with the hierarchy.

Question 5


(i) It does not make sense to have them together. This is because DSD assumes that assignment can be added (or both roles are assigned), but the effect of SSD is that only one role from RS set (assuming n = 2) will be assigned to any users. DSD is ineffective.


(ii) You can remove one of the two depending upon requirement. If you want to make sure a user always activates only one role from the role set RS (again considering n = 2) once the policy is set then SSD is good. If your requirement is that a user may be allowed to activate on role at any time and never allowed to activate more than one role (from RS set) at any given time then DSD is needed - it allows use of any of the roles from RS individually but never together.
