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Abstract—The Internet provides a universal platform for large-  storage, and retrieval of multimedia documents have been a
scale distribution of information and supports inter-organizational  fgocus of research for the past several years. With the growing
services, system integration, and collaboration. Use of multimedia openness of the Internet, security of multimedia information

documents for dissemination and sharing of massive amounts of ¢ MMIS) has b tral i in d lopi
information is becoming a common practice for Internet-based systems ( ) has become a central issue in developing

applications and enterprises. With the rapid proliferation of mul-  large-scale distributed multimedia applications.

timedia data management technologies over the Internet, there A multimedia document can be composed of various mul-
is growing concern about security and privacy of information.  timedia objects that may be stored in a central archive or dis-
Composing multimedia documents in a distributed heterogeneous i, \ted over various heterogeneous database servers intercon-
environment involves integrating media objects from multiple . -

security domains that may employ different access control nected bYaProad'ba“d network, as depicted in F'Q- 1[40]. Ac-
policies for media objects. In this paper, we present a security CesS to distributed servers may be governed by different secu-
model for distributed document management system that allows rity policies. The scope of a security policy (SP) over a set of
creation, storage, indexing, and presentation of secure multimedia subjects and objects constitutes a security domain. The secu-
documents. The model is based on a time augmented Petrl-netrity policies may vary within each system and across systems,

and provides a flexible, multilevel access control mechanism that kina the int ted MMIS | Itid . .
allows clearance-based access to different levels of information in MaKINg the integrate a compiex mulidomain environ-

a document. In addition, the model provides detailed multimedia Ment that raises several crucial security challenge [12], [17],
synchronization requirements including deterministic and nonde- [21], [36]. There is a growing need for ensuring secure access

terministic temporal relations and incomplete timing information o individual media components in distributed multimedia appli-

among media objects. cations. For example, in a Web-based distance learning applica-
Index Terms—Access control, content-based, multilevel security tion, users may have restricted access to various components of a
(MLS), multimedia databases, synchronization. multimedia document. Similarly, in the area of healthcare, med-

ical records of patients may contain personal medical history
and radiological data, which need to be protected against unau-
o ) thorized access. However, in this case, different types of patient
R ECENT advances in high-performance computing anflformation should be easily accessible to various authorized
networking technologies have resulted in a tremendoygers. For example, a physician must be allowed to access rele-
growth of distributed multimedia applications in medicinéyant details of a patient's medical history, whereas, a medical in-
education, e-commerce, digital libraries, digital governmengyrance personnel should only be allowed to access the informa-
and many others. Most of these applications require generatigpy, related to the patient's medical expenses, certified causes
representation, processing, storage, and dissemination of infg{|iness, etc. The problem of access control in such applica-
mation composed of multiple media types such as text, imagg@ns becomes more challenging by the fact that the delivery of
audio, and video [35]. Multimedia technologies are expected Q,itimedia documents requires strict spatio-temporal synchro-
significantly increase productivity, effectiveness, and usabilityization of media objects with guaranteed quality of service.
of information systems [9], and can provide an effectivgn access control mechanism, for instance, should not pose re-
medium for computer-to-human and human-to-human commytrictions in fulfilling such requirements. Several security ap-
nications [33]. Use of multimedia documents over the Interngtoaches have been used to address the issues related to informa-
is becoming a major source of information dissemination aRgn systems security. These includiscretionary access con-
sharing. Internet provides a global platform for distributiogyy) (DAC), mandatory access control (MACindrole-based
of information for large-scale enterprises. Synchronizatio§ecess control (RBAG)pproaches [22], [25], [37].
In this paper, we propose a unified multimedia document
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F-

Fig. 1. Distributed, heterogeneous, multimedia database system.

rity domains and hierarchical classification policies, thus supiinistic and nondeterministic temporal relations. In Section 111,

porting specification of complex documents with multilevel obwe present aecureGOCPN model, which uses GOCPN as the

jects maintained by the underlying heterogeneous databasese model, and show how the extended model allows MLS for

The model constitutes a significant extension to the existimgultimedia document databases. In Section IV, we present an

object-composition Petri-net model (OCPI=p], [30] by inte- architecture of a secure distributed multimedia document data-

grating security requirements for multimedia documents. In agase system. In Section V, we present related work. Section VI

dition, the proposed model facilitates the specification of NORrovides a conclusion of this paper.

deterministic temporal relationships and incomplete temporal

information for media objects. It allows asymmetric relation-
. . oo . lI. MULTIMEDIA DOCUMENT MODEL FOR SYNCHRONIZATION

ships to exist among distributed objects of a document. Provi-

. 2 . . ; AND INDEXING

sion for nondeterministic temporal relationships and incomplete

temporal information is an important issue in a distributed mul- Temporal modeling is a requirement for ensuring synchro-

timedia environment with random network delays. Based on thization of distributed media objects to compose multimedia

proposed model, a system architecture is presented that suppggitsuments. In this section, we first present a temporal synchro-

authoring, querying, storage, and content-based retrieval of digzation scheme callettmporal constraint set (TC$) enu-

trlbutgd multimedia documents in a secure environment.  merate all the possible temporal relationships that may exist be-
In literature, few researchers have addressed the issuen@en any two media streams represented as temporal intervals.

access control for multimedia documents [13], [14]. AlthougitCs describes the binary temporal relations between any two

there is a growing realization to address this issue, the existipgervals and captures both deterministic and nondeterministic
work either presents a preliminary discussion on the requit@mporal relations.

ments for security in multimedia systems [13], or focuses

on al'Jthorizatio.n models for mono-medigm dgtabases [4].. S Temporal Constraint Set (TCS)

mentioned earlier, the model proposed in this paper provides

an integrated framework to address both the application levelAny two time-intervals with deterministic duration can be

access control needs and media synchronization requireméachronized in 13 different ways [1]. For interactive multi-

for composing distributed multimedia documents. Existingiedia, duration of media objects may be unknown or unpre-

multimedia synchronization models such as OCPN [29], XMdictable prior to presentation of documents to the end users. To

[41], and time-flow graph [26], [27] address only deterministicepresent temporal relations among the intervals with unknown

temporal relationships where durations among objects aterations, the proposed TCS is based on time instants and inter-

knowna priori. vals. A time instant is a point on the time axis that can be rep-
The paper is organized as follows. In Section I, we preser@sented by a nonnegative number. An interval starts at a time

the generalized OCPN (GOCPN) model for specifying deteirstant and ends at another time instant as defined below.



JOSHIet al: MODEL FOR SECURE MULTIMEDIA DOCUMENT DATABASE SYSTEM 217

ml ml ml mi
m2 m2 m2 m2

(a) start-start (b) end-start (c) start-end (c¢) end-end

One Constraint System

(e) 0 (&) ]
ml 82

ml
81 1 32
31

6] ] ® ()]

ml

ml |_ml |

(m) (n) (0) )

[__mi | l__m.\i,i
1
m2 .
—_"—_| Two Constraint System

m2 83 | ! w83 Three Constraint System

Fig. 2. Temporal constraint set.

Definition 1 (Interval) [30]: Let[R, =] be a partially ordered (d) end-endepresent constraints between two intervals for dif-
set, and let;, b be any two elements dt such thaie = b. The ferent pairs of end points. These constraints @are- b; —
set{z |a = x = b} is called an interval of? denoted bya,b]. 6 b2 — a1 = 6 andbs — b; = §, respectively. Since the deldy

Let« andb be thestartandendpoints of an interval antl—a  is nonnegative, the arrow for specifying a delay does not point
its duration. End points of an event are nondeterministic whéackward. The inverse relation is obtained by simply switching
they are influenced by an occurrence of another event or are thre intervalsn, andms.
known beforehand. The former case represents a causal relatio®y adding one more constraint to the one constraint system
The end points of an interval can perform an action on an emdFig. 2, we can define eight double-constraints. Two such re-
point of another interval. An action aimed at the beginning détions areover-constrainedvhere bothstartandendpoints of
an interval corresponds wtart or activation while an action m; have a constraint on the same end pointgfand can be
aimed to end an interval corresponds to a stop or terminati@ither thestart or theendof m5. Therefore, six out of the eight
Such an action is represented in a graph as a constraint arrelations are valid double constraints. These include cages (
from one end point to another end point, as depicted in Fig. @), (9), (h), (i), and () in Fig. 2. Similarly, we can enumerate
For any two intervalsn; (a1, b1 ) andma(ao, b2 ), there can be at all other binary constraints. Fig. 2 illustrates all the 14 possible
most four possible constraints between the end poiramdb,. temporal relationships for the two-constraint system. We have
Fig. 2 shows the four relations. For a causal system, the delagi€luded over-constraint relations.
always nonnegative. The 14 constraints of two constraint systems are not mutually

In start-startrelation of Fig. 2(a), the start point of intervalindependent. For example, constragtdan represent temporal
meo Occurs after the start point of interval; with a delay of6 information contained inf). In other words, constraing) is at
time units. In this case, the constraint between the start paintsleast as powerful ad)(when we consider the event ordering
andas of m; andma, respectively, is given by, —a; = 6. The of the two intervals. 1162 in (€) is specified to be the sum of
end points of these two intervals are set to be free and remainandé2 in (f), the end point position of intervak, is deter-
unspecified. Similarly, the casds) end-start (c) start-endand mined to be the same instant in the time axis for be}fatd ).
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Fig. 3. Recursive firing algorithm.

However, {) cannot represeng) if 62 in (e) is smaller thard1 tion types, and modifying firing rules for the GOCPN. Formally,

in (f). Similarly, constraintjj, (n), and ) have more temporal a GOCPN model is defined as follows.

descriptive power tharhf, (m), and ), respectively. Conse- Definition 2 (GOCPN): A GOCPN is a 7-tupleG =

quently, the number of temporal relations is reduced to nine By, T, A, AW, PT,SL, ObjA}, where

dropping ), (h), (m), and @). 1) (P, T, A) is a Petri-net; ()P is a finite set of places, (i)
The three-constraint set can be generated from the two-con- 7 s a finite set of transitions such th&n 7" = 9, and

straint set. As most three constraints introduce conflicts, only  (jii) 4 C {P x T} U{T x P}is aset of arcs;

two temporal relations,sf and (), shown in Fig. 2 are mean- 2) AW: A — B, B = {0, 1} is a weight function of arcs;

ingful. The final TCS is the set of the following 16 temporal 3) PT: P — {regular, decisioh identifies a place as ei-

relations depicted in Fig. 2: ther regular or decision place (regular place has only one
o output transition whereas a decision place has multiple
{(a), (b),(e), (d),(e), (9), (1), (1), (), (D), (n), (o), output transitions);

(p), (), (5), (1)} 4) ObjA: P — {C x Q x D x § x Op} is a mapping
of places to the content sef, QoP set(, integer
set D representing durations, spatial information

B. The Generalized Object Composition Petri-Net (GOCPN) S, and an ordered set of media operatiodp (if
Model Op = {op,,,0p,,_1; - - -, OPa, Op; } then operatiomp, is

. : applied on the media content before operatipp, , );
The proposed TCS provides a powerful and flexible model 5) SL: {P x P} — I representdip-synclink between two

that unifies time instants and intervals through constraints. It can ) . X . ;
describe Allen’s 13 temporal relations and overcome its limita- places, wherd is an integer set r_epres_entmg maximum
tion by capturing nondeterministic relations. The model can be sI_<ew alloyved be_ztween two media abjects measured by
used to specify arbitrary temporal requirement for composin d|scre.te time u'n|ts. ] ]

and presenting multimedia documents. For this purpose, we Fr%e dynamic behavior of GOCPN can be described in terms
troduce the GOCPN model that augments the Petri-net struct@fénarkings that represent the distribution of tokens in the net.
and the execution rules to represent multimedia synchroni? initial stateis represented by a token in tiseurce place
tion. Based on this model, one can precisely describe tempol&€ presentation of a multimedia document starts by firing the
and spatial information, user interaction, browsing semanti@tput transition of theource placeThe marking of a GOCPN
media contents, and quality of presentation (QoP) of Comg’@-changed according to the foIIowing transition firing rules.
nent media involved in a multimedia document. Thisis achieved 1) A transitiont is enabled if each of its active input plage

by associating time duration modeled by TCS constraints to  is marked with at leasAW (p, ¢) unlocked tokens, where
places in GOCPN, assigning weights to arcs, specifying transi- AW(p, t) is the weight of the arc from to ¢.
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2)

3)

4)

5)

6)

Algorithm Recursive-Firing(s) represents decisionplace where a user can choose one of its

T=0; output transitions to fire. Such a place is caldglaceand is

For each p; € P, (1;) no tokens denoted as a double circle in the GOCPN model, as shown in
Insert £, (p;) into transition set T Fig. 5. The functionPT is used to differentiate such a place

For each transition 7, € T from aregular place. When a token arrives at siplace a text
Firing () is mapped to the screen to give brief information about the con-

Remove a token from each p; € P;, (1) tents of each path, for which a button or selectable item is dis-

Add a token to each place p, € P,,, () played. In Fig. 5, transitions, andt, are related toECE Dept’

and “CS Dept,” respectively. The user can choose a path to pro-

ceed with the presentation process.

Fig. 4. GOCPN representation of TCS. QoP parameters are supplied by the user in the form of
perceived quality for the presentation of a document. Generally,

each media type has its own unique QoOP requirements. For

Firing of an enabled transitiohtakes place as follows: . ;
(a) if ¢ contains an input arc withW — 0, then the re- instance, text may allow some delays but it should be free from

cursive firing algorithm shown in Fig. 3 is used; (b) if theSrTor or_miss_ing infqrmation. Similarly, in most of the applica—
input place of is of regulartype, ¢ fires immediately: (c) tions, video is sensitive to delay but may tolerate dropping of
if its input place is ofdecisionty;,)e ¢ can fire only w,hen some frames. In some applications, a finer level of synchroniza-

triggered by an input. The algorithm of Fig. 3 recursivel)ﬁog oft\(/jv_o relatedkr?edie;strezms, SL(chIﬁpssyncb%tweenvide_o ul
fires every input transition of those places that appear pd audio, must be entorce In oraer tP provice a meaningfu
fore the enabled transition. The algorithm strictly follow®resentation. In GOCPNp-syndlinks are introduced to specify

e maximum tolerable skew between two media streams. The

the temporal ordering in GOCPN in the sense that a tran-

sition is fired only if all the transitions ahead of it in thedirection of a synchronization link reflects the asymmetric rela-

GOCPN have already been fired. tion in inter-media synchronization. For example, lipesync
Firing of a transition results in removing a token fronfliréctionfrom V1 (video)to Al (audio), in Fig. 5implies that A1
each of its input places, and placing a token in each gould catch up with V1 during presentation. In this case, more
its output places. importance is aFtached to opject_ V1. In an asymmetric reIa'upn
Upon receiving a token, a place starts the process of dretween two objects, one object is identified as the master object

playing the associated media object. We assume that apd thg other as the slave object. Fo.r example, in Fig. 5, \(1 has
QoP requirements and other specification regarding duthe major conten_t for the presentation and can be con3|dered
tion, spatial and synchronization constraint are manag@g the master object, whereas, Al and T1 can be considered as
by the underlying system architecture. An active proce$&Ve objects. Al and T1 end as soon as V1 ends upon firing
locks the token. The token is unlocked whenever either 8f £2- In Some cases, it may be necessary to leave the duration
the following events happens: (i) the specified duration Of @n object unspecified. For example, as shown in Fig. 5, the
of the place expires, or (ii) if the duration is unspecified€Xt object T4 may need to be displayed when video V4 is being
the token is unlocked by the process. presented after A4 has been played out. In a deterministic model,

If placep; has alip_synclink to another place,, syn- durationd”associated with T4 needs to be determined based on

chronization between the presentation processes in thésgnddV'. However, findingr may be difficult in case there is a
two places is enforced by ensuring that the skew betwe8@mplex substructure between T4 and A4. GOCPN allows such
the two media streams is less than the specified valueiBgomplete timing information between A4 and T4 by allowing
SL(p1, p2)- inactive arc as shown in Fig. 5.

The contents element of &placeprovides description

of information about all the selectable paths. Each det)|. ExTeENDED GOCPNEOR SPECIEYING ACCESSCONTROL
scription is associated with a logical button that can be IN MULTIMEDIA DOCUMENT DATABASE

mapped to some area of the screen. Each logical buttonin ) ) ) ]
turn is associated with an output transition of Mplace Media contents in a multimedia document may have various

When a path is selected, the corresponding transitionl@yels of sensititvity or classification that depend upon the na-
triggered to fire. ture and/or the quality of information they contain. For example,

/* P, (t;) represents the input places of ¢, */

n

Fig. 4 shows the GOCPN representation of all the constrairsvideo sequence depicting the use of firearms may need to
of TCS. be classified asddult viewing only to prevent children from

Fig. 5 shows an example of a GOCPN document. TH@arning how to use firearms. Similarly, a person who pays a
number of tokens deposited at a given plaeceis deter- higher rate of subscription may be allowed to view more expen-
mined by the weight of the arc leading @ An arc with sive information with detailed charts and diagrams of up-to-the-
weight 1 (i.e., AW = 1), drawn as a solid line, isctive minute stock market analysis. Such content-based classification
The set of active input places for transitioris denoted by may also depend on the context of information. For example,
Poiive(t) = {p|(p,t) € AandAW(p,t) = 1}. Similarly, a publicly available news clip may be classified as top-secret
the set of inactive input places for transitioris denoted by when it is augmented with some annotation that identifies a
Piactive(t) = {p|(p,t) € AandAW(p,t) = 0}. person in the clip as a secret agent. In following, we introduce

In GOCPN, a place may have multiple output transitions thaecureGOCPN, which augments the GOCPN model to allow
represent multiple browsing paths in a document. Such a plat&eh content-based classifications on subjects and objects so
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Fig. 5. GOCPN document.

that appropriate class of media objects within a document can2) «property a subjects is allowed to write an objeas iff
be selected for presentation to individual users. l, > I, (no-write-down property

. . In this paper, we focus on the issue of the availability of the
A. Multilevel Security (MLS) presentation documents to the authorized users. For simplifying
MLS has been proven to be a practical model for many mitiassification mechanism, we use the notion of views as used
itary and commercial applications where some form of naturi@l [2] and [7]. We next illustrate such a mechanism with the
hierarchy or compartmentalization exists [25]. Distribution ofultiview model of MLS proposed in [2], [8], and [11].
information in such organizations is controlled by some mea-1) Multiview Model of MLS: The multiview model decom-
sure ofsensitivityor on aneed-to-knovbasis. Thesensitivityof  poses a database that uses-tevel classification scheme into
information is determined by its content, context, aggregation,views. A view is maintained for a given level of classifica-
or time [2]. To ensure secure access, users should be allowegdda and provides access to all the data that has classification
access only those information for which they have the requirgslel less than or equal to that of the view. The assignment of
clearances. In an MLS model, a system consists of #'s#t classification levels in the multiview model is done at the object
subjects, also known &ctive entity a setO of objects, also |evel (instances). Fig. 6 illustrates an example of MLS. Here,
calledpassive entitigsand a set of security levels with a par- we assume each object is classified as either clasgiigdr
tial ordering relation. A level; is said to bedominatedby I; if  unclassified V).
l; < 1y, andstrictly dominatedvy ; if I; < I; andl; # I;. If A creator A with a clearance famclassifiedevel creates an
neitherl; < I; norl; > I;, thenl; andl; are said to béncom-  opjectO; and assigns to attributéamethe classificatio/ and
parable In an MLS scheme, these security labels are used ague “Ralph,” and to attribute&ge andCountry the classi-
object classification as well as subject clearance levels that geation C. O, is given the sensitivity level/. As Country
assigned by the administrator. THeminatedelation between s classified at”, he may put the value “Canada” as eVer
the classification level of an object and the clearance level okgory’ for it. In the classifieddatabase (DB), pointers to the cor-
subject is used to determine whether the subject is to be a”OV\fégponding object state imclassifiedDB are created as shown
to access the object. The well-known Bell-LaPadula (BLP) [#y an arrow in Fig. 6(b) from an object instancediassified
restrictions for an MLS system are as follows. DB to the object instance in thenclassifiedDB. For an at-
1) Simple security propertya subject is allowed to read an tribute classified a€’, the actual value is copied. After the cre-
objecto iff I, > I, (no-read-up property ation, theclassifiedDB and unclassifiedDB are as shown in
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S-GOCPN
Multilevel Database Places

L Class Person ]

Attributes:

Name : String Classified DB Unclassified DB
Age : Int
Country : String Object O1, C ] [ Object O1,U ]

‘ oot
Instance of
S-GOCPN-C
A 4 A 4
Attributes:

A

After update / /1 Auributes:
/ Name H<) 4 Name :Ralph
Age 135 Age o

—

ObjeCt Ol’ U ] Country:USA Country:Canada

Attributes: // 7
/ /

Name : {Ralph, U)
1 (35, . / .
éiintry: EUSA, Cé ) Attributes: / Attributes:
Name :John s Name :Ralph
Age 135 Age sucH Y
Country:USA / Country:Canada /
(a) (b)
Fig. 6. (a) Multiview model. (b) One view for each level.
Fig. 6(b). Now, a user with clearan&écan view theunclassi- 3) {L, <} is alattice with a set of security levels

fied DB. For the user, attributdge is hidden, while attributes  4) X: SU O — L is a classification function.

NameandCountry are visible. However, the user is unaware Furthermore, the BLP restrictions are applied to control the

of the fact that the value focountryis a “cover story and flow of information

thinksCountry is anunclassifiedattribute and thus, thinksthat  Thus, a security domain represents the scope of an SP over

“Ralph” is from “Canada.” a set of subjects and objects [21]. For a multidomain environ-
User A can later update the classified information using hisient, let theith SP be referred to &P; = {Ssia_i, Ooid_i> L,

clearanceC and only updates the object state, which is stored ;1. Furthermore, letS;;q and O.;q denote the set of sub-

in theclassifiedDB. For example, using his clearanCehe can jects and objects, respectively, in all the domains of a system,

change the value dfameto “John” in theclassifiedDB. After j.e., S;;q = |, Ssia_s andOeiq = |J; Ouia_i- For a multidomain

this update, the link fronlassifiedDB’s Nameattribute to the environment containing independent domains, we have a set

unclassifiedDB’s Nameattribute is removed. At this time, for of policiesSP™ = {SP;,SP,,...,SP,}. Formally, we define

a user with clearanc¥, the name will appear as “Ralph” andg secure-GOCPN as follows.

the user will not know that the actual name is “John.” The value pefinition 4 (Secure-GOCPN)A secureGOPCNis a tuple
“Ralph” in theunclassified>B now becomes acbver story’ G sp» 3, C,, G, E,}, where:

1) G is a GOCPN defined earlier with the following
B. The Secure-GOCPN Model changes taP and7: P = {regular, decision, SPlace,
To allow specification of multilevel classified multimedia EPlace, AMPlace, INPlageand T = {regular, gate-

documents and an MLS policy for multimedia documents, we  transtion, interoperation-transitipn
extend the GOCPN model using a colored Petri-net model2) SP" is a finite set of security policies with > 1.
[20]. The model allows creation and retrieval of multimedia 3) & = {S,,. Sar, S4.Sn, 57, S1,52}, whereSp, Sar,

presentations that require accessing independent media objects s, §; S1, and S2 are typesor color sets. Sp =

belonging to different security domains. Easdcurity domain {sid|sid € S,q4,} is the set ofdefault tokens(de-
consists of a set of users/subjects, objects and a classification fault color set),Sar = U; Sar_i with Sar_; =
scheme. To accommodate multiple security policies, we first  {(sid, oid) [sid € Sq_;,0id € S} iS the set ofau-
define an SP for a domain as follows. thorization request tokens 4 = J; Sa—; with S4_; =
Definition 3 (Security Policy):An SP is a tuplg S, O, L, <, {(sid, 0id, ¢) | sid € Seia_i,0ld € Seia_r andc is the
Ap}. Where clearanceid has foroid in theith SPSP;} is the set of
1) S is a set of subjects; authorization tokensSy, = {(a;,a;)|a; € L; anda; €

2) O is a set of objects; L;} is the set of mappings from level, domainSP;
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$.GOCPM Places |
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Fig. 7. Multiple views over a media object. (a) Dropping frames. (b) Hiding a portion.
to level a; domainSP;,S; = {(sid,oid,In) [sid € in Fig. 6(b) refer to the objects inlassifiedand unclassified
Ssid_i,0ld € Soia_i, In € Sy} is the set onteroperation DB.
token,S1 = Sp USAr U Sg andsS2 =Sy US4 UST. In the second example, a multilevel classification scheme is

4) C,: P — X is a color function that assigns each place aeeded for the objects in a document. For example, a movie file
color set from>; a place can acquire only a token of thenay contain scenes that display sommlencé and is not suit-
color that is defined for the place. éoloredtoken car- able for a child viewing. In order to allow a child to view the
ries information about the identity of the subject, objecimovie, a child’s view must be created for the file where violent
and/or the subject’s security clearance. scenes are removed. Storing a separate copy of the movie with

5) Gi: T — Bg is a guard function defined from the scenes removed is a costly choice. A better approach is to
T into Boolean expressiond3r such thatV, € provide areal-time video operation such as dropping the frames
T:[Type(G(t)) = Boolean A Type(Var(G(t))) C o], that contain Violencé scenes. Fig. 7(a) shows two views of
whereVar refers to variables in a guard expression angl video sequence; in thenclassifiedview, the fourth and the
Typerefers to the type of the variables. seventh frames are dropped during presentation, whereas in the

6) E,: is an arc expression fromA to expres- classfiedview, all frames are presented. Fig. 7(b) depicts two
sions such thats: Vv, € A: [Type(E.(a)) = views of animage. In thenclassifiediiew, the face of a person
Cp(p(a)) A Type(Var(Eq(a))) S X, where Var nas peen covered to protect the identity of the person. Hence,
andTypeare the same as above. a view of a media object such as a video sequence can be rep-

In the following, we present the representation of multilevel olbesented by specifying such a media operation on the object. It
jects insecureGOCPN and then describe how security specan be noticed that the structure of GOCPN supports views for
ification in a single domain as well as across multiple policgbjects by allowing filtering operations to be specified for each
domains can be achieved by usiserureGOCPN. place using the place functignbjA (Definition 2).

1) Multilevel Objects in Secure-GOCPNAe can elaborate  In secureGOCPN, we represent a multilevel object with

the following two scenarios in which: 1) the component objectsossible classifications byplaces, where each place represents
are managed by a database that supports a multilevel protecthmn view of the object at a given classification level. We add
and 2) the component objects are independent files or objeatsextra place, calledefault place for each multilevel object
without any multilevel decomposition, such as a movie file, aand to represent theatcess deni€dpath during firing of the
image file, etc. secureGOCPN. In other words, if a subject is not cleared au-

In the first example, to classify multilevel objects, places cahorized for an object, this special place is selected. This place

be used. For example, places S-GOCPN-C and S-GOCPNz&h be used to retain any synchronization constraint introduced
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Fig. 8. Representation of multiple views of a multilevel object.

by the multilevel object. In case there is no need for any extra—= (sid, oid) € Sar. Upon receiving this tokendm gener-
functionality, we can assume that tlefault placemerely for- ates an authorization token= (z, ¢), wherec is the clearance
ward the token without consuming any time. Thus, each multhe usesid has for accessing objeeid, which in this case ig.
level object is represented secureGOCPN byn + 1 places, For an authorization request that cannot be granted NULL.

as shown in Fig. 8. Firing of a transitian implies that theith Once placeS receives a token from Am, one of the tran-
level object, i.e.p;, is presented. sitionstg, t1, - - -, t,, is enabled. Each of these transitions has a

2) Security Boundary and Access Contrdl: secure condition, calledransition guards which if satisfied, enables
GOCPN can handle multiple predefined security policies thtte transition. For théth transition, the guard isy‘- ¢ = [;”;
provide classification schemes for the media objects in tlig - ¢ means clearancein tokeny); that is, theith transition
multidomain environment. For usirgecureGOCPN model, a is enabled if the clearance lewein the authorization token
media object needs to be associated with the proper secuntgtches classification levél of objectp. Placep, represents
domain that provides access rules for the objects. In ordertte view of objecty at levell;. The enabled transition fires im-
provide this functionality, we introduce the three special placesediately indicating that access has been granted for the par-
of secureGOCPN, namelySPlace AMPlace andEPlace ticular view of the object. In this regard, these transitions act as

An SPlaceis used before each multilevel object, as shown imccess gates. Accordingly, such transitions can be referred to as
Fig. 8. AnSPlaceis labeled with the symbolS.” For example, gate-transitionsThe outputs ofjate-transitionsarez tokens.
in Fig. 8, the secure obje@bjin (a) is an abstract view of the An EPlace labeled as ¥,” appear at the output transitions of
secureGOCPN netin (b) which in turn is an abstract view of th@lacespg, p1, - - - , pn, @s shown in Fig. &Placerepresents exit
secureGOCPN net in (c). Fig. 8(b) shows that documé@tij from the multilevel object. From each plagg p1, . .. ,p, Up to
that contains a multilevel object, representedblyas different the EPlace only default tokens flow, and hencg, (EPlace) =
views depending upon the classification scheme used, as shaiyn All arcs that are not labeled in the figures are assumed to
in Fig. 8(c). AnSPlaceis connected to a\MPlace Tokens carry default tokens. Although, no particular semantics is as-
assigned to aBPlaces of colorSSthat is,C,(SPlace) = SS.  sociated with arEPlace it provides a modular representation
Thus, arSPlacecan contain a default token of color s&f that of each protected objecEPlaceand EPlace pair constitutes
it receives from otheEplaces Alternatively, it can contain an the security boundary of the associated multilevel object. Fur-
authorization request token of color $gtg, or an authorization thermore, afePlacecan be augmented with post-processing re-
token of color sefs 4. quirements such as security auditing.

An AMPIlacespecifies an authorization module that is main- We assume that each protected object in the system is rep-
tained by each security domain. It accepts authorization requestsented in the Petri-net form shown in Fig. 8(c). When com-
and generates authorizations. The arcs labelsetween places posing GOCPN documents, we use the abstraction places shown
S and Am indicate that only tokens of colarcan flow on these in Fig. 8(a). However, if a higher-level document has many mul-
arcs, wherer is an authorization request token. In other wordsilevel subdocuments and if no authorization is required at the



224 IEEE TRANSACTIONS ON MULTIMEDIA, VOL. 4, NO. 2, JUNE 2002

i ; Actult

=, B ..a———-—'|l | -
T T — ; (e T
s ' S Child AL
5 =V, il
(a), s i g b haul
4 ] b 1 -
& 2 1
Ty *1 1.re
; = -
'1—; [i.n' tf
! 15N EH =
. LLip-s 4
L] ,
b " ':_H ; \ult
L J P — i e
- & &
- v -k, — Ty
'l % 1L ¥
! - i L Ciaild _."-.4' =
\ nl o/
(d) 3 J
(b ! F il ;
, S g <

‘L

Fig. 9. SamplesecureGOCPN document containing multilevel objects.

highest level, therBPlaceis not connected to anftMPlace schemep; be used as a particular class of art when some artistic
For example, in Fig. 9, a document is composed of two proategorization is used. We note that there is no semantics at-
tected multilevel objecty” and A. PlaceS needs not to send tached to a place; in Fig. 8. The classification semantics is
out authorization request tdm as the combination of and provided bySPlace AMPlace and thegate-transitions
A at this level is not classified. The clearance and authoriza-3) Hierarchical Protection: The proposed GOCPN model
tion check is carried out at each multilevel subdocumémind can be applied to achieve hierarchical classification on media
A. Fig. 9(a) is the highest level of abstraction of the documeabjects [25]. We illustrate this concept with an example, de-
and it can be used as a component in other documents. Fig. (icjed in Figs. 10 and 11. According Refinition 2, it can be
shows an arrangement for subdocuments. Fig. 9(c) and Fig.9fd}iced thaDbjA: P — {C x Q x D x S x Op} whereC rep-
show the detailed representation of the subdocumiémsd A, resents a content séb, represents the set of QoP parameters,
respectively. integer setD represents durations, represents spatial infor-
To make the model general and flexible, plagg:, - .., p, mMation, andDp represents an ordered set of media operations.
that represent the views of a plagén the protected documentAlso, in the set of operatio@p, operatiorop, is applied on the
Obj, may not be restricted to the same multimedia object. Eagtedia content before operatiop, , ;. We show that by properly
p; can reference a different GOCPN document. The user cd@fining a set of operations we can apply hierarchical classifi-
apply application specific semantics to such classification. Aration on a media object. To simplify our discussion below, we
example is a Web-site presentation for which; can be a doc- only consider set€’ andOp; thatis,ObjA: P — {C x Op}. In
ument presented ttivileged users andgy; can be a document Figs. 10 and 11, we have a base, unclassified object represented
presented todeneral public. Information viewed by arivi- asp, which is a high-quality movie file.
legeduser can be vastly different from the information viewed In Step 1(a) of Fig. 10, a classification scheme is applied that
by ageneraluser. In some cases, the information viewed by theses ‘adult’ and “child” as classification labels. The resultis a
privilegeduser can be a superset of the information viewed bgultilevel documeng); thatis shown in Fig. 10Am; represents
the generaluser. the authorization module associated with this scheme. The
A placep; that represents a view for a plageas in Fig. 8, “adult’ view of p is p; and constitutes playing out the original
is not necessarily attached to the same classification schemeavie file p, whereas thechild” view of p is ps, which consti-
all the times. The document representeghamay appear as a tutes playing out the actual movie without frames that contain
view of another object within a different classification scheme iadult material and are enumerated inBeHencep, represents
a different document. For examplepif represents an image, inan application of an operatiairop(Z’) on p. In other words,
one scheme it may appear aslult’ view of an object, where ObjA(pa2) = (p, {drop(F)}). To simplify the figures we have
the classification scheme useasdult’ and “child” to classify omitted the ‘access denié€gath (indicated bywll )inFig. 10.
objects based on the adult material present. However, in anotNete that while placeg and p, refer to the same base media
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Fig. 11. Detailed view of the net in Fig. 10.

content, place refers to the content as it is available in storag@resentation, whereas géneral user gets a low-quality pre-
wherea, refersto a modified version of the base media contersientation as shown in Fig. 10(b). The plaeg represents the
In step 2(a), another classification on objéxgtis carried out view of objectO- at the ‘privileged level, whereas),» repre-
to get objectO,. The second classification useprivileged  sents the view of objee?; atthe ‘general level. The “general
and ‘general classes. A privileged' user gets a high-quality level can be represented &9, {reduce_quality(z)}) as
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Fig. 12. Example of a composite document containing multiple documents from different domains.

it involves applying operationreduce_quality(x), where shows a document composed from two documents that belong
« indicates the reduction in quality on the content @f, to two different domaing; andd,. V1 belongs tad; and V2
which is the content of with frames from the sek’ dropped. belongs tod,. The composed documefibj itself belongs to

Fig. 11 shows the expanded view. Note that represents d;. In this case, if a user has some clearance in each domain,
the view of the file for an adult’ user having a privileged  then he is presented the views of objects V1 and V2 depending
status and constitutes the presentation of the movie at ufgon his clearance.

original form. Placep;» represents the view of the file for Itispossible, however,thatauserhas clearancetoonly one do-
a “child” user having a privileged status and constitutes main, in which case he can view only one of the subdocuments,
the presentation of the original movie with adult-orienteday V1 and V2. However, the system can be configured to pro-
frames dropped, which are represented by a small oval on thde a mapping between the classification lattices of the two do-
dotted line fromp;, to p. Similarly, po; represents the view mains to allow a user having a clearance in one domain to allow
of the file for an ‘adult’ user having a general status and some level of clearance in the other domain [6], [12]. For ex-
constitutes a reduced quality movie. Similanhg, represents ample, in Fig. 13, domaid; employs four classification levels
the view of the file for a £hild” user having a jeneral status, and domainl; employs five classification levels. The mapping
which constitutes the movie with reduced quality as well ahown as a directed arc indicates that anyone cleared foigvel
adult-oriented frames dropped. Hence, we can capture eath is allowed to view level;s objects ind;. Similarly, map-
view p;; of p using theObjA function in terms of the base pingb indicates that anyone cleared for le¥glin d; is cleared

objectp as follows:ObjA(p11) = (p,null), ObjA(p12) = forlevellss objects inds. If mappingc is also included, it can
(p, {drop(F)}),ObjA(p21) = (p,{reduce_quality(x)}) create a violation withirl;. Thatis, a user cleared fés; in ds
and ObjA(pz2) = (,p2,{reduce_quality(z)}) = gets clearance fdi, in d; and ad;3 is mapped td»3, he also

(p, {reduce_quality(z),drop(F)}). This process al- gets clearance fdps in d2, thus allowing a user with onl§s;
lows a hierarchical classification scheme. The process celearance to view an object at a higher classification &gl
be specified on media objects by defining an ordered set Mappings: andb define the interdomain access allowed inamul-
operations on an object. tidomain environment. Care must be taken to ensure that such
4) Interdomain Accessin numerous applications, a usemappings are consistent [17] so that they do not create security
may retrieve several independent documents from differenblation. In essence, such secure interoperation in a multido-
security domains and develop a composite presentation. In satain environment must ensure thenciples of autonomgand
cases, multidomain access policies become a limiting factordgacurity[17]. The principle of autonomy requires that whatever
composing a multimedia presentation. In Fig. 9, each subobjectesses are allowed within a single domain should still be al-
belongs to the same domain (both user;) and hence the lowed when an interdomain access is permitted between this do-
same classification scheme applies to the subobjects. Fig.main and other domains through such mappings.priveiple
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Fig. 13. Mapping between two domains using interoperation tokens.

of securityrequires that, if an access is not permitted in a ddion related to individual media as well as complex multimedia
main, that access should not be allowed through interdomain documents. It usesecureGOCPN to model secure multimedia
cesses. Addition of areviolates the principle of security. Heredocuments. The overall architecture of the system is illustrated
we assume that mappings between security lattices of differamt~ig. 14. The highest-level module consists ahaltimedia
domains have been correctly established. For discussions thegr environment (MUEhrough which an application devel-
follow, we assume that mappirgioes not exist. oper can compose, query, manage authorization, and display
To model such mappings between the levels of differentultimedia documents and objects. It provides an interface be-
domains, we introduce a place to represent each one directidmaden a naive user and complex multimedia services given by
set of mappings. For example, for a mappindrom d; to the underlying systems.
ds, we use placdn;, (an INPlace), which always contain a  The script translator and deadline generator (STD@io-
token that contains the mapping information. For exampleesses aecureGOCPN document and produces an instance
In;» contains tokertby , b2), whereb, represents the level @i  of GOCPN document based on user clearances, during which
mapped to level, of domaind,. In;» accepts an authorizationit interacts with theauthorization manager (AMp determine
token from the associate@lMPlace in this caseAm;. Note the clearances a user has for different views of each multilevel
that C,(INPlace) = Sy U Sy U S,4. As mentioned earlier, object that appears in tteecureGOCPN document. The AM
the authorization token is used to store the information asaintains the information related to each security domain and
to what clearance a user hds;. outputs a toker(z,b) to redirects authorization requests sent to it. The resulting GOCPN
tame (@ninteroperationtransition), which fires upon receiving script is then used to construct a hierarchical structure of the
a token each fromn;, and its associatedhm,. The firing document suitable for database search and retrieval. A multi-
condition fort,,,,» is that the user has a clearanceli If the media document playback deadline table is generated from hi-
user has such a clearance thendhalue in the token received erarchy. This table is used by thaultimedia presentation man-
from Ams is nonnull. However, if the user does not have thager (MPM)to schedule real-time presentation of the document.
required clearance, the mapping information is used. Similarly,At the time of saving a multimedia documemntultimedia
an interoperation placki,; is created fords to d; mapping. query processor (MQRjccepts the inputs from STDG and mul-
For eachAm;, we have &y, ; andIng; € tan ;. timedia authoring tool (MAT), and stores the document script
(or secureGOCPN graph) into databases along with other in-
IV. AN ARCHITECTURE FORMULTIMEDIA |INFORMATION formation. For querying and rgtrigval purposes, MQPfirsttr.ans-
SYSTEM (MMIS) lates user-level query specifications irtommon mult|med|a
query language (CMQL3upported by the underlying DBMS
In this section, we present an architecture for an MMIS thétvhich is Postgres in this case) and then communicates with
allows creation, storage, retrieval, and presentation of informiaBMS to get back searching results.
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play back selected multimedia documents with VCR-type
functionalities.
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L. =~ =004 T M Jmee | scripts, the total number of transitions is recorded along with
- information about individual transition such as its index, in-
e T . f oA dexes of its input places and output places. When a user wants
i o Diatriiwatedl Mihistoctis Diptabu ! to view asecureGOCPN document, a GOCPN instance is cre-
A Managemem Sy == ated based on his clearances to component objects.
= s g || The GOCPN instance is represented in a GOCPN script, as
Mrizla I shown in Fig. 16. The place script contains information about
” - individual multimedia objects, such as object type, duration, ob-
ject filename, display position, size on the screen, etc. The type
Fig. 14. Architecture for MMIS. of object is represented by a number, e.g., 1 forimage, 2 for text,
etc. An example of a GOCPN script file has a format as shown
The MPM is responsible for playing back multimedia docuh Fig. 16.
ments in real time. It needs to simultaneously control multiple The GOCPN script generated is interpreted by the script
output devices, fetch media data from their sources to outgt@nslator, which converts it into a hierarchical structure by
devices and enforce both inter-media and intra-media synchesing the temporal operator described in [28]. In addition, all
nization constraints. Dynamic control and QoP adaptation fére information related to data places is also retrieved from
presentation are also necessary to accommodate user intelfa-script. Thedeadline generatoprocesses the hierarchy and
tions and system’s bottlenecks. In the following subsections, wWetermines the play-out deadline for each data place in a given
discuss these components in detail. GOCPN instance, using the deadline algorithm in Fig. 15.

A. The Multimedia User Environment (MUE) C. The Authorization Manager (AM)

In contrast to traditional textual data, multimedia presen- The AM maintains information about various security
tation can be highly interactive. This requires proper desigiymains and makes authorization decisions. This module is
of easy-to-usegraphical user interface (GUIthat interacts responsible for processing authorization requests from user and
directly with the end users and supports services related to {hg.g algorithnsecure-GOCPN-to-GOCPN( )  of Fig. 15.
underlying database. Therefore, MUE, a GUI tool based QQnen an associated input transition to AMPlace from a
X/Motif, is designed and implemented to author, query angp|aceis fired, the translator algorithm (see Fig. 15) sends a
display multimedia documents and objects. MUE commuijessage to the authorization agent based on the authorization
cates with layers underneath and requests services from ﬂ}%’i‘ihest token along with the identity of the policy depending
on behalf of a user’'s request. There are four basic tools d’ﬁon theAMPlace
MUE: 1) MAT, 2) authorization administration tool (AATB)  The AM maintains a set of tables for each policy and a policy-
multimedia query tool (MQT)and 4)multimedia presentation yapping table for interdomain accesses, as shown in Fig. 18.
tool (MPT) n _ __ Associated with each policy is a table that lists the objects it gov-

MAT provides facilities that alloyv users to interactivelygrns. We note that this table may be empty, as the policy may be
compose, store, and modify multimedia documents. Aftgf, application level policy that is applied on objects belonging
the secureGOCPN-based composition of a document ig, gther domains. For example, in Fig. 10, the base object is the
completed, the script generator interprets the Petri-net graglyyie file p, which actually resides in the underlying database.
creates asecureGOCPN script by extracting its structuralynen the objecO; is composed, we do not need to explicitly
information. This script can be saved in a file or database febnsiderOl as an object belonging to a policy domainffa; ,
later reference. In order to locate and retrieve multimedia da&ﬁhough it is implicit. All it is saying is that onlygrivileged
from databases, MQT provides ad hoc query interfaces thatgenerat classes of users as defined hyn; s policy can be
allow a user to formulate queries in the form of scripts, tablegieared for whatever subobjects that this document is composed

graphs, or their combinations. It also communicates with MQR} Thys, we need not make an explicit entry in the object table
for query execution. AAT allows a security administrator tgy ),

define new classification policies that can be applied during
the composition of a document, assign user clearances, @d
specify interdomain accesses. MPT is designed for controlling
multimedia presentation interactively in real time. It accepts In this subsection, we discuss our design of object-oriented
inputs from users and requests corresponding services frdata model for multimedia information and corresponding
presentation manager. Subsequently, MPT allows usersdtabase schema for indexing purposes. The proposed data

Object-Oriented Multimedia Data Model
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Algorithm Secure-GOCPN-to-GOCPN(oid, uid)
// Input: secure-GOCPN document oid, user’s id uid.
// Output: GOCPN document instance for uid.
Let S, E be the SPlace and Eplace of oid,
Let T, be the transition set document oid;
Source =S, End=FE;
Place token, = (uid, oid) andon §
PIH’VV = Pnew U {S }'9
LetT=T,,(S);
PVisited = {S};
EnabledT = computeEnabled (T);
For each t € EnabledT do
If3pe P, () s.t. (PT(p)!=AMPlace) then
T e = T U {1} PVisited = PVisited L fire(z);

For each p € PVisited do
Pnew = Pnew U {p};

Fro = Frew V0 {6 D))
PVisited = Pvisited — {p};
T=T-{1};

EnabledT = computeEnabled (T);
// Remove unwanted SPlaces and EPlaces
Foreachp € P,,,,s. t. p is SPlace or Eplace do
If (p != End and p != Source) then
Tnew = Tnew -= Tin (p)’ Pnew = Pnew - {p}
For each pair (p’, ) s.t. p’e P, (T, (p)) & te T, (p) do
Fnew = Fnewu {(P’, t)};
Else
If (p == End) then
Rename p as End and (1, p) to (¢, End);
If (p == Source) then

Rename p to Source and (t, p) to (¢, Source);

Fig. 15. AlgorithmsSecure-GOCPN-to-GOCPN( ), Generate-Deadline( ),
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Algorithm generate-deadline(GOCPN) I
/ auxiliary variables for firing time
st’li]= -1forO0< i<n
/ source transition firing time
sf[0] =s52[0] =0
spljl = st[0] for all j s.t. p; € P,,(10])
While(!done)
/*minimum firing time of unfired ransitions*/
min_st = oo
/* index of transition with min firing time*/
min_index = -1
done = TRUE
for each #[’] s.2. st[i]<0 and sp[j] 20, d[j] =0 for all j s.t. p[j1 € P, (1E])
st’[i] = the tw(z[71)’s smallest value in {sp[j] + dlj]| Vpljl € P (liD}
if st’[i] < min_st then
min_st = st'[i]
min_index = i
if min_index 2 0 then st[min_index] = min_st
fire(min_index)
done = FALSE

Algorithm fire (i)
Tlist = & [* transition index set
for each p[jle P, (t[1])
if splj] 2 0 and (d[j] > st[i] - splj] or d[j] < 0) then
dfjl = sili] - stlj]
if stj] < 0 and ¢[k] = T, (plj]) then
st[k] = st[i]
insert k into Tlist /* (no duplication)*/ end
for each k € Tlist
fire(k)
for each j s.t. pljle P, (t[I])
spli] = st[i]

andFire( )

Transition Script Place Script
*Transition num 6 *QObject num 8
Tans index 1 *QObj index 1
Input place num 0 Obj type 1
Input places Obj input trans # 1
Output place 4 Obj output trans # 2
num 1457 Obj filename object
Output places Method rotate

2 Obj duration 25.00
Trans index 1 Obj size-in-bytes 253200
Input places 1 Obj WinPosition 100
num 1 X 100
Input places 2 Obj WinPosition =~ 400
Output place Y 400
num Obj WinSize X
Output places Obj WinSize Y

i

Fig. 16. GOCPN format.

Class MMobject { Class Text : Class Mmobject {

String oid; String language;
String author; }
String objectPointer; Class GraphicalObject : Class MMobject {
String subject; Int width;
String title; Int height;
String description;
Int size; Class Video : Class GraphicalObject {
Date date; Int pixelDepth;
String format; String colorModel;
} Int duration;
Int rate;

Class MMdocument : String iconPtr;

Class MMobject { } I
Class Audio : Class MMobject {
Class Image : Class GraphicalObject| Int duration;
Int rate;
Int pixelDepth; Int bitsPerSample;

String colorModel;
String iconPtr;

Int nChannnels;

t
}

Fig. 17. Object classes.

schema is stored in database and facilitates users to do tEm-Generic Multimedia Objects

poral and spatial searches as well as traditional content-based@here are some common features and properties shared by
searches. Object-oriented technology is effective in modeliagl objects in the multimedia object hierarchy. They constitute
and manipulating multimedia data [15], [32], [39]. It provideshe generic class of multimedia objects that is the super class of
an abstraction by integrating data, attributes, and method imlamultimedia objects. This generic multimedia object class is
single construct that is well suited for multimedia applicationslefined as Class MMobject, as shown in Fig. 17. Fig. 17 also
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Fig. 18. Authorization manager.

defines classes for each object type. Each media object requireSexts can be either plain or formatted. Tex, Latex, and ODA
a unigue identifierpid, that distinguishes itself from all otherare some of the examples of document formats. In our system,
objects throughout its lifetime within the system. Al can we useformat andlanguageattributes to differentiate various
be made unigque by combining several of the following comext formats and languages used. A graphical object is a sub-
ponentsinetwork domain name, server ID, time stamp, objectass of the generic multimedia object wit¥idth and height
class,andobject instance counfn objectPointermoints to the attributesadded that indicate the horizontal and vertical reso-
actual source of the media data providing a fast, direct accessutions of an image measured in pixels. Image class inherits all
data, and can be determined by a combination of the hostnatie properties frongraphical objectand addsixelDepthand
or Internet address and a filename or device name. colorModelfor interpretation of pixel values and specifying the
Appropriate metadata is essential for displaying, indexingodel of the color used. AiconPtris used to point to reduced
and processing multimedia data. Thide, author, and date quality image to support fast browsing and previewing of im-
attributes are used for bibliography information. Bibliographgges. A video objects is a subclass gfaphical objecthat adds
data alone may not be sufficient for supporting content-bastihe-related attributegjurationandrate, as shown in Fig. 16.
search on multimedia objects. Multimedia information usuallyideo data also uses attributgigelDepthandcolorModel Rate
has complex semantics and is extremely difficult for computspecifies how many frames should be delivered per unit time.
interpretation. Thus, it is necessary to derive metadata frddince a video object demands huge storage and transmission
the content of multimedia manually or semiautomatically. Theandwidth, it is also desirable to have a small icon for users to
descriptionattribute gives details of media content and a kegcan it very rapidly by displaying key frames only or video with
word search can be performed on the value of this attributeduced resolution. The location of such a video icon is refer-
Moreover, each multimedia object hasabjectattribute that enced byconPtr. Audio objects includéuration rate (samples
classifies the object into various categories. Different mediger second)bitsPerSamplgusually it is 8-bit for telephony or
have different display characteristics. The basic information @6-bit for CD quality) andNChannelnumber of channels used
a multimedia object should be known before it can be intefer audio playback) attributes.
preted and displayed correctly. The attribfgenatis provided
to idenFify the_ rgpresentation scheme of associated media d?i?aMultimedia Query Processing
Sometimes, it is also necessary to know the data volume of
multimedia object when considering the capacity of network, Users can formulate multimedia queries in the form of table,
storage device, and other aspects of the system. Accordingsgph, script, or their combinations. MQT described earlier
we usesizeto specify the data volume of media object. provides the necessary GUI tools for formulating a query in
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Fig. 19. Sample queries.

the content, temporal and spatial domains. This applicatiQUERY1 in Fig. 19. The subject and text descriptions of
level query cannot be interpreted directly by underlyingwultimedia contents described in the previous subsection are
DBMSs. MQP translates the user query into CMQL that igsed for content-based retrieval. If the subject is specified, the
accepted by DBMS as well as some other functions, such aerresponding field of multimedia objects should be success-
1) accepting queries in various forms from MQE and obtainirfglly matched. On the other hand, if key words are used for
corresponding query data structures; 2) analyzing the quearch purposes, the multimedia objects with a text description
information and performing necessary processing; 3) setting agntaining these key words will be returned to the user. In this
connections to databases, execute queries and get back reswlisple, the image objeict, location pointerandicon pointer
from databases; and 4) passing the query results to MQE &ve returned.
display. Another task of the query processor is to actually store2) Spatio-Temporal QueriesMMISs should provide neces-
the user created multimedia documents into the database dary facilities to accommodate temporal and spatial queries as
later retrieval and query. After a user composes a multimediell. A multimedia document usually contains temporally, spa-
document through MAT, a command can be issued to the systtaily and logically related multiple media objects. A user may
to save the document. The STDG module then constructs tek for documents with certain structural information. For in-
corresponding database tables and requests the query proceaoce, a typical query can bEifid a document which displays
to insert tables into the underlying database. These tables famideo clip about Yellowstone National Park accompanied by
a template for a GOCPN instance created from secure-GOCRBMNERNglish text captiofi This query inherently has a temporal
document after user clearances are determined. constraint, e.g., video and text should be displayed simultane-
1) Content and Bibliographic QueriesContent-based ously.
query is perhaps the most common query in traditional infor- Problems arise for such a temporal query when the represen-
mation system. Bibliography query may include informatiotations of temporal relationship is not unique. For example, the
such aditle, author, and creation date of multimedia objectstwo GOCPN structures shown in (i) and (i) in Fig. 20(a) rep-
A typical multimedia query is Find all pictures (paintings) resent the same temporal relation. However, their net structures
about women made by Picasso before year 193fpon are different. When querying for GOCPN subnet shown in (ii)
receiving a query request from MQE, the MQP createsi@a Fig. 20(a), the direct matching will fail if the document is
SQL template and all necessary variables for the query. Themnstructed as the GOCPN graph shown in (iii) in Fig. 20(a).
appropriate search-conditions are constructed and insertedrder to overcome this difficulty a universal canonical rep-
into the SQL statements. The SQL codes generated is tiesentation scheme (UCRS), which is unique and deterministic
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Fig. 20. (a) Different representation of a GOCPN. (b) Comprehensive query example. (c) Temporal query example; its deadline table. (d) GOC&M.query re

to a given temporal relation is needed. By translating GOCRNe metadata of the component media object within the mul-
into this universal representation scheme, the matching cantineedia document. This query can be specified by a GOCPN
carried out without ambiguity. Another reason for UCRS is tgraph containing single image object with a content descrip-
cope with the heterogeneity problems in synchronization spetien of Michael Jordan. The resulting SQL query is QUERY3
fication schemes. In other words, the temporal and spatial rela-Fig. 19.
tionships among media objects may be represented by varioug) Comprehensive Queryin the proposed MMIS, a user
synchronization models. can formulate complex queries by combining content and struc-
For multimedia documents, the play-out deadline for eattiral search. The content part is specified in table form, as de-
component media is calculated and stored in multiple deadliseribed in the previous subsection, while structural part can be
tables together with spatial information and other media speanstructed through GOCPN authoring tools. Fig. 20(b) is a
cific metadata. The deadline-based representation of temparaéry ‘Find an OCPN document having such a structural in-
relation is unique for each document. It is employed by MQPBrmation with a subject about the earth
to calculate relative time ordering information and perform ap- When the query processor accepts the query data structure
propriate query processing on database. Fig. 20(c)—(d) showdram MQE, itis also informed by MQE of the search types. Inthis
example of such a temporal query in GOCPN form. This tensase, both content and structural searches are needed. Therefore,
poral query is first translated into multimedia deadline tablegiery processor uses this information and processes the user’s
with corresponding attributes instantiated by the STDG. The r&tructural constraints. It finally generates QUERY4 following
sultis shown in the table in Fig. 20(c). The table is only for an ilSQL statements that combine both aspects of the query.
lustration purpose, the actual deadline table contains more infor-
mation than is shown here. From the deadline tables, the MQP
constructs the CMQL (SQL) shown in QUERY2 in Fig. 19 and
sent to the DBMS for execution. Multimedia synchronization has been the focus of research in
3) Querying With Partial KnowledgeThis kind of query is multimedia database community for the last several years [29],
to find the multimedia document according to the partial know|24], [10]. Many temporal modeling schemes have been devel-
edge of the document. For example, a user may want to readpeed to describe multimedia synchronization requirements [19],
multimedia document which has a video clip of Michael Jordg26]. Synchronization based on time line [19] is one of the early
playing basketball. In this example, it is possible that the docworks in synchronization modeling. In this approach, all objects
ment description and other metadata for document do not came linked to a reference time line and decoupled from each
tain such information. However, we may find it by looking intaother. This allows removal or addition of presentation objects

V. RELATED WORK
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without affecting the synchronization of other objects. By intro- VI. CONCLUSION

ducing o_bject time, a modified version di_scussed in [16] _aIIovys In this paper, we have presented an integrated Petri-net-based
each objectto be scaled, translated and inverted on the time I%mhronization model that allows specification of application
As the synchronization can only be defined based on fix¢d,e| yser-specific MLS. The model allows specifying interdo-
points in time, the models [19], [16] lack the ability to specifyain access restrictions when subject/objects are governed by
multimedia presentation with nondeterministic temporal infogjitferent classification policies in a multidomain environment.
mation. The OCPN model was proposed in [29], [30], [28lyhjs facilitates composition of complex documents that have
The authors show that each of Allen’s 13 basic temporal rgyjtilevel objects belonging to different domains and or classi-
lationships [1] can be expressed by a Petri-net. In this modgbq using some hierarchical set of classification schemes. Such
a place represents an object play-out duration while a trangicapability allows composing a single document that consti-
tion represents synchronization point. A firing rule is used i@ites different set of information for different users. Eeeure
specify the synchronization conditions. However, OCPN and tSOCPN documents maintain such multilevel classified infor-
enhanced version also rely on the duration information of eagfation throughout the life-cycle of the documents. More com-
media object and does not allow handling of the asymmetric figtex documents can be composed using ssetureGOCPN
lations involved in multimedia presentation. fi al. have pre- documents without any security concerns for multilevel objects
sented time-flow graph as a fuzzy temporal modeling schememprising each such documents. In additieegureGOCPN
in [26], [27]. In their model, three additional temporal relationhas capabilities to model various multimedia synchronization
ships, namely, shortest, longest and chosen, and two Booleaguirements, such as deterministic and nondeterministic tem-
margin functions were introduced to enhance Allen’s represeggoral relations, incomplete timing, asymmetric relations, user
tation scheme. This approach allows nondeterministic tempoiaeractions, andip-sync synchronization. We have also pro-
relationships to be represented to some extent. Unfortunatglgsed the temporal constraint system that generalizes both de-

some shortcomings of the OCPN model were still present ferministic and nondeterministic temporal relations for whach
their scheme, because it is an interval-based model and maiptiori knowledge about interval durations and/or interval end
relies on Allen’s 13 relations. In addition, the newly added thrgmints may not be available.

relationships assume that the composite object’s starting time
and ending time can only be determined by one of the compo-
nent objects. Their model cannot handle general situations, asii
the case where the starting time and ending time are determined
by different objects. XML is also emerging as a powerful tool [2]
for multimedia document composition and presentation [41].

In hierarchical synchronization specification, a complex [3]
multimedia object is organized in a tree structure consisting
of nodes, which denotes serial or parallel presentation off4
the outgoing subtrees [5]. Haindl [18] presented a model,
which captures various level of multimedia synchronization
granularity. Each data object is recursively decomposed into arns)
ordered set of data subsets. The level of such decomposition
depends on applications and the lower level subsets reflec
the finer synchronization. This model lacks the capability to
manage nondeterministic temporal relationships and incom-
plete timing. 7]

Several research works can be found in the literature related
to MLS, security in object-oriented systems, and distributed sys-
tems. Some work in security related to multimedia and hypertext
systems can be found in [13], [14], [23], [36], and [38]. (8l

In [13] and [14], researchers discuss security and access con-
trol issues related to multimedia systems. A simple access conpg]
trol mechanism and verification for hypertext documents usind°!
Petri-nets has been discussed in [38]. It uses basic access control
based on Petri-net constructs such@péatn times” “ forever
repeat” etc., but does not address MLS. In [23] and [36], autho-11]
rization models for distributed systems focused toward WWW
are proposed, both of which address the DAC mechanism for
the systems like hypertext and WWW. To the best of our knowl {12
edge, the work presented here constitutes first research attempt
in integrating modeling and specification of media synchroniza{13l]
tion as well as MLS of multimedia documents in a distributed,
heterogeneous, multidomain environment.
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