IS-2935/TEL-2810 Introduction to Computer Security
HW4, Due on Oct 1.

1. Consider the following owner-based policy: [Points 30]
a. There are three subject types st1, st2, and st3, and three object types ot1, ot2, ot3 such that st1≤ st2 ≤ st3 and ot1 ≤ ot2 ≤ ot3, (similar to dominates relations among security levels)

b. A subject of type sti can only create an object of type oti,

c. A subject of type sti can only give the read rights that it has over an object of type oti to another subject stj if an only if sti ≤ stj,

d. A subject of type sti can only give the write rights that it has over an object of type oti to another subject stj such that stj ≤ sti,

Consider the following sets of rights RI = {r:c, w:c}, RC = (. Represent the policy using the SPM model – define required link, filter and create functions.
2. Do Exercise 4.11.5  [Point 10]
3. Highlight the importance of the following (chapter 4) [Point 10]
a. Trust element with respect to the notion of Integrity
b. Time element with respect to the notion of Confidentiality and Availability
QUIZ: On Thursday Sept 30, there will be a quiz. The quiz will cover upto chapter 3. [It will be worth 50 points]
Unix Security (no credit):

If you are not familiar with the following commands/calls, use man command to learn about them. We will be referring to these at some point later.

User commands

chmod, chown, chgrp, last, id, umask, getfacl


System calls


setuid, seteuid, setgid, setegid

