IS-2150/TEL-2810 Introduction to Computer Security

Homework 4
Due Date: Midnight, October 8, 2005
1. Schematic protection model [Point 30]
Consider the following owner-based policy:
a. There are n subject types st1, st2, .. stn, and m object types ot1, ot2,…, otm such that st1≤ st2 ≤ …. ≤ stn and ot1 ≤ ot2 …. ≤ otm
b. A subject of type sti can create an object of type oti; the creator gives itself all the rights over the created subject.

c. A subject of type sti can only grant the read rights that it has over an object of type ot1, ot2,…, oti to another subject stj if and only if sti ≤ stj,

d. A subject of type sti can only grant the write rights that it has over an object of type oti, oti+1, …, otm to another subject stj such that stj ≤ sti,

Consider the following sets of rights RI = {r:c, w:c}, RC = (. Represent the policy using the SPM model – define required link, filter and create functions.

2. Do Exercise 4.11.5  [Point 10]
3. Highlight the importance of the following (chapter 4) [Point 10]

e. Trust element with respect to the notion of Integrity
f. Time element with respect to the notion of Confidentiality and Availability
